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UNIT I

INTRODUCTION

ﬁ

[1.1 NATURE OF SOFTWARE |

Traditional definition of software is the set of instructions
or more generally a collection of computer programs
which tell the hardware how to work and perform different

tasks on a computer system.

e Software is both a product and a vehicle for delivering
a product (information).

« Software is engineered not manufactured.

« Software does not wear out, but it does deteriorate.

e Industry is moving toward component-based software
construction, but most software is still custom-built.

« Software is designed and built by software engineers.

e Software is used by virtually everyone in society.

e Software is pervasive in our commerce, our culture,
and our everyday lives.

e Software engineers have a moral obligation to build
reliable software that does no harm to other people.

= Software engineers view computer software, as being
made up of the programs, documents, and data
required to design and build the system.

e Software users are only concerned with whether or not
software products meet their expectations and make
their tasks easier to complete.

Software Characteristics

Software is a logical rather than a physical system element.

Therefore, software has characteristics that are

considerably different than those of hardware :

e Software costs are concentrated in engineering
(analysis and design) and not in production.

e Cost of software is not dependent on volume of
production.

» Software does not wear out (in the physical sense).

e Software has no replacement (spare) parts.

e Software maintenance is a difficult problem and is very
different hardware  (physical  product)

maintenance,

from

e Most software are custom-built, rather than being
assembled from existing components..

e Many legal issues are involved (e.g. intellectual
property rights, liability).

Characteristics of Real-World Software

e It is generally developed by software firms for their
clients under formal business contracts.

e Like any product, software is designed based on some
software specification.

« Itis usually developed in teams and not by individuals.

« It generally includes clear and detailed documentation
(i.e. design manual and users' manual).

e It is meant for users who need not have good
knowledge of computers.

o It generally has user-friendly interfaces so that users
having limited expertise in computers can operate the
system,

¢ Generally, software is designed to be run on different
platforms.

e It has a lifetime in years, after which it becomes
obsolete. Hence, software is designed keeping its
intended life and cost in view.

* It generally requires some modification from time to
time to accommodate changes taking place in the
organization and the environment.

¢« It is developed under formalized product reviews
(quality assurance) and formalized testing procedures.

e The cost of software failure may amount to an
economic catastrophe. Hence, software is designed for
utmost reliability.

e A computer system is prone to misuse or sabotage by
persons having ulterior motives from within or from
outside the organization. Hence, software is designed
to be tamper-proof and protected from misuse or
damage.

= Ethical issues (like protecting privacy) are also taken
into consideration in designing software.

(1.1)
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1.1.1 Software Application Domains

1.

System Software

System software is designed to operate the computer
hardware, to provide basic functionality, and to provide a
platform for running application software. System software
includes:

Operating system, an essential collection of computer
programs that manages resources and provides
common services for other software. Supervisory
programs, boot loaders, shells and window systems are
core parts of operating systems. In practice, an
operating system comes bundled with additional
software (including application software) so that a user
can potentially do some work with a computer that
only has an operating system.

Device driver, a computer program that operates or
controls a particular type of device that is attached to a
computer. Each device needs at least one
corresponding device driver; thus a computer needs
more than one device driver.

Utilities, software designed to assist
maintenance and care of their computers.
Application Software

It performs productive tasks for user such as word
processing and database management etc. An
application is a program, or group of programs, that is
designed for the end user, for example database
programs, word processors, Web browsers and
spreadsheets.

Real-Time Software

Software that monitors/analyzes/controls real-world
events as they occur is called real time. Elements of
real-time software include a data gathering
component that collects and formats information from
an external environment, an analysis component that
transforms information as required by the application,
a control/output component that responds to the
external environment, and a monitoring component
that coordinates all other components so that real-
time response (typically ranging from 1 millisecond to
1 second) can be maintained.

Business Software

Business information processing is the largest single
software application area. Discrete "systems" (e.g,

users in

payroll, accounts receivable/payable, inventory) have
evolved into Management Information System (MIS)
software that accesses one or more large databases
containing business information. Applications in this
area restructure existing data in a way that facilitates
business operations or management decision making.
Engineering and Scientific Software

Engineering and scientific software have been
characterized by "number crunching" algorithms.
Applications range from astronomy to volcanology,
from automotive stress analysis to space shuttle orbital
dynamics, and from molecular biology to automated
manufacturing.

Embedded Software

Embedded software resides in read-only memory and
is used to control products and systems for the
consumer and industrial markets. Embedded software
can perform very limited and esoteric functions (e.g.,
keypad control for a microwave oven) or provide
significant function and control capability (e.g., digital
functions in an automobile such as fuel control,
dashboard displays, and braking systems).

Artificial Intelligence Software

Artificial Intelligence (Al) software makes use of non
numerical algorithms to solve complex problems that
are not acquiescent to computation or straight forward
analysis. Expert systems, also called knowledge based
systems, pattern recognition (image and voice),
artificial neural networks, theorem proving, and game
playing are representative of application.

1.1.2 Web-Apps

It has following special characteristics ;

Network Intensive : Web App resides on a network
and must serve the needs of a diverse community of
clients. The network may enable worldwide access and
communication (i.e,, Internet) or more limited access
and communication (i.e., corporate intranet).
Concurrency : A large number of users may access the
Web-App at any time. In many cases the patterns of
usage among end users will vary greatly.
Unpredictable Load : The number of users of the
Web-App may vary by orders of magnitude from day
to day. For example: 100 users may show up on
Monday; 10,000 users use the system on Thursday.
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Performance : If a Web-App user must wait too long,
he/she may decide to go elsewhere.

Availability : Users of popular Web-Apps often
demand access on a 24/7/365 basis.

Data Driven : The primary function of many Web-
Apps is to use hypermedia to present text, graphics,
audio and video contents to the end user. In addition,
Web-Apps are commonly used to access information
that exists on data bases that are not an integral part
of the web based environment. For example: e-
commerce or financial applications.

Content Sensitive : The quality and aesthetic nature of
content remains an important determinant of the
quality of a Web-App.

Continuous Evolution : Web applications evolve
continuously. It is not unusual for some Web-Apps to
be updated on a minute-by-minute schedule.
Immediacy (Short Time to Market) : Although
immediacy the compelling needs to get software to
market quickly is a characteristic of many application
domains, Web-Apps often exhibit a time-to-market
that can be a matter of a few days or weeks.

Security : In order to protect sensitive content and
provide secure modes of f data transmission, strong
security measures must be implemented throughout
the infrastructure that supports a Web-App and within
the application itself.

Aesthetics : Look and feel of Web-App must be
attractive.

1.1.3 Mobile Apps

It is a term used to describe Internet applications that
run on smart phones and other mobile devices. Mobile
applications usually help users by connecting them to
Internet services more commonly accessed on desktop
or notebook computers, or help them by making it
easier to use the Internet on their portable devices. A
mobile app may be a mobile Web site book marking
utility, a mobile-based instant messaging client, Gmail
for mobile, WhatsApp and many other applications.

It has following characteristics :

Connectivity

The device is continuously logged into mobile network
as the apps are constantly online. In this way users
particular information and notifications being pushed

to app as they are accessible. This is an important
characteristic of mobile application to be available
anywhere. The ability of push becomes essential in
growing apps on every Smartphone as this
characteristic keep the app in user minds.

2. Localization

s Localize information and the opportunity to provide
position based information is critical feature that craft
mobility stunning and practical.

3. Convenience

* A simple and emotional design guarantees high value
and acceptance among users. The overall usability and
information structure must be planned carefully to
build a joyful and fit interaction flow,

4, Approachable

* Approachability covers additional attribute provided by
the mobile apps. An excellent application can really be
used any time at any place as reach ability becomes
full time availability.

5. Individualization or Personalization

* Creating individualized content based on personalized
context or usage is another feature. Everyone wish that
my application should fit my needs and behave like
what | want to do. This specific feature not only covers
personalized content but wants to control over shared
and store data for more actions.

6. Security

* There are several aspects of security like transferred
data over network via carrier network. Some
applications connect data with online, web apps, so the
storage of the information on server must be secure.
Another critical security break can be the mobile
device itself as no one wants anybody to play with
his/her mobile phone.

1.1.4 Cloud Computing

* Cloud Computing is a general term used to describe a
new class of network based computing that takes place
over the Internet :
> A collection/group of integrated and networked
hardware, software and Internet infrastructure
(called a platform).

> Using the Internet for communication and
transport provides hardware, software and
networking services to clients.
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e These platforms hide the complexity and details of the
underlying infrastructure from users and applications
by providing very simple graphical interface or API
(Applications Programming Interface).

* In addition, the platform provides on demand services
that are always on anywhere, anytime and anyplace.

* Pay for use and as needed, elastic scale up and down
in capacity and functionalities.

* The hardware and software services are available to
general public, enterprises, corporations and
businesses markets.

Basic Cloud Characteristics

¢ The “no-need-to-know" in terms of the underlying
details of infrastructure, applications interface with the
infrastructure via the APIs.

* The “flexibility and elasticity” allows these systems to
scale up and down at:
> Utilizing the resources of all kinds
> CPU, storage, server capacity, load balancing, and

databases

* The “pay as much as used and needed” type of utility
computing and the "always on!, anywhere and any
place” type of network-based computing.

e (Cloud are transparent to users and applications, they
can be built in multiple ways :

> Branded products,

hardware or software, or just off-the-shelf PCs.

proprietary open source,

¢ In general, they are built on clusters of PC servers and
off-the-shelf components plus open source software
combined with in-house applications and/or system
software.

Applications

Services

[

—

Computer
network

Storage (Database)

Fig. 1.1 : Cloud Computing

Advantages of Cloud Computing

* Lower Computer Costs : No need of a high-powered
and high-priced computer to run cloud computing's
web-based applications.

e Improved Performance : Computers in a cloud
computing system boot and run faster because they
have fewer programs and processes loaded into
memory.

* Reduced Software Costs : Instead  of
expensive software applications, we can use it from
cloud.

* Instant Software Updates :When we access a web-
based application, we get the latest version and
without needing to pay for or download an upgrade.

purchasing

* Unlimited Storage Capacity : Cloud computing offers
virtually limitless storage.

* Increased Data Reliability Unlike desktop
computing, in which if a hard disk crashes and destroy
all valuable data, a computer crashing in the cloud
should not affect the storage of data.

1.1.5 Product Line Software

* A Software Product Line (SPL) is a set of software
intensive systems that share a common, managed set
of features that satisfy the specific needs of a particular
market segment or mission and that are developed
from a common set of core assets in a prescribed way.

# Software Product Line (SPL) engineering refers to the
engineering and management techniques to create,
evolve, and sustain a software product line.

* Product Line Approach : A system of software
production that uses reusable software related assets
to modify, assemble, instantiate, or generate a line of
software or software intensive products.

* Product Line Architecture : Description of the
structural properties for building a group of related
systems (i.e, product line), typically the components
and their interrelationships. The inherent guidelines
about the use of components must capture the means
for handling required variability among the systems
(sometimes called reference architecture).

For Example, Microsoft Office supports Macintosh,

* The Product Line's commonalities and variabilities are
described in the Problem Space. This reflects the
desired range of applications ("product variants”) in
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the Product Line (the “domain”) and their inter-
dependencies. So, when producing a product variant,
the application developer uses the problem space
definition to describe the desired combination of
problem variabilities to implement the product variant.
An associated Solution Space describes the constituent
assets of the Product Line (the “"platform") and its
relation to the problem space, ie. rules for how
elements of the platform are selected when certain
values in the problem space are selected as part of a
product variant. The four-part division resulting from
the combination of the problem space and solution
space with domain and application engineering is
shown below.

|1.2 SOFTWARE ENGINEERING I

Problem Space Solution Space
Domain Variability within Structure and selection
Engineering | Problem area rules for solution elements
of the Product Line
Platform
Application Specification of Needed platform and
engineering | product variant application software

Software engineering is the establishment of sound
engineering principles in order to obtain reliable and
efficient software in an economical manner.

Software engineering is the application of a systematic,
disciplined, quantifiable approach to the development,
operation, and maintenance of software.

Software engineering encompasses a process,
management techniques, technical methods, and the
use of tools.

Software Engineering Realities

Problem should be understood before software
solution is developed.

Design is a key activity,
Software should exhibit high quality.
Software should be maintainable,

1.2.1 The Discipline

Software engineering can be divided

into ten sub

disciplines.

1. Software Requirements :

The elicitation, analysis,

specification, and validation of requirements for

software.

2.

Software Design : The process of defining the
architecture, components, interfaces, and other
characteristics of a system or component. It is also
defined as the result of that process.

Software Construction :
working, meaningful software through a combination
of coding, verification, unit testing, integration testing,
and debugging.

The detailed creation of

Software Testing : The dynamic verification of the
behavior of a program on a finite set of test cases,
suitably selected from the usually infinite executions
domain, against the expected behavior.

Software Maintenance : The totality of activities
required to provide cost-effective support to software.

Software Configuration Management : The
identification of the configuration of a system at
distinct points in time for the purpose of systematically
controlling changes to the configuration, and
maintaining the integrity and traceability of the
configuration throughout the system life cycle.
Software Engineering Management : The application
of management activities planning, coordinating,
measuring, monitoring, controlling, and reporting to
ensure that the development and maintenance of
software is systematic, disciplined, and quantified.

Software Engineering Process The definition,
implementation, assessment, measurement,
management, change, and improvement of the

software life cycle process itself.

Software Engineering Tools and Methods : The
computer-based tools that are intended to assist the
software life cycle processes see Computer Aided
Software Engineering, and the methods which impose
structure on the software engineering activity with the
goal of making the activity systematic and ultimately
more likely to be successful.

10. Software Quality : The degree to which a set of

inherent characteristics fulfills requirements.

The Software Crisis
* As software's importance grew, the software
community was always attempting to develop

technologies that would make it easier, faster and less
expensive to do thing. As software houses emerged,
with solutions to everyday problems, software was
used in diverse areas. It was used to ease or replace
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many unexciting activities like data entry and pay slip
generation. It began to be developed for widespread
distribution. The software development projects
produced ten thousands of source programs. With no
tools or methods for managing this increase in
complexity, the estimation also went haywire. The time
estimated for project completion and the cost
estimation made were completely off the mark. This
naturally increases the cost, as time meant money.
With software being so widely used, customer
perspective also changed, people got used to
expecting more from software. Since the customers
had a lot of expectations from the software that they
were paying for, the customer could not understand
why the software was failing!

The demand for software was increase and so were the
problems. Problems with the software were perceived
to be mainly four :

1. It's Always Late!

The development of software always overshot the
initial estimates.

2. It's Over Budget!
The cost to create the software was higher than
the initial estimates. Most of the time there were
huge variation.

3. It's Buggy!
The errors and defects led to definite failure of the
software. The software which was being delivered
to the customers was bound to fail at some point
of time.

4. Customers were Not Satisfied!

The defects were usually found by the customers
and these were difficult to track and fix.
The software companies were losing face their
customers. Even those projects that were completed
successfully were either late or way out of the
estimated budget. A NATO conference was organized
and there these problems were collectively referred to
as the "Software Crisis". Some characteristics of the
software scenario were described as :
> Hardware sophistication outpaced the ability to
build software that completely taps into its
potential.

> The ability to build software could not keep pace
with the demand for new software.

= The ability to maintain existing pragrams was

undermined by poor design and haphazard
development practices.

1.2.2 Software Engineering Layers

Software engineering is a layered technology. Software
engineering is divided into four layers

1. A quality focus

2. Process
3. Methods
4. Tools

Fig. 1.2 : Software Engineering Layers

A Quality Focus

Total quality management promotes continuous

process improvement. Quality of software can be

measure by:

> Correctness : Correctness is the degree to which
the software performs its required function,

> Maintainability : Maintainability is the ease with
which a program can be corrected if an error is
encountered, adapted if its environment changes,
or enhanced if the customer desires a change.

> Integrity : Software integrity has become
increasingly important in the age of hackers and
firewalls. This attribute measures a system's ability
to withstand attacks (both accidental and
intentional) to its security.

> Usability : Usability is an attempt to quantify user-
friendliness; user must be able to operate software
easily.

Process

Process defines a framework for a set of key process

areas that must be established for effective delivery of

software engineering technology.

The key process areas form the basis for management

control of software projects and establish the context
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in which technical methods are applied, work products
(models, documents, data, reports, forms, etc) are
produced, milestones are established, quality is
ensured, and change is properly managed.

3. Methods

* Software engineering methods provide the technical
how-to's for building software.

* Methods encompass a broad array of tasks that
include :

> Requirements analysis.
> Analysis and design modeling.
> Program construction.
> Testing, and support.
4, Tools

e Software engineering tools provide automated or ’
semi-automated support for the process and the
methods. When tools are integrated so that
information created by one tool can be used by
another, a system for the support of software
development, called computer-aided software
engineering, is established.

For Example : Star UML, Rational Rose can be used as *
Object Oriented Analysis and Design tool.

1.2.3 Software Myths *

» Software myths propagate misinformation, mis-
understanding or confusion in software development
process which causes serious problems. 2

» There are myths at following three levels : --
1. Management level myths.

2. Customer level myths.
3. Practitioner level myths. .

1. Management Level Myths

Managers with software responsibility are often under

pressure to maintain budgets, keep schedules from slip-

ping, and improve quality.

s Myth : We already have a book that's full of standards
and procedures for building software, won't that
provide my people with everything they need to know?

¢ Reality : The book of standards may very well exist, | »

but is it used? Are software practitioners aware of its
existence? Does it reflect modern software engineering
practice? Is it complete? Is it streamlined to improve
time to delivery while still maintaining a focus on

quality? In many cases, the answer to all of these
questions is "no."

Myth : My people have state-of-the-art software
development tools, after all, we buy them the newest
computers.

Reality : It takes much more than the latest model
mainframe, workstation, or PC to do high-quality
software development. Computer-Aided Software
Engineering (CASE) tools are more important than
hardware for achieving good quality and productivity,
yet the majority of software developers still do not use
them effectively.

Myth : If we get behind schedule, we can add more
programmers and catch up.

Reality : Software development is not a mechanistic
process like manufacturing.

As new people are added, people who were working
must spend time educating the newcomers, thereby
reducing the amount of time spent on productive
development effort. People can be added but only in a
planned and well-coordinated manner.

Myth : If I decide to outsource the software project to
a third party, I can just relax and let that firm build it.
Reality : If an organization does not understand how
to manage and control software projects internally, it
will invariably struggle when it outsources software
projects.

Customer Level Myths

Myth : A general statement of objectives is sufficient
to begin writing programs the details can be given
later on.

Reality : A poor up-front definition is the major cause
of failed software efforts, A formal and detailed
description of the information domain, function,
behavior, performance, interfaces, design constraints,
and validation criteria is essential. These characteristics
can be determined only after thorough communication
between customer and developer.

Myth : Project requirements continually change, but
change can be easily accommodated in software.
Reality : It is true that software requirements change,
but the impact of change varies with the But if change
is requested in later stages, cost of change rapidly
increases. If change id requested at maintenance stage
all design, coding, testing has to be madified.
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3.

Practitioner Level Myths

Myth : Once we write the program and get it to work,
our job is done.

Reality : Almost 60 to 80 percent work is requires after
delivering the project to the customer for the first time.
Myth : Until I get the program "running" I have no way
of assessing its quality.

Reality : The most effective software quality assurance
mechanisms can be applied from the inception of a
project the formal technical review. Software reviews
are a "quality filter" that have been found to be more
effective than testing for finding certain classes of
software defects.

Myth : The only deliverable work product for a
successful project is the working program.

Reality : A working program is only one part of a
software product. Actual project delivery includes
documentation and guidance for software support.
Myth : Software engineering will make us create
voluminous and unnecessary documentation and will
invariably slow us down,

Reality : Software engineering is not about creating
documents. It is about creating quality. Better quality
leads to reduced rework. And reduced rework results in
faster delivery times.

1.3 PROFESSIONAL SOFTWARE

DEVELOPMENT

1.3.1 Essential Attributes of Good Software

Maintainability : Software should be written in such a
way so that it can evolve to meet the changing needs
of customers. This attribute because
software change is an inevitable requirement of a
changing business environment.

Dependability and Security : Software dependability
includes a range of characteristics including reliability,
security, and safety. Dependable software should not
cause physical or economic damage in the event of

is a critical

system failure. Malicious users should not be able to
access or damage the system.

Efficiency : Software should not make wasteful use of
system resources such as memory and processor
cycles. Efficiency therefore includes responsiveness,
processing time, memory utilization, etc.

Acceptability: Software must be acceptable to the
type of users for which it is designed. This means that
it must be understandable, usable, and compatible
with other systems that they use.

In Order to do Software Development Well we Need :

A Small, Well Integrated Team: Small teams have
fewer lines of communication than larger ones. It's
easier to get to know your teammates on a small team.
You can get to know your teammates’ strengths and
weaknesses, who knows what, and who is the “go to
guy” for particular problems or particular tools. Well-
integrated teams have usually worked on several
projects together. Keeping a team together across
several projects is a major job of the team's manager.
Well-integrated teams are more productive, they are
better at holding to a schedule, and they produce code
with fewer defects at release. The key to keeping a
team together is to give them interesting work to do
and then leave them alone.

Good Communication Among Team Members:
Constant communication among team members is
critical to day-to-day progress and successful project
completion. Teams that are co-located are better at
communicating and communicate more than teams
that are distributed geographically (even if they're just
on different floors or wings of a building). This is a
major issue with larger companies that have software
development sites scattered across the globe,

Good Communication Between the Team and the
Customer: Communication with the customer is
essential to controlling requirements and requirements
churn during a project. On-site or close-by customers
allow for constant interaction with the development
team. Customers can give immediate feedback on new
releases and be involved in creating system and
acceptance tests for the product.

A Process that Everyone Buys Into: Every project, no
matter how big or small, follows a process. Larger
projects and larger teams tend to be more plan-driven
and follow processes with more rules and
documentation required. Larger projects do require
more coordination and tighter controls on
communication and configuration management.
Smaller projects and smaller teams will, these days,
tend to follow more agile development processes, with
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more flexibility and less documentation required. This
certainly doesn't mean there is no process in an agile
project, it just means you do what makes sense for the
project you're writing so that you can satisfy all the
requirements, meet the schedule, and produce a
quality product.

The Ability to be Flexible about that Process: No
project ever proceeds as you think it will on the first
day. Requirements change, people come and go, tools
don't work out, and so on. This point is all about
handling risk in your project. If you identify risks, plan
to mitigate them, and then have a cantingency plan to
address the event where the risk actually occurs, you'll
be in much better shape.

A Plan that Every One Buys Into: You wouldn’t write
a sorting program without an algorithm, so you
shouldn't launch a software development project
without a plan. The project plan encapsulates what
you're going to do to implement your project. It talks
about process, risks, resources, tools, requirements
management, estimates, schedules, configuration
management, and delivery. It doesn't have to be long
and it doesn't need to contain all the minute details of
the everyday life of the project, but everyone on the
team needs to have input into it they need to
understand it, and they need to agree with it. Unless
everyone buys into the plan, you're doomed.

To Know Where you Are at All Times: It's that
communication thing again. Most projects have
regular status meetings so that the developers can
“sync up" on their current status and get a feel for the
status of the entire project. This works very well for
smaller teams (say, up to about 20 developers). Many
small teams will have daily meetings to sync up at the
beginning of each day. Different process models
handle this “spot” meeting differently. Many plan-
driven models don't require these meetings,
depending on the team managers to communicate
with each other. Agile processes often require daily
meetings to improve communications among team
members and to create a sense of camaraderie within
the team.

To be Brave Enough to Say, “Hey, We're Behind!” :
Nearly all software projects have schedules that are too

optimistic at the start. It's just the way we are. Software

developers are an optimistic bunch, generally, and it
shows in their estimates of work. "Sure, I can get that
done in a week!" 'T'll have it to you by the end of the
day.” "Tomorrow? Not a problem.” No, no, no, no, no.
Just face it. At some point you'll be behind. And the
best thing to do about it is to tell your manager right
away. Sure, she might be angry. But she’ll be angrier
when you end up a month behind and she didn't know
it. Fred Brooks’ famous answer to the question of how
software projects get so far behind is "one day at a
time.” The good news, though, is that the earlier you
figure out you're behind, the more options you have.
These include lengthening the schedule (unlikely, but it
does happen), moving some requirements to a future
release, getting additional help, etc. The important part
is to keep your manager informed.

The Right Tools and the Right Practices for this
Project: One of the best things about software
development is that every project is different. Even if
you're doing version 8.0 of an existing product, things
change. One implication of this is that for every project
one needs to examine and pick the right set of
development tools for this particular project. Picking
tools that are inappropriate is like trying to hammer
nails with a screwdriver; you might be able to do it
eventually, but is sure isn't easy or pretty, and you can
drive a lot more nails in a shorter period of time with a
hammer than with a screwdriver. The three most
important factors in choosing toals are the application
type you are writing, the target platform, and the
development platform. You usually can't do anything
about any of these three things, so once you know
what they are, you can pick tools that improve your
productivity. A fourth and nearly as important factor in
tool choice is the composition and experience of the
development team. If your team are all experienced
developers with facility on multiple platforms tool
choice is much easier. If, on the other hand, you have a
bunch of fresh-outs and your target platform is new to
all of you, you'll need to be careful about tool choice
and fold in time for training and practice with the new
tools.
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To Realize that you Don’t Know Everything you Need
to Know at the Beginning of the

Project: Software development projects just don't
work this way. You'll always uncover new requirements;
other requirements will be discovered to be not nearly
as important as the customer thought; still others that
were targeted for the next release are all of a sudden
requirement number 1. Managing requirements churn
during a project is one of the single most important
skills a software developer can have. If you are using
new development tools (say that new web
development framework) you'll uncover limitations you
weren't aware of and side-effects that cause you to

have to learn, for example, three other tools to
understand them.,

1.3.2 Phases in the Development of Software

Problem
Requirements
engineering

Requirements
specification

i Design

Specification

Implementation

Program

Testing

Waorking
program

y Maintenance

Fig. 1.3: Phases in software development
Requirements Engineering: The goal of the
requirements engineering phase is to get a complete
description of the problem to be solved and the
requirements posed by and on the environment in
which the system is going to function. Requirements
posed by the environment may include hardware and
supporting software or the number of prospective
users of the system to be developed. Alternatively,
analysis of the requirements may lead to certain
constraints imposed on hardware yet to be acquired or
to the organization in which the system is to function.
A description of the problem to be solved includes
such things as:

Y

The functions of the software to be developed:
Possible future extensions to the system;

‘I

\f

The amount, and kind, of documentation required:

Response time and other
requirements of the system.

\f

performance

Part of requirements engineering is a Feasibility
Study. The purpose of the feasibility study is to assess
whether there is a solution to the problem which is
both economically and technically feasible.

The more careful we are during the requirements
engineering phase, the larger is the chance that the
ultimate system will meet expectations. To this end, the
various people (among others, the customer,
prospective users, designers, and programmers)
involved have to collaborate intensively. The document
in which the result of this activity is laid down is called
the Requirements Specification.

Design: During the design phase, a model of the
whole system is developed which, when encoded in
some programming language, solves the problem for
the user. To this end, the problem is decomposed into
manageable pieces called components; the functions
of these components and the interfaces between
them are specified in a very precise way. The design
phase is crucial. Requirements engineering and design
are sometimes seen as an annoying introduction to
programming, which is often seen as the real work.
This attitude has a very negative influence on the
quality of the resulting software.

Early design decisions have a major impact on the
quality of the final system. These early design decisions
may be captured in a global description of the system,
i.e. its architecture. The architecture may next be
evaluated, serve as a template for the development of
a family of similar systems, or be used as a skeleton for
the development of reusable components, As such, the
architectural description of a system is an important

milestone  document in

present-day  software
development projects. During the design phase we try

to separate the what from the how.

We concentrate on the problem and should not let
ourselves be distracted by implementation concerns.
The result of the design phase, the (technical)
specification, serves as a starting point for the
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implementation phase. If the specification is formal in
nature, it can also be used to derive correctness proofs.

Implementation: During the implementation phase,
we concentrate on the individual components. Our
starting point is the component's specification. It is
often necessary to introduce an extra ‘design’ phase,
the step from compaonent specification to executable
code often being too large. In such cases, we may take
advantage of some high-level, programming-
language-like notation, such as a pseudocode. (A
pseudocode is a kind of programming language. Its
syntax and semantics are in general less strict, so that
algorithms can be formulated at a higher, more
abstract, level) It is important to note that the first goal
of a programmer should be the development of a well-
documented, reliable, easy to read, flexible, correct,
program. The goal is not to produce a very efficient
During the design phase, a
global structure is imposed through the introduction
of components and their interfaces. In the more classic
programming languages, much of this structure tends
to get lost in the transition from design to code. More
recent programming languages offer possibilities to
retain this structure in the final code through the
concept of modules or classes. The result of the
implementation phase is an executable program.

program full of tricks.

Testing: Actually, it is wrong to say that testing is a
phase following implementation. This suggests that
you need not bother about testing wuntil
implementation is finished. This is not true. It is even
fair to say that this is one of the biggest mistakes you
can make. Attention has to be paid to testing even
during the requirements engineering phase. During the
subsequent phases, testing is continued and refined.
The earlier that errors are detected, the cheaper it is to
correct them. Testing at phase boundaries comes in
two flavors. We have to test that the transition
between subsequent phases is correct (this is known as
verification). We also have to check that we are still on
the right track as regards fulfilling user requirements
(validation).

Maintenance: After delivery of the software, there are
often errors that have still gone undetected. Obviously,
these errors must be repaired. In addition, the actual
use of the system can lead to requests for changes and

enhancements. All these types of changes are denoted
by the
Maintenance thus concerns all activities needed to
keep the system operational after it has been delivered
to the user.

An activity spanning all phases is project
management. Like other projects, software
development projects must be managed properly in
order to ensure that the product is delivered on time
and within budget. The visibility and continuity
characteristics of software development, as well as the
fact that many software development projects are
undertaken with insufficient prior experience, seriously
impede project control. The many examples of
software development projects that fail to meet their
schedule provide ample evidence of the fact that we
have by no means satisfactorily dealt with this issue
yet.

rather unfortunate term maintenance.

|1.4 SOFTWARE ENGINEERING ETHICS

L]

Like other engineering disciplines, software
engineering is carried out within a social and legal
framework that limits the freedom of people working
in that area. As a software engineer, you must accept
that your job involves wider responsibilities than
simply the application of technical skills. You must also
behave in an ethical and morally responsible way if you
are to be respected as a professional engineer.

It goes without saying that you should uphold normal
standards of honesty and integrity. You should not use
your skills and abilities to behave in a dishonest way or
in a way that will bring disrepute to the software
engineering profession. However, there are areas
where standards of acceptable behavior are not bound
but by
professional responsibility. Some of these are:
Confidentiality

You should normally respect the confidentiality of your
employers or clients irrespective of whether or not a

by laws the more tenuous notion of

formal confidentiality agreement has been signed.
Competence

You should not misrepresent your level of competence.
You should not knowingly accept work that is outside
your competence.
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3. Intellectual Property Rights

s You should be aware of local laws governing the use of
intellectual property such as patents and copyright.
You should be careful to ensure that the intellectual
property of employers and clients is protected.

4. Computer Misuse

* You should not use your technical skills to misuse
other people’s computers. Computer misuse ranges
from relatively trivial (game playing on an employer’s
machine, say) to extremely serious (dissemination of
viruses or other malware).

Software Engineering Code of Ethics and Professional

Practice

+ Who exactly are the ‘public’ to whom the engineer is
obligated?

e Why the software engineer is obligated to protect the
public?

» What other ethical obligations software engineers are

under?

» How software engineers can actually live up to ethical
standards?

¢ What is the end goal of an ethical life in software
engineering?

* What are the professional codes of software
engineering ethics?

Preamble

« The Code contains eight Principles related to the
behavior of and decisions made by professional
software engineers, including practitioners, educators,
managers, supervisors and policy makers, as well as
trainees and students of the profession. The Principles
identify the ethically responsible relationships in which
individuals, groups, and organizations participate and
the primary obligations within these relationships. The
Clauses of each Principle are illustrations of some of
the obligations included in these relationships. These
obligations are founded in the software engineer's
humanity, in special care owed to people affected by
the work of software engineers, and in the unique
elements of the practice of software engineering. The
Code prescribes these as obligations of anyone
claiming to be or aspiring to be a software engineer.

e Ethical tensions can best be addressed by thoughtful
consideration of fundamental principles, rather than

blind reliance on detailed regulations. These Principles
should influence software engineers to consider
broadly who is affected by their work; to examine if
they and their colleagues are treating other human
beings with due respect; to consider how the public, if
reasonably well informed, would view their decisions;
to analyze how the least empowered will be affected
by their decisions; and to consider whether their acts
would be judged worthy of the ideal professional
working as a software engineer. In all these judgments
concern for the health, safety and welfare of the public
is primary; that is, the "Public Interest” is central to this
Code.

e The dynamic and demanding context of software
engineering requires a code that is adaptable and
relevant to new situations as they occur. However,
even in this generality, the Code provides support for
software engineers and managers of software
engineers who need to take positive action in a specific
case by documenting the ethical stance of the
profession. The Code provides an ethical foundation to
which individuals within teams and the team as a
whole can appeal. The Code helps to define those
actions that are ethically improper to request of a
software engineer or teams of software engineers.

Principles
Principle 1: PUBLIC
Software engineers shall act consistently with the public

interest. In particular, software engineers shall, as
appropriate:

1.01.  Accept full responsibility for their own work.

1.02. Moderate the interests of the software engineer,

the employer, the client and the users with the

public good.
1.03. Approve software only if they have a well-founded
belief that it is safe, meets specifications, passes
appropriate tests, and does not diminish quality of
life, diminish privacy or harm the environment. The
ultimate effect of the work should be to the public
good.
Disclose to appropriate persons or authorities any
actual or potential danger to the user, the public,
or the environment, that they reasonably believe
to be associated with software or related
documents.

1.04.
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1.05.

1.06.

1.07.

1.08.

Cooperate in efforts to address matters of grave
public concern caused by software, its installation,
maintenance, support or documentation.

Be fair and avoid deception in all statements,
particularly public ones, concerning software or
related documents, methods and tools.

Consider issues of physical disabilities, allocation of
resources, economic disadvantage and other
factors that can diminish access to the benefits of
software.

Be encouraged to volunteer professional skills to
good causes and to contribute to public education
concerning the discipline.

Principle 2: CLIENT AND EMPLOYER

Software engineers shall act in a manner that is in the best
interests of their client and employer, consistent with the
public interest. In particular, software engineers shall, as
appropriate:

2.01,

2.02.

2.03.

2.04.

2.05.

2.06.

2.07.

2.08.

Provide service in their areas of competence, being
honest and forthright about any limitations of their
experience and education,

Not knowingly use software that is obtained or
retained either illegally or unethically.

Use the property of a client or employer only in
ways properly authorized, and with the client's or
employer's knowledge and consent.

Ensure that any document upon which they rely
has been approved, when required, by someone
authorized to approve it.

Keep private any confidential information gained
in their professional such
confidentiality is consistent with the public interest
and consistent with the law.

work, where

Identify, document, collect evidence and report to
the client or the employer promptly if, in their
opinion, a project is likely to fail, to prove too
expensive, to violate intellectual property law, or
otherwise to be problematic.

Identify, document, and report significant issues of
social concern, of which they are aware, in software
or related documents, to the employer or the
client.

Accept no outside work detrimental to the work
they perform for their primary employer.

2.09.

Promote no interest adverse to their employer or
client, unless a higher ethical concern is being
compromised; in that case, inform the employer or
another appropriate authority of the ethical
concern.

Principle 3: PRODUCT
Software engineers shall ensure that their products and

related modifications

meet the highest professional

standards possible. In particular, software engineers shall,
as appropriate:

3.0L

3.02.

3.03.

3.04.

3.05.

3.06.

3.07.

3.08.

3.09.

3.10.

Strive for high quality, acceptable cost, and a
reasonable schedule, ensuring significant tradeoffs
are clear to and accepted by the employer and the
client, and are available for consideration by the
user and the public.

Ensure proper and achievable goals and objectives
for any project on which they work or propose.
Identify, define and address ethical, economic,
cultural, legal and environmental issues related to
work projects.

Ensure that they are qualified for any project on
which they work or propose to work, by an
appropriate combination of education, training,
and experience.

Ensure that an appropriate method is used for any
project on which they work or propose to work.
Work to follow professional standards, when
available, that are most appropriate for the task at
hand, departing from these only when ethically or
technically justified.

Strive to fully understand the specifications for
software on which they work,

Ensure that specifications for software on which
they work have been well documented, satisfy the
users' requirements and have the appropriate
approvals.

Ensure realistic quantitative estimates of cost,
scheduling, personnel, quality and outcomes on
any project on which they work or propose to work
and provide an uncertainty assessment of these
estimates.

Ensure adequate testing, debugging, and review of
software and related documents on which they
work.

Scanned with CamScanner



SOFTWARE ENGINEERING (COMP., DBATU) (1.14) INTRODUCTION
3.11. Ensure adequate documentation, including | 5.02. Ensure that software engineers are informed of
significant problems discovered and solutions standards before being held to them,
adopted, for any project on which they work. 503. Ensure that software engineers know the
3.12. Work to develop software and related documents employer's policies and procedures for protecting
that respect the privacy of those who will be passwords, files and information that s
affected by that software. confidential to the employer or confidential to
3.13. Be careful to use only accurate data derived by others.
ethical and lawful means, and use it only in ways | 5.04. Assign work only after taking into account
properly authorized. appropriate contributions of education and
314, Maintain the integrity of data, being sensitive to experience tempered with a desire to further that
outdated or flawed occurrences. education and experience.
315, Treat all forms of software maintenance with the | 5.05. Ensure realistic quantitative estimates of cost,
same professionalism as new development. scheduling, personnel, quality and outcomes on
Principle 4: JUDGMENT any project on which they work or propose to
Software engineers shall maintain integrity and work, anFl provide an uncertainty assessment ‘of
. ; ] ; - . these estimates.
independence in their professional judgment. In particular,
software engineers shall, as appropriate: 5.06. Attract potential software engineers only by full
4.01. Temper all technical judgments by the need to and acaurate description of the conditions. of
- employment.
support and maintain human values. _ _ _
4,02. Only endorse documents either prepared under 307 Offer fa:_randjust Temunersgon.
their supervision or within their areas of 5.08. Not unjustly prevent someone from taking a
competence and with which they are in agreement. position for which that person is suitably qualified.
4.03. Maintain professional objectivity with respect to 5.09. Ensure that there is a fair agreement concerning
any software or related documents they are asked ownership of any software, processes, research,
to evaluate. writing, or other intellectual property to which a
4.04.  Not engage in deceptive financial practices such as soft‘zfrare engineer has contr_lbuted. ‘
bribery, double billing, or other improper financial 5.10. Provide for due process in hearing charges of
practices. violation of an employer’s policy or of this Code.
4.05. Disclose to all concerned parties those conflicts of | 5:11.  Not ask a software engineer to do anything
interest that cannot reasonably be avoided or inconsistent with this Code.
escaped. 5.12. Not punish anyone for expressing ethical concerns
p y! p g
4.06. Refuse to participate, as members or advisors, in a about a project.
private, governmental or professional body Principle 6: PROFESSION
concerned_ with software related .ISSLIE‘S, in which Software engineers shall advance the integrity and
they,; “their. -empioyers. of ‘their chents have reputation of the profession consistent with the public
undisclosed potential conflicts of interest. . P . P . P
L. interest. In particular, software engineers shall, as
Principle 5: MANAGEMENT )
appropriate:
Software engineering managers and leaders shall subscribe o )
. 6.01. Help develop an organizational environment
to and promote an ethical approach to the management of ) ;
software development and maintenance. In particular, favorable to acting ethically.
those managing or leading software engineers shall, as | 6.02. Promote public knowledge of software
appropriate; engineering.
501. Ensure good management for any project on | 6.03. Extend software engineering knowledge by
which they work, including effective procedures for appropriate  participation  in  professional
promotion of quality and reduction of risk. organizations, meetings and publications.

Scanned with CamScanner



SOFTWARE ENGINEERING (COMP., DBATU)

(1.15)

INTRODUCTION

6,04,

6.05.

6.06.

6.07.

6.08.

6.09.

6.10.

6.11,

6.12.

6.13.

Support, as members of a profession, other
software engineers striving to follow this Code.

Not promote their own interest at the expense of
the profession, client or employer.

Obey all laws governing their work, unless, in
exceptional circumstances, such compliance is
inconsistent with the public interest,

Be accurate in stating the characteristics of
software on which they work, avoiding not only
false claims but also claims that might reasonably
be supposed to be speculative, vacuous, deceptive,
misleading, or doubtful.

Take responsibility for detecting, correcting, and
reporting errors in software and associated
documents on which they work.

Ensure that clients, employers, and supervisors
know of the software engineer's commitment to
this Code of ethics, and the subsequent
ramifications of such commitment.

Avoid  associations  with  businesses and
organizations which are in conflict with this code.

Recognize that violations of this Code are
inconsistent with being a professional software
engineer.

Express concerns to the people involved when
significant violations of this Code are detected
unless this is impossible, counter-productive, or
dangerous.

Report significant violations of this Code to
appropriate authorities when it is clear that
consultation with people involved in these
significant impossible, counter-
productive or dangerous.

violations is

Principle 7: COLLEAGUES

Software engineers shall be fair to and supportive of their

colleagues. In particular, software engineers shall, as

appropriate:

7.01. Encourage colleagues to adhere to this Code.

7.02.  Assist colleagues in professional development.

7.03. Credit fully the work of others and refrain from
taking undue credit.

7.04. Review the work of others in an objective, candid,

and properly-documented way.

7.05.

7.06.

7.07.

7.08.

Give a fair hearing to the opinions, concerns, or
complaints of a colleague.

Assist colleagues in being fully aware of current
standard work practices including policies and
procedures for protecting passwords, files and
other confidential information, security
measures in general.

and

Not unfairly intervene in the career of any
colleague; however, concern for the employer, the
client or public interest may compel software
engineers, in good faith, to question the
competence of a colleague.

In situations outside of their own areas of
competence, call upon the opinions of other
professionals who have competence in that area.

Principle 8: SELF

Software engineers shall participate in lifelong learning
regarding the practice of their profession and shall
promote an ethical approach to the practice of the

profession. In

particular, software engineers shall

continually endeavor to:

8.01.

8.02.

8.03.

8.04.

8.05.

8.06.

8.07.

8.08.

Further their knowledge of developments in the
analysis, specification, design, development,
maintenance and testing of software and related
documents, together with the management of the
development process.

Improve their ability to create safe, reliable, and
useful quality software at reasonable cost and
within a reasonable time.

Improve their ability to produce accurate,
informative, and well-written documentation.
Improve their understanding of the software and
related documents on which they work and of the
environment in which they will be used.

Improve their knowledge of relevant standards and
the law governing the software and related
documents on which they work.

Improve their knowledge of this Code, its
interpretation, and its application to their work.
Not give unfair treatment to anyone because of
any irrelevant prejudices.

Not influence others to undertake any action that
involves a breach of this Code.
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809. Recognize that personal violations of this Code are
inconsistent with being a professional software
engineer.

[1.5 cASE STUDIES

1. Case Study About Testing: George and the Jet

« George Babbage is an experienced software developer
working for Acme Software Company. Mr. Babbage is
now working on a project for the U.S. Department of
Defense, testing the software used in controlling an
experimental jet fighter. George is the quality control
manager for the software. Early simulation testing
revealed that, under certain conditions, instabilities
would arise that could cause the plane to crash. The
software was patched to eliminate the specific
problems uncovered by the tests. After these repairs,
the software passed all the simulation tests.

s George is not convinced that the software is safe. He is
worried that the problems uncovered by the simulation
testing were symptomatic of a design flaw that could
only be eliminated by an extensive redesign of the
software. He is convinced that the patch that was
applied to remedy the specific tests in the simulation
did not address the underlying problem. But, when
George brings his concerns to his superiors, they
assure him that the problem has been resolved. They
further inform George that any major redesign effort
would introduce unacceptable delays, resulting in
costly penalties to the company.

e There is a great deal of pressure on George to sign off
on the system and to allow it to be flight tested. It has
even been hinted that, if he persists in delaying the
system, he will be fired. What should George do next?

Relevant Clauses

Principle 1: PUBLIC

Software engineers shall act consistently with the public

interest.

In particular, software engineers shall, as appropriate:

1.03. Approve software only if they have a well-founded
belief that it is safe, meets specifications, passes
appropriate tests, and does not diminish quality of
life, diminish privacy or harm the environment. The
ultimate effect of the work should be to the public
good.

1.04. Disclose to appropriate persons or authorities any
actual or potential danger to the user, the public,

or the environment, that they reasonably believe

to be associated with software or related

documents.

Principle 3: PRODUCT

Software engineers shall ensure that their products and

related modifications meet the highest professional

standards possible. In particular, software engineers shall,
as appropriate:

310. Ensure adequate testing, debugging, and review of
software and related documents on which they
work.

Principle 5: MANAGEMENT

Software engineering managers and leaders shall subscribe

to and promote an ethical approach to the management of

software development and maintenance. In particular,
those managing or leading software engineers shall, as

appropriate:

501. Ensure good management for any project on
which they work, including effective procedures for
promotion of quality and reduction of risk.

511. Not ask a software engineer to do anything

incansistent with this Code.

Applying the Code

e In this case, Mr. Babbage must contend with issues of
physical safety that is dependent on software
reliability. If we look at this case too narrowly, we
might think that the safety of the test pilot is the
exclusive safety concern. Although Mr. Babbage does
have responsibilities towards the pilot, test pilots know
about the risks inherent in their profession, and the
test pilot may be quite willing to fly the plane despite
Babbage's misgivings. However, the test pilot is not the
only one endangered if the software is faulty; anyone
under the plane is endangered if things go awry.
Especially if the test flight might fly over populated
areas (and remember that instability might lead the
plane in unplanned directions before crashing), many
people under the plane are unlikely to have given their
consent to "testing” the software. Carl's responsibilities
to those people are a vital part of our analysis.

= Clause 1.03 makes public safety a priority concern for a
software engineer. It is exactly this concern that is
central to George's decision. George clearly recognizes
this obligation, and the obligation in clause 1.04 to
disclose his professional opinion that the software has
not been sufficiently certified as safe. Unfortunately,
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George's superiors have not supported his decision
about the software, and are trying to convince him to
sign off on the software despite his reservations.

His superiors have put George in a difficult position.
Clearly, the Code sections above confirm Mr.
Babbage's ethical duty to refuse to sign off on the
software before he is reasonably sure of its safety. We
note that for almost all complex software, we can never
be entirely sure software is reliable and safe. It is a
professional judgment whether or not the software is
“safe enough.” By pressuring George to sign off, his
superiors are forcing George to choose between his
loyalty to his employers (and his continued
employment) and his obligation to public safety. It is
hoped that the existence of, and support for, an
effective ethics code can help someone in this position;
but it is still difficult.

So far our analysis has concentrated on Mr. Babbage
and his dilemma. But the Joint Code also requires his
managers to act ethically. The clauses in section 5 of
the Code prohibit managers from forcing a software
engineering employee to violate the code. The Code
also makes managers responsible for ensuring that
there are processes to ensure the reduction of risks.
The managers might object that they have adequate
processes, and that the process was followed.
Simulation testing revealed problems, and those
problems were addressed. The managers are not
convinced that Mr. Babbage's suspicions are well
founded, and are not willing to jeopardize the project
based on his misgivings.

The wording of clause 1.03 in the Code is an important
part of our analysis of this case. That clause states that
software engineers should approve software only if
they have a "well-founded belief that it is safe" (our
emphasis). The idea of a well-founded belief is key to
the dispute between George and his superiors. Perhaps
George is right about the software, but perhaps his
managers are right. Although the case does not offer
many details about George's misgivings, he apparently
did not present sufficient evidence to his superiors
about the remaining problems in the software. (If the
managers were convinced about the seriousness of the
remaining problems, it seems unlikely that they would
approve a test flight that would likely end in a costly

disaster) Perhaps this dilemma could be resolved to
the satisfaction of all parties if the managers agreed to
a short term delay not for a major redesign, but for
further testing to either confirm George's suspicions, or
convince George that the managers are correct, and
that the test flight should go on. This resolution would
be far better than George signing off on a system he
thinks is deficient, and far better than George being
fired for not doing so. The standard supported by the
Code is to have the burden to demonstrate that the
software is safe before deployment instead of having
to prove it unsafe before deployment is halted.

2. Case Study on Database: Levels of Security

e Leikessa Jones owns her own consulting business, and
has several people working for her. Leikessa is
currently designing a database management system
for the personnel office of ToyTimelnc, a mid-sized
company that makes toys, Leikessa has involved
ToyTimelnc management in the design process from
the start of the project. It is now time to decide about
the kind and degree of security to build into the
system.

e Leikessa has described several options to the client.
The client has decided to opt for the least secure
system because the system is going to cost more than
was initially planned, and the least secure option is the
cheapest security option. Leikessa knows that the
database includes sensitive information, such as
performance evaluations, medical records, and salaries.
With weak security, she fears that enterprising
ToyTimelnc employees will be able to easily access this
sensitive data. Furthermore, she fears that the system
will be an easy target for external hackers. Leikessa
feels strongly that the system should be more secure
than it would be if the least secure option is selected.

¢ Ms. Jones has tried to explain the risks to ToyTimelnc,
but the CEQ, the CIO, and the Director of Personnel are
all convinced that the cheapest security is what they
want. Should Jones refuse to build the system with the
least secure option?

Relevant Clauses

Principle 1: PUBLIC

Software engineers shall act consistently with the public
interest. In particular, software engineers shall, as
appropriate:
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1.01.  Accept full responsibility for their own work.

1.03. Approve software only if they have a well-founded
belief that it is safe, meets specifications, passes
appropriate tests, and does not diminish quality of
life, diminish privacy or harm the environment. The
ultimate effect of the work should be to the public
good.

1.04. Disclose to appropriate persons or authorities any
actual or potential danger to the user, the public,
or the environment, that they reasonably believe
to be associated with software or related
documents.

Principle 2 : CLIENT AND EMPLOYER

Software engineers shall act in a manner that is in the best

interests of their client and employer, consistent with the

public interest. In particular, software engineers shall, as
appropriate:

2.05. Keep private any confidential information gained
in their professional work, where such
confidentiality is consistent with the public interest
and consistent with the law.

Principle 3 : PRODUCT

Software engineers shall ensure that their products and
related modifications meet the highest professional
standards possible. In particular, software engineers shall,
as appropriate:

3.01. Strive for high quality, acceptable cost, and a
reasonable schedule, ensuring significant tradeoffs
are clear to and accepted by the employer and the
client, and are available for consideration by the
user and the public.

3.03. Identify, define and address ethical, economic,
cultural, legal and environmental issues related to
work projects.

3.12.  Work to develop software and related documents
that respect the privacy of those who will be
affected by that software.

Applying the Code

* Ms, Jones has competing duties to the people who
hired her, the people who work at the company, to her
consulting firm (including the people who work for
her) and to herself. The Joint Code makes it clear that
Ms. Jones must be careful about the issue of privacy; as
a steward of sensitive data, she should not lose sight of

that responsibility. In our first case, Carl Babbage was
most concerned with avoiding physical harm to
people; Ms. Jones is concerned with a different kind of
harm. Both kinds are important.

At the same time, Ms. Jones needs to balance the need
for security with the economic interests of the
company that hired her to do this work. Professionals
have to make subjective judgments to balance cost
and the customer's needs; there cannot be perfect
security, and there are never infinite resources. This
tension between finite resources and attaining the
highest quality policy is a common cause for ethical
conflicts.

However, in this case Ms. Jones made a mistake by
offering a security "option" to the company that,
apparently on later reflection, she thought was
inadequate. By not informing the company up front
about the necessity and cost for adequate security, she
has created a difficult situation, both for ToyTimelnc
and for herself. In order to fulfill her obligation to the
company employees, she must admit her mistake and
remove that insecure system as a viable option,
insisting on better security. Although the employees of
ToyTimelnc haven't been consulted (at least according
to this short description), they clearly will be affected
by the decisions ToyTimelnc and Jones make. One
possible objection to Ms. Jones not mentioning the
low-security option is that she wouldn't be allowing
ToyTimelnc to make an informed decision. But
according to the Code, Ms. Jones is responsible for
building systems that are beneficial to the public. If the
low security system isn't good enough, then she
shouldn't pretend that it is. An engineer designing a
bridge should not be compelled to include the
possibility of building it with shoddy materials in cost
estimates.

If the company refuses to upgrade the security, Ms.
Jones should probably remove herself from the project
if staying in the project will force her to deliver a
system she thinks is unethically insecure. (Clause 1.01 is
central here) There are two objections to this
suggestion. First, the company will have to find
someone else to do the work, and this seems unfair to
the company since they were (we assume in good
faith) simply agreeing with one of Ms. Jones'
suggestions. While this is unfortunate for the company
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and for Ms. Jones, Ms. Jones' duty to protect sensitive
information to a reasonable level of security cannot be
brushed aside. A second objection is that if Ms. Jones
leaves the project, the company is likely to hire
someone else (who perhaps has less ethical scruples)
to deliver the job with the unacceptable level of
security. Although that may be true, that possible
outcome does not absolve Ms, Jones of her
responsibility to be an ethical professional. Ms. Jones is
first and foremost responsible for her own actions; the
next professional hired to take her place will have to
wrestle with these responsibilities, but Ms. Jones
cannot let that possibility tempt her to dodge her own
responsibilities.

e There is another effect if Ms. Jones delivers the less
secure system. She will have harmed the profession of
software engineering by allowing a degradation of the
standards for quality software. Such acts will, one
software engineer at a time, reduce society's trust in
software engineering as a whole.

e If ToyTimelnc insists on building the system with
inadequate security, Clause 2.05 becomes important.
That clause requires Ms. Jones to keep information
confidential, where such confidentiality is consistent
with the public interest (our emphasis). If she thinks the
security is sufficiently bad, her obligation to the
employees of ToyTimelnc (see clause 1.04) will take
priority of the obligation for confidentiality in clause
2.05.

e Another possible solution for Jones is for her to tell
ToyTimelnc that she and her consulting company will
build in better security, but only charge ToyTimelnc for
the cheaper option. This will hurt her financially, and
may adversely affect her employees. But since Jones
made the mistake of offering inadequate security is an
“"option," she may decide it is best for her professional
reputation (and the long term success of her
consulting firm) for her to absorb this loss. This option
clearly fulfills her obligation to ToyTimelnc employees,
although it is less clear that she has been fair to her
own employees who may be harmed by the decision if
her company loses money on the ToyTimelnc contract.

3. Case Study on Conflicts of Interest

e Juan Rodriguez is a private consultant who advises
small businesses about their computer needs. Juan
examines a company's operations, evaluates their

automation needs, and recommends hardware and
software to meet those needs.

e Recently, Juan was hired by a small, private hospital
interested in upgrading their system for patient
records and accounting. The hospital had already
solicited proposals for upgrading the system, and hired
Juan to evaluate the proposals they'd received.

e Juan carefully examined the proposals on the basis of
the systems proposed, the experience of the
companies that bid, and the costs and benefits of each
proposal. He concluded that Tri-Star Systems had
proposed the best system for the hospital, and he
recommended that the hospital should buy the Tri-Star
system. He included a detailed explanation for why he
thought the Tri-Star bid was the best.

¢ Juan did not reveal to the hospital that he is a silent
partner (a co-owner) in Tri-Star Systems. Was Juan's
behavior unethical? We will assume for our discussion
that Juan evaluated the bids in good faith, and
sincerely believed that Tri-Star had given the best bid.

Relevant Clause

Principle 4: JUDGMENT

Software engineers shall maintain integrity and

independence in their professional judgment. In particular,

software engineers shall, as appropriate:

4.05. Disclose to all concerned parties those conflicts of
interest that cannot reasonably be avoided or
escaped.

Applying the Code

e Not all case studies require sophisticated analysis;
clause 4.05 clearly labels Mr. Rodriguez's actions as
wrong. Mr. Rodriguez did not fulfill his professional
obligations when he neglected to disclose his conflict
of interest to the hospital. Notice that his sincerity
about the superiority of the Tri-Star bid is not a central
issue here. The central issue is the trust Tri-Star has
invested in Juan. If Mr. Rodriguez had disclosed his
part ownership in Tri-Star to the hospital, and the
hospital had still hired him to evaluate the bids, then
Juan could have attempted to do a professional job of
evaluation. (Some people might find that difficult, but
it is at least theoretically possible.) However, the Code
clearly prohibits Juan from taking this job without first
giving the hospital the opportunity to judge for itself
whether or not they wanted to hire Mr. Rodriguez
despite his interest in Tri-Star.
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4. Case Study : An Insulin Pump Control System

An insulin pump is a medical system that simulates the
operation of the pancreas (an internal organ). The
software controlling this system is an embedded
system, which collects information from a sensor and
controls a pump that delivers a controlled dose of
insulin to a user.

People who suffer from diabetes use the system.
Diabetes is a relatively common condition where the
human pancreas is unable to produce sufficient
quantities of a hormone called insulin. Insulin
glucose in the blood. The
conventional treatment of diabetes involves regular
injections of genetically engineered insulin. Diabetics
measure their blood sugar levels using an external
meter and then calculate the dose of insulin that they

metabolizes (sugar)

should inject.

The problem with this treatment is that the level of
insulin required does not just depend on the blood
glucose level but also on the time of the last insulin
injection. This can lead to very low levels of blood
glucose (if there is too much insulin) or very high levels
of blood sugar (if there is too little insulin). Low blood
glucose is, in the short term, a more serious condition
as it can result in temporary brain malfunctioning and,
ultimately, unconsciousness and death. In the long
term, however, continual high levels of blood glucose
can lead to eye damage, kidney damage, and heart
praoblems.

Current advances in developing miniaturized sensors
have meant that it is now possible to develop
automated insulin delivery systems. These systems
monitor blood sugar levels and deliver an appropriate
dose of insulin when required. Insulin delivery systems
like this already exist for the treatment of hospital
patients. In the future, it may be possible for many
diabetics to have such systems permanently attached
to their bodies.

A software-controlled insulin delivery system might
work by using a microsensor embedded in the patient
to measure some blood parameter that is proportional
to the sugar level. This is then sent to the pump
controller. This controller computes the sugar level and
the amount of insulin that is needed. It then sends
signals to a miniaturized pump to deliver the insulin via
a permanently attached needle.

Insulin reservoir

[ 1
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assembly

T
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Fig. 1.4 (a) : Insulin pump hardware
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Fig. 1.4 (b) : Activity model of the insulin pump

Fig. 14 (a) shows the hardware components and
organization of the insulin pump. To understand the
examples in this book, all you need to know is that the
blood sensor measures the electrical conductivity of
the blood under different conditions and that these
values can be related to the blood sugar level. The
insulin pump delivers one unit of insulin in response to
a single pulse from a controller. Therefore, to deliver
10 units of insulin, the controller sends 10 pulses to the
pump. Fig. 14 (b) is a UML activity model that
illustrates how the software transforms an input blood
sugar level to a sequence of commands that drive the
insulin pump,

Clearly, this is a safety-critical system. If the pump fails
to operate or does not operate correctly, then the
user's health may be damaged or they may fall into a
coma because their blood sugar levels are too high or
too low. There are, therefore, two essential high-level
requirements that this system must meet:

> The system shall be available to deliver insulin

when required.
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> The system shall perform reliably and deliver the
correct amount of insulin to counteract the current
level of blood sugar.

5. Case Study : A Patient Information System for

Mental Health Care

A patient information system to support mental health
care is a medical information system that maintains
information about patients suffering from mental
health problems and the treatments that they have
received. Most mental health patients do not require
dedicated hospital treatment but need to attend
specialist clinics regularly where they can meet a
doctor who has detailed knowledge of their prablems.
To make it easier for patients to attend, these clinics
are not just run in hospitals. They may also be held in
local medical practices or community centers.

The MHC-PMS  (Mental Health Care-Patient
Management System) is an information system that is
intended for use in clinics. It makes use of a centralized
database of patient information but has also been
designed to run on a PC, so that it may be accessed
and used from sites that do not have secure network
connectivity. When the local systems have secure
network access, they use patient information in the
database but they can download and use local copies
of patient records when they are disconnected. The
system is not a complete medical records system so
does not maintain information about other medical
conditions. However, it may interact and exchange
data with other clinical information systems. Fig. 1.5
illustrates the organization of the MHC-PMS.

The MHC-PMS has two overall goals:
1. To generate management information that allows

health service managers to assess performance
against local and government targets.

2. To provide medical staff with timely information to
support the treatment of patients,

MHC-PMS MHC-PMS MHC-PMS
Local Local Local
MHC-PMS
Server

: 1

Patient database

Fig. 1.5: The organization of the MHC-PMS

The nature of mental health problems is such that
patients are often disorganized so may miss
appointments, deliberately or accidentally lose
prescriptions and medication, forget instructions, and
make unreasonable demands on medical staff. They
may drop in on clinics unexpectedly. In a minority of
cases, they may be a danger to themselves or to other
people. They may regularly change address or may be
homeless on a long-term or short-term basis. Where
patients are dangerous, they may need to be
'sectioned'—confined to a
treatment and observation,

secure hospital for
Users of the system include clinical staff such as
doctors, nurses, and health visitors (nurses who visit
people at home to check on their treatment).
Nonmedical users include receptionists who make
appointments, medical records staff who maintain the

records system, and administrative staff who generate
reports.

The system is used to record information about
patients (name, address, age, next of kin, etc),
consultations  (date, doctor seen, subjective
impressions of the patient, etc) conditions, and
treatments. Reports are generated at regular intervals
for medical staff and health authority managers.
Typically, reports for medical staff focus on information
about individual patients whereas management reports
are anonymized and are concerned with conditions,
costs of treatment, etc.

The Key Features of the System are:

1

Individual Care Management : Clinicians can create
records for patients, edit the information in the system,
view patient history, etc. The system supports data
summaries so that doctors who have not previously
met a patient can quickly learn about the key problems
and treatments that have been prescribed.

Patient Monitoring: The system regularly monitors
the records of patients that are involved in treatment
and issues warnings if possible problems are detected.
Therefore, if a patient has not seen a doctor for some
time, a warning may be issued. One of the most
important elements of the monitoring system is to
keep track of patients who have been sectioned and to
ensure that the legally required checks are carried out
at the right time.
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3.

Administrative Reporting: The system generates
monthly management reports showing the number of
patients treated at each clinic, the number of patients
who have entered and left the care system, number of
patients sectioned, the drugs prescribed and their
costs, etc.

Two different laws affect the system. These are laws on
data protection that govern the confidentiality of
personal information and mental health laws that
govern the compulsory detention of patients deemed
to be a danger to themselves or others. Mental health
is unique in this respect as it is the only medical
speciality that can recommend the detention of
patients against their will. This is subject to very strict
legislative safeguards. One of the aims of the MHC-
PMS is to ensure that staff always act in accordance
with the law and that their decisions are recorded for
Jjudicial review if necessary.

As in all medical systems, privacy is a critical system
requirement. It is essential that patient information is
confidential and is never disclosed to anyone apart
from authorized medical staff and the patient
themselves. The MHC-PMS is also a safety-critical
system. Some mental illnesses cause patients to
become suicidal or a danger to other people.
Wherever paossible, the system should warn medical
staff about potentially suicidal or dangerous patients.

The overall design of the system has to take into
account privacy and safety requirements. The system
must be available when needed otherwise safety may
be compromised and it may be impossible to prescribe
the correct medication to patients.

There is a potential conflict here privacy is easiest to
maintain when there is only a single copy of the
system data.

Case Study: A Wilderness Weather Station
To help monitor climate change and to improve the

accuracy of weather forecasts in remote areas, the
government of a country with large areas of wilderness
decides to deploy several hundred weather stations in
remote areas. These weather stations collect data from
a set of instruments that measure temperature and
pressure, sunshine, rainfall, wind speed, and wind
direction. Wilderness weather stations are part of a
larger system (as shown in the Fig. 1.6), which is a

weather information system that collects data from
weather stations and makes it available to other
systems for processing.

The Weather Station System: This is responsible for
collecting weather data, carrying out some initial data
processing, and transmitting it to the data
management system.

The Data Management and Archiving System: This
system collects the data from all of the wilderness
weather stations, carries out data processing and
analysis, and archives the data in a form that can be
retrieved by other systems, such as weather forecasting
systems.

The Station Maintenance System: This system can
communicate by satellite with all wilderness weather
stations to monitor the health of these systems and
provide reports of problems. It can update the
embedded software in these systems. In the event of
system problems, this system can also be used to
remotely control a wilderness weather system.

1 —
. . *System*
System
Weather station Data managa_tment
and archiving

1
*System®
Station
maintenance

Fig. 1.6 : The weather station’s environment

In this Fig. 1.6, UML package symbols are used to
indicate that each system is a collection of components
and have identified the separate systems, using the
UML stereotype «system». The associations between
the packages indicate there is an exchange of
information but, at this stage, there is no need to
define them in any more detail.

Each weather station includes a number of instruments
that measure weather parameters such as the wind
speed and direction, the ground and air temperatures,
the barometric pressure, and the rainfall over a 24-
hour period. Each of these instruments is controlled by
a software system that takes parameter readings
periodically and manages the data collected from the
instruments.
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The weather station system operates by collecting
weather observations at frequent intervals for example,
temperatures are measured every minute. However,
because the bandwidth to the satellite is relatively
narrow, the weather station carries out some local
processing and aggregation of the data. It then
transmits this aggregated data when requested by the
data collection system. If, for whatever reason, it is
impossible to make a connection, then the weather
station maintains the data locally until communication
can be resumed.
Each weather station is battery-powered and must be
entirely self-contained there are no external power or
network cables available. All communications are
through a relatively slow-speed satellite link and the
weather station must include some mechanism (solar
or wind power) to charge its batteries. As they are
deployed in wilderness areas, they are exposed to
severe environmental conditions and may be damaged
by animals.
The station software is therefore not just concerned
with data collection. It must also:
> Monitor  the instruments, power, and
communication hardware and report faults to the
management system.
> Manage the system power, ensuring that batteries
are charged whenever the environmental
conditions permit but also that generators are shut
down in potentially damaging weather conditions,
such as high wind.
> Allow for dynamic reconfiguration where parts of
the software are replaced with new versions and
where backup instruments are switched into the
system in the event of system failure.
Because weather stations have to be self-contained
and unattended, this means that the software installed
is complex, even though the data collection
functionality is fairly simple.
Case Study : A Digital Learning Environment for
Schoaols
A digital learning environment is a framework in which
a set of general-purpose and specially designed tools
for learning may be embedded, plus a set of
applications that are geared to the needs of the
learners using the system. The framework provides
general services such as an authentication service,
synchronous and asynchronous communication
services, and a storage service,

The tools included in each version of the environment
are chosen by teachers and learners to suit their
specific needs. These can be general applications such
as spreadsheets, learning management applications
such as a Virtual Learning Environment (VLE) to
manage homework submission and assessment,
games, and simulations.
Fig. 1.7 shows a high-level architectural model of a
digital learning environment (iLearn) that was designed
for use in schools for students from 3 to 18 years of
age. The approach adopted is that this is a distributed
system in which all components of the environment
are services that can be accessed from anywhere on
the Internet. There is no requirement that all of the
learning tools are gathered together in one place.

The system is a service-oriented system with all system

components considered to be a replaceable service.

There are three types of service in the system:

(i) Utility Services that provide basic application-
independent functionality and that may be used by
other services in the system. Utility services are
usually developed or adapted specifically for this
system.

(ii) Application Services that provide specific
applications such as email, conferencing, photo
sharing, etc, and access to specific educational
content such as scientific films or historical
resources. Application services are external services
that are either specifically purchased for the
system or are available freely over the Internet.

(iii) Configuration Services that are used to adapt the
environment with a specific set of application
services and to define how services are shared
between students, teachers, and their parents.

Browser-based user interface iLearn app
Configuration services
Group Application Identity
management management management

Application services

\Word processing Simulation Video storage Resource finder
Spreadsheet

Email messaging Video conferencing Newspaper archive|

Virtual learning environment  History archive

Utility services

Authentication  Logging and monitoring
User slorage

Interfacing

Application storage Search

Fig. 1.7: The architecture of a digital learning environment

(iLearn)
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The environment has been designed so that services
can be replaced as new services become available and
to provide different versions of the system that are
suited for the age of the users. This means that the
system has to support two levels of service integration:
(i) Integrated Services are Services that offer an API

(application programming interface) and that can

be accessed by other services through that APL

Direct service-to-service —communication is
therefore possible. An authentication service is an
example of an integrated service. Rather than use
their own authentication ~mechanisms, an
authentication service may be called on by other
services to authenticate users. If users are already
authenticated, then the authentication service may
pass authentication information directly to another

service, via an API with no need for users to

reauthenticate themselves.

(i) Independent Services are Services that are
simply accessed through a browser interface and
that operate independently of other services.
Information can only be shared with other services
through explicit user actions such as copy and
paste; reauthentication may be required for each
independent service.

If an independent service becomes widely used, the

development team may then integrate that service so

that it becomes an integrated and supported service.

[1.6 PROCESS MODELS

Il

1.6.1 Generic Process Model

Software Process Framework
There are five generic Process Framework activities :

1.

Communication : Communication tasks required to
establish effective communication between developer
and customer to get requirements.

Planning : Planning tasks required to define resources,
timelines, and other project related information.
Modeling : Modeling tasks required to do detail
requirement analysis and project design (algorithm,
flowchart, etc).

Construction : It includes coding and testing.

Coding : The design must be translated into a
machine-readable form. The code generation step

performs this task.

Testing : The testing process focuses on:

s The logical internals of the software, ensuring
that all statements have been tested.

s The functional externals; that are, conducting
tests to uncover errors and ensure that defined
input will produce actual results that agree
with required results.

5. Deployment : It includes software delivery, support

and feedback from customer. If customer want some
changes, correction, additional functionality that has to
be done. A software process can be characterized as
shown in Fig. 1.8. A common process framework is
established by defining a small number of framework
activities that are applicable to all software projects,
regardless of their size or complexity. A number of task
sets (each a collection of software engineering work
tasks, project milestones, work products, and quality
assurance points) enable the framework activities to be
adapted to the characteristics of the software project
and the requirements of the project team. Umbrella
activities overlay the process model which are applied

throughout process.

Software Project Tracking and Control

The purpose of project tracking and control is to
establish an overall approval for monitoring the quality
of tasks, schedule, and budget performance to plan
and taking effective corrective actions. Project control
is the process of project management reviews by
comparing  actual performance  with planned
performance; analyzing variances; evaluating possible
alternatives; and taking appropriate, immediate, and

effective corrective or continuative action as needed.

Common process framwork

Task sets

Tasks
Milestones, deliverables

Software guality assurance

Umbrella activities

Fig. 1.8 : Software Process Framework
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Risk Management

It is the identification, assessment, and prioritization of
risks to minimize, monitor, and control the effect of
unfortunate events or to maximize the realization of
opportunities.

Software Quality Assurance

Software Quality Assurance (SQA) is a process that
ensures that developed software meets and complies
with defined or standardized quality specifications.
SQA is an ongoing process within the software
development life cycle (SDLC) that routinely checks the
developed software to ensure it meets desired quality
measures.

Formal Technical Reviews (FTR)

FTR is a meeting conducted by technical staff. The
objectives of the FTR are :

> To uncover errors in function, logic, or
implementation for any representation of the
software;

> To verify that the software under review meets its
requirements;

To ensure that the software has been represented
according to predefined standards;

Y

> To achieve software that is developed in a uniform
manner;

> To make projects more manageable.

In addition, the FTR serves as a training ground,

enabling junior engineers to observe different
approaches to software analysis, design, and
implementation.

Measurement

e Measurement and analysis involves gathering

quantitative data about products, processes, and
projects and analyzing that data to influence actions
and plans. Measurement and analysis activities allow
to:

Y

Characterize, or gain understanding of processes,
products, resources, and environments.

Evaluate, to determine status with respect to plans.
pPredict, by understanding relationships among
processes and products so the values observe for
some attributes can be used to predict others.
Improve, by identifying roadblocks, root causes,
and other opportunities for

‘I:"

Y

Y

inefficiencies,
improvement.

Software Configuration Management (SCM)

.

SCM helps in identifying individual elements and
configurations, tracking changes, and version selection,
control, and base-lining of software system.

Reusability Management

Software reuse is the process of implementing or
updating software systems using existing software
components. A good software reuse process facilitates
the increase of productivity, quality, and reliability, and
the decrease of costs and implementation time.

Work Product Preparation and Production

In includes the activities like documentation, log
formation, provide manuals for developed software.

1.6.2 Prescriptive Process Models

1.

The Waterfall Model

Waterfall model is the oldest and has an important
place in software engineering work. It provides a
template into which methods for analysis, design,
coding, testing and support can be placed.

Communication

Software  development starts  with

communication between customer and developer.

process

Customer must state all the requirements at the
beginning of project to understand the nature of
software to be built. Developer must understand the

information domain.

Planning

!

Communication
Project initiation requirement gathering

:

Planning
Estimating scheduling tracking

'

Modeling
analysis design

'

Construction
code test

'

Deployment
Delivery support feedback

Fig. 1.9 : Waterfall Model

Scanned with CamScanner



SOFTWARE ENGINEERING (COMP., DBATU)

(1.26)

INTRODUCTION

It includes task required defining resources, timelines,
cost estimation and other project related infarmation.
It is necessary to keep track of project whether it is
going as per plan or not which is nothing but tracking.

Modeling

Modeling is necessary for system visualization and
understanding of system structure and behavior (use
of algorithms, flowchart etc). Flowchart shows pictorial
flow of program. Modeling includes analysis and
design. Software design is a multistep process that
focuses on four distinct attributes of the program.

1. Data structure.

2. Software architecture.

3. Procedural detail, and
4

Interface characterization.

Construction

It includes coding and testing phase:

> Coding : The code generation step performs
translation of design details into a machine
readable form.

> Testing : Testing is conducted to uncover the
errors and to ensure that defined input will
produce the result that agree with required result.

Deployment

It includes handover of project to customer, taking
feedback from customer and provides future support.

Advantages of Waterfall Model

Waterfall model is a systematic sequential approach
for software development. Hence it is most widely
used paradigm for software development.

It gives straightforward way to divide the large task
into series of cleanly separated phases.

Disadvantages of Waterfall Model

in this model remain uncovered until

software testing.

Problems

It is often difficult for the customer to state all
requirements explicitly.

The customer must have patience; working version of
the program(s) will not be available until late in the
project time-span.

When to Use the Waterfall Model

This model is used only when the requirements are
very well known, clear and fixed.

Product definition is stable.
Technology is understood.
There are no ambiguous requirements

Ample resources with required expertise are available
freely

The project is short.
Incremental Process Models

The incremental process model is an evolution of the
waterfall model, it combines element of waterfall

model (applied repeatedly) with the iterative
philosophy of prototyping.
Delivery
Inc“":lmemlAnalysis-—- Design | Code [+ Test | of 1"
increment
Delivery
Incmzmenl Analysisf» Design |»| Code [+ Test of 25'
ncrement
Delive
'”cr%""e"t Analysis(-»| Design (= Code [+ Test | - 35:'3‘
increment

Fig. 1.10 : Incremental Model

The series of releases as "increments”, with each
increment providing mare functionality to the
customers. After the first increment a core product is
delivered. Based on customer feedback, a plan is
developed for the next increments, and maodifications
are made accordingly. This process continues with
increment being delivered until the complete product
is delivered.

For Example. Word processing software developed
using the incremental paradigm might deliver basic file
management, editing, and document production
functions in the first increment; more sophisticated
editing and document production capabilities in the
second increment; spelling and grammar checking in

the third increment; and advanced page layout
capability in the fourth increment.
When the incremental model is used, the first

increment is often a core product, that is only basic
requirements are addressed. Core product is reviewed
to plan next increment.

Advantages of Incremental Process Model

Enables partial functionality to be delivered to end
users without inordinate delay.

Can be used when sufficient staff is not available.
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L

After each iteration, regression testing should be
conducted. During this testing, faulty element of the
software can be quickly identified.

It is generally easier to test and debug then other
methods of software developed because relatively
smaller changes are made during each iteration.

Disadvantages of Incremental Process Model

L

Resulting cost may exceed the cost of the organization.

As additional functionality is added to the product,
problems may arise related to system architecture
when were not evident in earlier prototypes.

When to use the Incremental Model:

This model can be used when the requirements of the
complete system are clearly defined and understood.

Major requirements must be defined; however, some
details can evolve with time.

There is a need to get a product to the market early.

A new technology is being used

Resources with needed skill set are not available

There are some high risk features and goals.

Rapid Application Development (RAD) Model

Rapid Application Development is a linear sequential

software development model that emphasizes an
extremely short development.

Used primarily for information systems applications,
the RAD approach encompasses the following phases,
illustrated in Fig. 1.11.

Business madeling (BM)

vy Y

Process Modeling (PM)
Testing and Turnover (TT)

‘f

%

Data modeling (DM)
> Application Generation (AG)
Team 2
BM
Team 1 _l
DM
BM R
_1 PM _L
DM —l
PM A R
— -
AG ij
1T

Fig. 1.11 : RAD Model

The information flow among business functions is

modeled in a way that answers the following
questions,

~

> What information drives that business process?

> What information is generated?

> Who generates it?

> Where does the information go?

> Who processes it?

The information flow defined as part of the business
modeling phase is refined into a set of data objects
that are needed to support the business. The
attributes/characteristics of each object are identified

and the relationships between these objects are
defined.

Processing descriptions are created for adding,
modifying deleting or retrieving a data object.

RAD process works to reuse existing program
components or create reusable components. In all
cases, automated tools are used to facilitate
construction of the software.

Since the RAD process emphasizes reuse, many of the
program components have already been tested. This
reduces overall testing time. However, new
components must be tested and all interfaces must be
fully exercised.

Like all process models, the RAD approach has
drawbacks such as: for large, but scalable projects, RAD
requires sufficient human resources to create the right
number of RAD teams.

RAD requires developers and customers who are
committed to the rapid-fire activities necessary to
complete a system in much abbreviated time frame. If
commitment is lacking form either constituency, RAD
will fail,

When to use RAD Model:

RAD should be used when there is a need to create a
system that can be modularized in 2-3 months of time.
It should be used if there's high availability of
designers for modeling and the budget is high enough
to afford their cost along with the cost of automated
code generating tools.

RAD SDLC model should be chosen only if resources
with high business knowledge are available and there
is a need to produce the system in a short span of time
(2-3 months).
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1.6.3 Evolutionary Process Models

1. Prototype Model

* The basic idea in Prototype model is that instead of
freezing the requirements before a design or coding
can proceed, a throwaway prototype is built to
understand the requirements. This prototype is
developed based on the currently known
requirements. Prototype model is a software
development model. By using this prototype, the client
can get an “actual feel” of the system, since the
interactions with prototype can enable the client to
better understand the requirements of the desired
system. idea for
complicated and large systems for which there is no
manual process or existing system to help determining
the requirements.

Prototyping is an attractive

* The prototype are usually not complete systems and
many of the details are not built in the prototype. The
goal is to provide a system with overall functionality.

Start | Requirement . ’ . Building
gathering Quick design prototype
y
Stop Engineer Refining Customer
* product | prototype evaluation

Fig. 1.12 : Prototype model

Advantages of Prototype Model:

* Users are actively involved in the development

* Since in this methodology a working model of the
system is provided, the users get a better
understanding of the system being developed.

» Errors can be detected much earlier.

* Quicker user feedback is available leading to better
solutions.

* Missing functionality can be identified easily

* Confusing or difficult functions can be identified
Requirements validation, Quick implementation of,
incomplete, but functional, application.

Disadvantages of Prototype Model:

* Lleads to implementing and then repairing way of
building systems.

e Practically, this methodology may increase the
complexity of the system as scope of the system may
expand beyond original plans.

* Incomplete application may cause application not to
be used as the full system was designed incomplete or
inadequate problem analysis.

When to use Prototype Model:

* Prototype model should be used when the desired
system needs to have a lot of interaction with the end
users,

* Typically, online systems, web interfaces have a very
high amount of interaction with end users, are best
suited for Prototype model. It might take a while for a
system to be built that allows ease of use and needs
minimal training for the end user,

* Prototyping ensures that the end users constantly work
with the system and provide a feedback which is
incorporated in the prototype to result in a useable
system. They are excellent for designing good human
computer interface systems.

2. Spiral Model

s Spiral combines the
prototyping with controlled and systematic aspect of
the linear sequential model. Using the spiral model,
software is developed in a series of incremental
release.

model iterative nature of

Planning estimation
scheduling risk analysis

Communicatigp

&= H»)

Deployment
delivery feedback

Modeling
analysis
design

Construction
code test

Fig. 1.13 : Waterfall Model
s Spiral model can be applied throughout the software

development life cycle. During early
increment release might be a paper model or

iteration,

prototype. During later iteration more detailed version
of software may be produced. Spiral model is divided
into number of framework activities (also called task
region). In this model software engineering team
begins at the center and moves around the spiral in a
clockwise direction.

(i) Communication

Task  required for effective
communication between developer and customer.

establishing
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{ii) Planning
Task required to define resources, timelines and
other project related information.

(iii) Modeling
It includes detail requirement analysis and project
design (algorithm and flowchart).

(iv) Construction
Design details are translated into machine
readable form and testing is conducted to uncover
the errors.

(v) Deployment
It includes software delivery, support and feedback
from customer.
Example: Documentation and training.

Advantages of Spiral Model

Spiral model is a realistic approach to the development
of large scale systems and software.

The spiral model demands direct consideration of
technical risks at all stages of the project and if
properly applied, can reduce risk before they become
problematic.

Disadvantages of Spiral Model

.

It may be difficult to convince customer that
evolutionary approach is controllable.

If major risk is not uncovered and managed at
beginning problems may occur.

When to use Spiral Model:

When costs and risk evaluation is important

For medium to high-risk projects

Long-term project commitment unwise because of
potential changes to economic priorities

Users are unsure of their needs

Requirements are complex

New product line

Significant changes are expected (research and
exploration)

Concurrent Models

The concurrent development model sometimes called
concurrent engineering, provides an accurate view of
the current state of a project. It focuses on concurrent
engineering activities in a software engineering
process such as prototyping, modeling, requirement
specification and design. The concurrent model is

often more appropriate for system engineering project
where different engineering teams are involved. All
activities exist concurrently but reside in different
states.

None

Modeling activity /’

4 / Represents the
Under 4 state of a software

/ development [~engineering activity

or task
Awaiting
changes

Ay / Under review

Under
revision /

Baselined
Done

\. J

Fig. 1.14 : Concurrent Models

e For Example. early in the project the communication
activity has completed its first iteration and exist in the
‘awaiting changes’ state. The modeling activity which
existed in the ‘none’ state will transit to ‘under
development’ state on completion of initial
communication, If, however, the customer indicates the
changes in requirement must be made, the modeling
activity moves from the under development state into
the ‘awaiting changes’ state.

e Concurrent process model is applicable to all types of
software development. It defines network of software
engineering activities. Changes in one activity can
trigger transition among states of an activity.

Advantages of the Concurrent Development Model

* This model is applicable to all types of software
development processes.

s [tis easy for understanding and use.

* [t gives immediate feedback from testing.

* It provides an accurate picture of the current state of a
project.
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Disadvantages of the Concurrent Development Model

It needs better communication between the team
members. This may not be achieved all the time.

It requires to remember the status of the different
activities.

1.6.4 V Madel

Developer’s life cycle
(Verification phase)

V- model means Verification and Validation model.
Just like the waterfall model, the V-Shaped life cycle is
a sequential path of execution of processes. Each
phase must be completed before the next phase
begins. V-Model is one of the many software
development models.

Testing of the product is planned in parallel with a

corresponding phase of development in V-model.
Tester's life cycle
(Validation phase)

BRS (Business Acceplance
req. specifications) testing
) t
SRS (System req. -
specifications) System testing
¥ 1
HLD System integration
(High level design) lesting
) 1
LLD Component
(Low level (design) testing
v 1
Coding = Unit testing
v 1
CODE

Fig. 1.15 : V-model

The various phases of the V-model are as follows:

Requirements like BRS and SRS begin the life cycle
model just like the waterfall model. But, in this model
before development is started, a system test plan is
created. The test plan focuses on meeting the

functionality specified in the requirements gathering.

The High-Level Design (HLD) phase focuses on
system architecture and design. It provides overview of
solution, platform, system, product and
service/process. An integration test plan is created in
this phase as well in order to test the pieces of the

software systems ability to work together.

The Low-Level Design (LLD) phase is where the
actual software components are designed. It defines
the actual logic for each and every component of the
system. Class diagram with all the methods and
relation between classes comes under LLD.
Component tests are created in this phase as well,
The Implementation phase is, again, where all coding
takes place. Once coding is complete, the path of
execution continues up the right side of the V where
the test plans developed earlier are now put to use.
Coding: This is at the bottom of the V-Shape model.
Module design is converted into code by developers.
Unit Testing is performed by the developers on the
code written by them.

Advantages of V-Model:

Simple and easy to use.

Testing activities like planning, test designing
happens well before coding. This saves a lot of time.
Hence higher chance of success over the waterfall
model.

Proactive defect tracking — that is defects are found at
early stage.

Avoids the downward flow of the defects.

Works well for small projects where requirements are
easily understood.

Disadvantages of V-Model:

Very rigid and least flexible.

Software is developed during the implementation
phase, so no early prototypes of the software are
produced.

If any changes happen in midway, then the test
documents along with requirement documents has to
be updated.

When to use the V-Model:

The V-shaped model should be used for small to
medium sized projects where requirements are clearly
defined and fixed.

The V-Shaped model should be chosen when ample
technical resources are available with needed technical
expertise.

High confidence of customer is required for choosing
the V-Shaped madel approach. Since, no prototypes
are produced, there is a very high risk involved in
meeting customer expectations.
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1.6.5 Iterative Model * Reuse -oriented software base on reusable
* An iterative life cycle model does not attempt to start components and integrated framework for the

with a full specification of requirements by first
focusing on an initial, simplified set user features,
which then progressively gains more complexity and a
broader set of features until the targeted system is
complete. When adopting the iterative approach, the
philosophy of incremental development will also often
be used liberally and interchangeably.

In other words, the iterative approach begins by
specifying and implementing just part of the software,
which can then be reviewed and prioritized in order to
identify further requirements. This iterative process is
then repeated by delivering a new version of the
software for each iteration. In a light-weight iterative
project the code may represent the major source of
documentation of the system; however, in a critical
iterative project a formal software specification may

also be required.
Requirements  Analysis and design

Planning
Implementation
Iterative
Initial planning model
l Deployment
Evaluation

Testing
Fig. 1.16 : Iterative model

When to use Iterative Model:

Requirements of the complete system are clearly
defined and understood.

When the project is big.

Major requirements must be defined; however, some
details can evolve with time.

1.6.6 Reuse-Oriented Software Engineering

Today some software is reuse able, we use basic
architecture of system such as design, code etc and
changes are made if required and incorporate into
system. When people working on software project if
design and code are similar to other software then we
use that software and modify them according to our
need and include them into their system. Today the
use of existing software widely spread. Reusable
software models save development time of the project.

composition of these components, that components
may provide specific function such as word processing
and spreadsheet. Type of software components that is
used in reuse-oriented software process are

Web Services standard are used for
development these standard are available for remote.
Objects integrated with component framework, these
object is created as a package. Stand alone software

system can be configured. That software is used in
particular environment,

services,

Raquirarng Component| _|Requirements | [System design|
specification analysis modification with reuse
¥
Development System
and integration[ | validation

Fig. 1.17 : Reuse-oriented software engineering
General process of reuse-oriented mode| are shown in
Fig. 1.17.

Requirement specification and system validation
stages are general process used in different software
process but other stages used in this model are
different.

Component Analysis:

According to given requirement, component is
selected to implement that requirement specification.
That is not possible the selected component provide
the complete functionality, but that is possible the
component used provide some of the functionality
required.

Requirement Modification:

Information about component that is selected during
component analysis is used to analysis requirement
specification. Requirements are modified according to
available components. Requirement modification is
critical then component analysis activity is reused to
find relative solution.

System Design with Reuse:

During this stage the design of the system is build.
Designer must consider the reused component and
organize the framework. If reused component is not
available then new software is develop.
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4. Development and Integration:

e Components and COTS system are integrated to
develop new software. Integration in this model is part
of development rather than separate activity.

Advantages of Reuse-Oriented Model:

* [t can reduce the overall cost of software development
as compared to other model.

s [t can reduce the risk.

e It can save the time of software development. b/c
testing of component is minimize.

* Faster delivery of software.

Disadvantages of Reuse-Oriented Model:

= Reuse-oriented model is not always practical in its pure
form.

* Compromises in Requirement may lead to a system
that does not meet the real requirement of the user,

* Organization using the reusable component, are not
able to control the new version of component, this
may lead to lost control over the system evolution,

1.7 PROCESS ACTIVITIES |

* The systematic approach that is used in software

engineering is sometimes called a software process. A

software process is a sequence of activities that leads

to the production of a software product. There are four
fundamental activities that are common to all software
processes. These activities are:

1. Software Specification, where customers and
engineers define the software that is to be
produced and the constraints on its operation.

2. Software Design and Implementation, where the
software is designed and programmed.

3. Software Validation, where the software is
checked to ensure that it is what the customer
requires.

4. Software Evolution, where the software is
modified to reflect changing customer and market
requirements.

* The four basic process activities of specification,
development, validation and evolution are organized
differently in different development processes. In the

waterfall model, they are organized in sequence,

1

whereas in evolutionary development they are
interleaved. How these activities are carried out
depends on the type of software, people and
organizational structures involved.

Software Specification

A software requirement is defined as a condition to
which a system must comply. Software specification or
requirements management is the process of
understanding and defining what functional and non-
functional requirements are required for the system
and identifying the constraints on the system's
operation and development. The requirements
engineering process results in the production of a
software requirements document that is the
specification for the system.

There are four main phases in the requirements
engineering process:

(i) Feasibility Study: In this study an estimate is
made of whether the identified user needs may be
satisfied using current software and hardware
technologies. The study considers whether the
proposed system will be cost-effective from a
business point of view and whether it can be

developed within existing budgetary constraints.

(ii) Requirements Elicitation and Analysis: This is
the process of deriving the system requirements
through  observation of existing systems,
discussions with potential users, requirements

workshop, storyboarding, etc.

(iii) Requirements Specification: This is the activity of
translating the information gathered during the
analysis activity into a document that defines a set
of requirements, Two types of requirements may
be included in this document: user (functional)
requirements and  system  (non-functional)

requirements.

(iv) Requirements Validation: It is determined
whether the requirements defined are complete.
This activity also checks the requirements for

consistency.

Scanned with CamScanner



SOFTWARE ENGINEERING (COMP., DBATU)

(1.33)

INTRODUCTION

Software Design and Implementation

The implementation phase of software development is
the process of converting a system specification into
an executable system through the design of system. A
software design is a description of the architecture of
the software to be implemented, the data which is part
the
components and, sometimes, the algorithms used. The

of the system, interfaces between system

design process activities are the followings:

> Architectural Design: The sub-systems of system
and their relationships are identified based on the
main functional requirements of software.

> Abstract Specification: For each sub-system, an
abstract specification of its services and the
constraints under which it must operate is defined.

> Interface Design: Interfaces allow the sub-system’
services to be used by other sub-systems. The
representation of interface should be hidden. In
this activity the
documented  for

interface is designed and
The

specification of interface must be unambiguous.

each  sub-system.
> Component Design: Services are allocated to
the
components are designed.

components and interfaces of these

> Data Structure Design: The data structures used
in the system implementation are designed in
detail and specified.

> Algorithm Design: In this activity the algorithms
used to provide services are designed in detail and
specified.
This general model of the design process may be
adapted in different ways in the practical uses.
A contrasting approach can be used by structured
methods for design objectives. A structured method
includes a design process model, notations to
represent the design, report formats, rules and design
guidelines. Most these methods represent the system
by graphical models and many cases can automatically
generate program code from these models. Various
competing methods to support object-oriented design
were proposed in the 1990s and these were unified to

create the Unified Modeling Language (UML) and the
associated unified design process.

Software Validation

Software validation or, more generally, Verification and
Validation (V & V) is intended to show that a system
conforms to its specification and that the system meets
the expectations of the customer buying the system. It
involves checking the processes at each stage of the
software process. The majority of validation costs are
incurred after implementation when the operation of
system is tested.

The software is tested in the usual three-stage testing
process. The system components, the integrated
system and finally the entire system are tested.
Component defects are generally discovered early in
the process and the interface problems during the
system integration. The stages in the testing process
are:

> Component (or Unit) Individual

components are tested to ensure that they operate

Testing:

correctly. Each component is tested independently,
without other system components.

> System Testing: The components are integrated
to make up the system. This testing process is
concerned with finding errors that result from
interactions between components and component
interface problems. It is also concerned with
validating that the system meets its functional and
non-functional requirements.

> Acceptance Testing: It is considered a functional
testing of system. The system is tested with data
supplied by the system customer,

Usually, component development and testing are
interleaved. Programmers make up their own test data
and test the code as it is developed. However in many
process model, such as in V-model Test Driven
Development, Extreme Programming, etc, the design
of the test cases starts before the implementation
phase of development. If an incremental approach to
development is used, each increment should be tested
as it is developed, with these tests based on the
requirements for that increment.
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4, Software Evolution

Software evolution, specifically software maintenance,
is the term used in software engineering to refer to the
initially, then

process of developing software

repeatedly updating it for various reasons.

The aim of software evolution would be to implement
the possible major changes to the system. The existing
larger system is never complete and continues to
evolve. As it evolves, the complexity of the system will
grow. The main objectives of software evolution are
ensuring the reliability and flexibility of the system. The
costs of maintenance are often several times the initial
development costs of software.

|1.8 COPING WITH CHANGE

Coping with change Coping with change or sometime
called “Process iteration” means that, change is sure to

in all large software projects. As new

happen
technologies become available, new design and
implementation  possibilities emerge. Therefore
whatever software process model is used, it is essential
that it can accommodate changes to the software
being developed. Change adds to the costs of software
development because it usually means that work that
has been completed has to be redone. This is called
rework. For example, if the relationships between the
requirements in a system have been analyzed and new
requirements are then identified, some or all of the
requirements analysis has to be repeated. It may then
be necessary to redesign the system to deliver the new
requirements, change any programs that have been

developed, and re-test the system.

There are two related approaches that may be used to
reduce the costs of rework:

Change Avoidance, where the software process
includes activities that can anticipate possible changes
before significant rework is required. For example, a
prototype system may be developed to show some key
features of the system to customers. They can
experiment with the prototype and refine their
requirements before committing to high software

production costs.

2. Change Tolerance, where the process is designed so

that changes can be accommodated at relatively low
cost. This normally involves some form of incremental
development. Proposed changes may be implemented
in increments that have not yet been developed.

There are two ways of coping with change and
changing system requirements. These are:

(i) System Prototyping, where a version of the
system or part of the system is developed quickly
to check the customer's requirements and the
feasibility of some design decisions. This supports
change avoidance as it allows users to experiment
with the system before delivery and so refine their
requirements. The number of requirements change
proposals made after delivery is therefore likely to
be reduced.

(ii) Incremental Delivery, where system increments

are delivered to the customer for comment and
This supports both change
avoidance and change tolerance. It avoids the

experimentation.

premature commitment to requirements for the
whole changes to be
incorporated into later increments at relatively low

system and allows

cost.

1. Software Prototyping

A prototype is an initial version of a system used to
demonstrate concepts and try out design options.

A prototype can be used in:

> The requirements engineering process to help with
requirements elicitation and validation;

> In design processes to explore options and
develop a Ul design;

> In the testing process to run back-to-back tests.

Benefits of Prototyping

Impraved system usability.

A closer match to users' real needs.
Improved design quality.

Improved maintainability.

Reduced development effort.
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May be based on rapid prototyping languages or tools

May involve leaving out functionality

Prototype should focus on areas of the product that
are not well-understood;

Error checking and recovery may not be included in
the prototype;

Focus on functional rather than non-functional

requirements such as reliability and security

Throw-Away Prototypes

.

Prototypes should be discarded after development as

they are not a good basis for a production system:
> It may be impossible to tune the system to meet

non-functional requirements;

Prototypes are normally undocumented;

i

The prototype structure is usually degraded
through rapid change;

The prototype probably will not meet normal
organisational quality standards.

Incremental Delivery

Rather than deliver the system as a single delivery, the
development and delivery is broken down into
increments with each increment delivering part of the
required functionality.

User requirements are prioritised and the highest
priority requirements are included in early increments.

Once the development of an increment is started, the
requirements are frozen though requirements for later
increments can continue to evolve,

(1.35) INTRODUCTION
Establish | [ Define ) [ ) ( W i
prototype |+ pro?otl;r;e n ,?,g:;:ﬁ,% . ',Er:?éut:tz Incremental Development and Delivery
objectives J hfﬂ:cﬂonalltyJ P ) * Incremental development
1 > Develop the system in increments and evaluate
Proic;typing Outline Executable Evaluation each increment before proceeding to the
plan definition prototype report development of the next increment;
> Normal approach used in agile methods:
Fig. 1.18 : The process of prototype development =

Evaluation done by user/customer proxy.
Incremental delivery
> Deploy an increment for use by end-users;

> More realistic evaluation about practical use of
software;

> Difficult to implement for replacement systems as
increments have less functionality than the system
being replaced.

Define Assign Design Develop
outline requirements system | system
requirements| [to increme architecture increment
It System
incomplete?
Validate Integrate Validate Deploy
increment increment system increment
System
complete?
Final
system

Fig. 1.19 : Incremental delivery

Incremental Delivery Advantages

Customer value can be delivered with each increment
5o system functionality is available earlier.

Early increments act as a prototype to help elicit
requirements for later increments.

Lower risk of overall project failure.

The highest priority system services tend to receive the
most testing.

Incremental Delivery Problems

Most systems require a set of basic facilities that are
used by different parts of the system.

As requirements are not defined in detail until an
increment is to be implemented, it can be hard to
identify common facilities that are needed by all
increments.

-
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The essence of is that the
specification is developed in conjunction with the
software.

iterative processes

> However, this conflicts with the procurement
model of many organizations, where the complete
system specification is part of the system

development contract.
Boehm's Spiral Model
A risk-driven software process framework (the spiral

model) was proposed by Boehm (1988). This is shown
in next Fig. 1.20. Rather than represent the software

Determine objectives,
alternatives and constraint

Review

process as a sequence of activities with some
backtracking from one activity to another, the process
is represented as a spiral .Each loop in the spiral
represents a phase of the software process. Thus, the
deepest loop might be concerned with system
feasibility, the next loop with requirements definition,
the next loop with system design, and so on. The spiral
model combines change avoidance with change
tolerance. It assumes that changes are a result of
project risks and includes explicit risk management

activities to reduce these risks.

Evaluate alternatives,
identify resolve risks

Risk
analysis

Risk
analysis

Risk
analysis

Requirements
plan life-cycle plan

Development
plan

Integration
and test plan
Plan next phase

Fig.

1.20

Concept of
operation

Requirement
validation

Develop, verify
Next-level product

Each loop in the spiral is split into four sectors:

1

Objective Setting

Specific objectives for that phase of the project are
defined. Constraints on the process and the product
are identified and a detailed management plan is
drawn up. Project risks are identified. Alternative
strategies, depending on these risks, may be planned.

Risk Assessment and Reduction

For each of the identified project risks, a detailed
analysis is carried out. Steps are taken to reduce the

example, if there is a risk that the

requirements are inappropriate, a prototype system

risk. For

may be developed.
Development and Validation

After risk evaluation, a development model for the
system is chosen. For example, throwaway prototyping
may be the best development approach if user
interface risks are dominant. If safety risks are the main
consideration, development based
transformations may be the most appropriate process,

on formal

and so on. If the main identified risk is sub-system
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integration, the waterfall model may be the best
development model to use.

Planning

The project is reviewed and a decision made whether
to continue with a further loop of the spiral. If it is
decided to continue, plans are drawn up for the next

phase of the project.

The main difference between the spiral model and

other software process models is its explicit
recognition of risk. A cycle of the spiral begins by
elaborating objectives such as performance and
functionality. Alternative ways of achieving these
objectives and dealing with the constraints on each of
them are then enumerated, Each alternative is assessed
against each objective and sources of project risk are
identified. The next step is to resolve these risks by
information-gathering activities such as more detailed

analysis, prototyping, and simulation.

Once risks have been assessed, some development is
carried out, followed by a planning activity for the next
phase of the process. Informally, risk simply means

something that can go wrong. For example, if the

intention is to use a new programming language, a risk
is that the available compilers are unreliable or do not
produce sufficiently efficient object code. Risks lead to
proposed software changes and project problems such
as schedule and cost overrun, so risk minimization is a

very important project management activity.

1.9 THE RATIONAL UNIFIED PROCESS

The Rational Unified Process (RUP) methodology is an
example of a modern software process model that has
been derived from the UML and the associated Unified
Software Development Process. The RUP recognizes
that conventional process models present a single view
of the process. In contrast, the RUP is described from
three perspectives:

1. A dynamic perspective that shows the phases of

the model over time.
2. A static perspective that shows the process
activities.
that

practices to be used during the process.

3. A practice perspective suggests good

Phases

Disciplines Inception

Elaboration

Construction Transition

Business Modeling
Requirements

Analysis & Design

Implementation

Test

Deployment

Configuration

& Change Mgmt
Project Management

Environment

Fig. 1.21 : Phases of Rational Unified Process
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Modeling: The business processes are

The RUP identifies four discrete development phases

in the software process that are n
process activities. The phases in th

closely related to business rather

ot equated with
e RUP are more

than technical

concerns. These phases in the RUP are:

» Inception:. The goal of the inception phase is to
establish a business case for the system, identify all
external entities, i.e. people and systems that will
interact with the system and define these
interactions. Then this information is used to

assess the contribution that the system makes to

the business.

Elaboration: The goals of the elaboration phase
are to develop an understanding of the problem
domain, establish an architectural framework for
the system, develop the project plan and identify
key project risks.

Construction: The construction phase is essentially

concerned with system design, programming and

testing.

> Transition: The final phase of the RUP is
concerned with moving the system from the
development community to the user community

and making it work in a real environment.

Iteration within the RUP is supported in two ways. Each
phase may be enacted in an iterative way with the
results developed incrementally. In addition, the whole

set of phases may also be enacted incrementally.

The static view of the RUP focuses on the activities that
take place during the development process. These are
called workflows in the RUP description. There are six
core process workflows identified in the process and
three core supporting workflows. The RUP has been
designed in conjunction with the UML so the workflow
description is oriented around associated UML models.

The core engineering and support workflows are the

followings:

> Business
modelled using business use cases.

> Requirements: Actors who interact with the
system are identified and use cases are developed

to model the system requirements.

Analysis and Design: A design model is created

and documented using architectural

component models, object models and seq

models,

uence

models.

> Implementation: The components in the system

are  implemented  and structured  into

implementation  sub-systems. Automatic code

generation from design models helps accelerate

this process.

Testing: Testing is an iterative process that is

carried out in conjunction with implementation.

System testing follows the completion of the

implementation.

> Deployment: A product release is created,
distributed to users and installed in their
workplace.

> Configuration and Change Management: This
supporting workflow manages changes to the
system.

> Project Management: This supporting workflow
manages the system development.

» Environment: This workflow is concerned with
making appropriate software tools available to the
software development team.

The advantage in presenting dynamic and static views

is that phases of the development process are not

associated with specific workflows. In principle at least,
all of the RUP workflows may be active at all stages of
the process. Of course, most effort will probably be

spent on workflows such as business modelling and
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requirements at the early phases of the process and in
testing and deployment in the later phases.

The practice perspective on the RUP describes good
software engineering practices that are recommended
for use in systems development. Six fundamental best

practices are recommended:

1. Develop Software Iteratively: Plan increments of
the system based on customer priorities and
develop and deliver the highest priority system

features early in the development process.

2. Manage Requirements: Explicitly document the

customer's requirements and keep track of
changes to these requirements. Analyze the impact

of changes on the system before accepting them.

3. Use Component-Based Architectures: Structure

the system architecture into components.

4, Visually Model Software: Use graphical UML
models to present static and dynamic views of the

software.

5. Verify Software Quality: Ensure that the software

meets the organisational quality standards.

6. Control Changes to Software: Manage changes
to the software using a change management
system and configuration management procedures

and tools.

The RUP is not a suitable process for all types of
development but it does represent a new generation
of generic processes. The most important innovations
are the separation of phases and workflows, and the
recognition that deploying software in a user's
environment is part of the process. Phases are dynamic
and have goals. Workflows are static and are technical
activities that are not associated with a single phase
but may be used throughout the development to

achieve the goals of each phase.

EXERCISE

10.

11.

12,

13.

14.

15.

16.

17.

18,

What is software engineering? Briefly discuss the
need for software engineering.

What are attributes of good software? Explain the
key challenges facing software engineering

What is software engineering? Explain software
engineering code of ethics.

List and explain ant four software engineering code
of ethics.

What is ethics doing in a course for software
engineers? Explain with the help of case study.

How do you solve a case study business ethics?
Explain with example.

Explain Ethical case study on conflict of interest.
With a neat diagram explain the activity model of
insulin pump control system.

Explain  model for Mental Health Care-Patient
Management System

Design a model to help monitor climate change
and to improve the accuracy of weather forecasts
Explain the architecture of a digital learning
environment.

What is a software process model? Explain the
types of software process models.

With neat block diagram explain generic process
model.

With the help of diagram explain waterfall model.
Also state its advantages and disadvantages.

When to use incremental process model?

if you have to develop a word processing software
product, what process model wills you chose?
Justify your answer.

What is RAD model- advantages, disadvantages

and when to use it?

What is the main aim of prototype model?
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19.

20.
21.
22.

23.

With the help of diagram illustrate spiral model and
state two benefits and the problems in spiral

development.
Explain in detail Concurrent Development Model
Give some benefits of using V model?

What is the iterative model of the SDLC? What are

its advantages and disadvantages?

Why Reuse-oriented software engineering is in

demand ? Explain in detail,

24,

25.
26.
27.
28.

29.
30.

What are four process activities which are common

to all software process? Explain it in detail.
How can software projects manage change?
What is prototyping?

What is incremental delivery/development?
What is coping with change in software
engineering?

With a neat diagram explain Boehm's spiral model

With neat diagram explain The Rational Unified

Process.
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UNIT II

AGILE SOFTWARE DEVELOPMENT

[2.1 AGILE METHODS I
e Agile methodologies are specifically designed to
facilitate communication, collaboration, and

coordination within a dynamic team environment. This
includes practices such as shared team rooms to

encourage  frequent informal  communication,
informative  workplace environments to allow
ubiquitous information dissemination, and rapid

feedback cycles through which a software product is
evolved incrementally in close partnership with a
customer representative. Rather than following to
traditionally long periods of upfront requirements
gathering and design before software production, agile
teams takes feedback early on in the process, and deal
with the complexities of software development by
practicing rapid iterative development from project
inception. In agile methodology, development team
focuses on construction rather than design and
documentation. The agile methodology uses iterative
approach to software development.
In other words agility means:

» Effective (rapid and adaptive) response to change
(team members, new technology, requirements).

» Effective communication in structure and attitudes
among all team members, technological and business
people, software engineers and managers.

» Drawing the customer into the team. Eliminate “us and
them" attitude. Planning in an uncertain world has its
limits and plan must be flexible,

* Organizing a team so that it is in control of the work
performed.

* Eliminate all but the most essential work products and
keep them lean.

* Emphasize an incremental delivery strategy as
opposed to intermediate products that gets working

software to the customer as rapidly as feasible.

Rapid, incremental delivery of software.

The development guidelines stress delivery over
analysis and design although these activates are not

and

communication between developers and customers.

discouraged, active and continuous

2.1.1 Manifesto for Agile Software Development

We are uncovering better ways of developing software by

doing it and helping others do it. Through this work we

have come to value:

Individuals and interactions over processes and tools
Working software over comprehensive documentation
Customer collaboration over contract negotiation

Responding to change over following a plan

That is, while there is value in the items on the right, we

value the items on the left more.
2.1.2 Agility and the Cost of Change

Conventional wisdom is that the cost of change
increases nonlinearly as a project progresses. It is
relatively easy to accommodate a change when a team
is gathering requirements early in a project. If there are
any changes, the costs of doing this work are minimal.
But if in the middle of validation testing, a stakeholder
is requesting a major functional change then the
change requires a modification to the architectural
design, construction of new components, changes to
other existing components, new testing and so on.
Costs rise tremendously.

A well-designed agile process may "smooth” the cost
of change curve by coupling incremental delivery with
agile practices such as continuous unit testing and pair
programming. Thus team can accommodate changes
late in the software project without dramatic cost and
time impact.

(21)
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|2.2 PLAN-DRIVEN AND AGILE DEVEI.OPMENT'

Development cost

E ENGINEERING (COMP., DBATU)

Cost of change
using conventional
software processes

Cost of change
using agile processes

Idealized Cost of change
using agile process

Development schedule progress -

Fig. 2.1 : Change costs as a function of time in development
2.1.3 Agility Principles

Our highest priority is to satisfy the customer through
early and continuous delivery of valuable software.

Welcome  changing requirements, even late in
development. Agile processes harness change for the
customer’s competitive advantage.

Deliver working software frequently, from a couple of

weeks to a couple of months, with a preference to the
shorter timescale.

Business people and developers must work together
daily throughout the project.

Build projects around motivated individuals. Give them
the environment and support they need, and trust
them to get the job done.

The most efficient and effective method of conveying
information to and within a development team is face—
to-face conversation.

Working software is the primary measure of progress.
Agile processes promote sustainable development. The
sponsors, developers, and users should be able to
maintain a constant pace indefinitely.

Continuous attention to technical excellence and good
design enhances agility.

Simplicity the art of maximizing the amount of work
not done is essential.

The best architectures, requirements, and designs
emerge from self organizing teams.

At regular intervals, the team reflects on how to
become more effective, then tunes and adjusts its
behavior accordingly

Agile approaches to software development consider
design and implementation to be the central activities

in the software process. They incorporate other

activities, such as requirements elicitation and testing,

into design and implementation, By contrast, a plan-
driven approach to software engineering identifies
separate stages in the software process with outputs
associated with each stage. The outputs from one
stage are used as a basis for planning the following
process activity. Fig. 2.2 below shows the distinctions
between plan-driven and agile approaches to system
specification. In a plan- driven approach, iteration
occurs within activities with formal documents (Every
Project manager should create a small core set of
formal documents defining the project objectives, how
they are to be achieved, who is going to achieve them,
when they are going to be achieved, and how much
they are going to cost. These documents may also
reveal inconsistencies that are otherwise hard to see)
used to communicate between stages of the process.
For example, the requirements will evolve and,
ultimately, requirements specification will be produced.
This is then an input to the design and implementation
process. In an agile approach, iteration occurs across
activities. Therefore, the requirements and the design
are developed together, rather than separately. A plan-
driven software process not necessarily waterfall model
plan- driven, incremental development and delivery is
possible. It is perfectly feasible to allocate
requirements and plan the design and development
phase as a series of increments. An agile process is not

inevitably code-focused and it may produce some
design documentation.,

Plan-Driven Development :

L]

Plan-driven processes are processes where all of the
process activities are planned in advance and progress
is measured against this plan.

A plan-driven approach to software engineering is
based around separate development stages with the

outputs to be produced at each of these stages
planned in advance.

Iteration occurs within activities.
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Agile Development :

Specification, design, implementation and testing are
inter-leaved and the outputs from the development
process are decided through a process of negotiation

during the software development process.

e
Requirements Requirements Design and
engineering specification implementation|

Requirements change requests

Agile development

Requirements
engineering

Design and
implementation

Fig. 2.2: Plan-based and Agile development

Most projects include elements of plan-driven and
agile processes. Deciding the balance depends on

Technical, human, organizational issues:

"If

How is the development team organized? If the
development team is distributed or if part of the
development is being outsourced, then software
engineer may need to develop design documents
to communicate across the development teams.

Are there cultural or organizational issues that may
affect the system development? Traditional
engineering organizations have a culture of plan-
based development, as this is the norm/standard
in engineering.

How good are the designers and programmers in
the development team? It is sometimes argued
that agile methods require higher skill levels than
plan-based approaches in which programmers
simply translate a detailed design into code

Is the system subject to external regulation? If a
system has to be approved by an external
regulator then software engineer will probably be
required to produced tailed documentation as part

==

Is it important to have a very detailed specification
and design before moving to implementation? If
so, software engineer probably needs to use a
plan-driven approach,

Is an incremental delivery strategy, where software
engineer delivers the software to customers and
get rapid feedback from them, realistic? If so,
consider using agile methods.

How large is the system that is being developed?
Agile methods are most effective when the system
can be developed with a small co-located team
who can communicate informally. This may not be
possible for large systems that require larger
development teams so a plan-driven approach
may have to be used.

What type of system is being developed? Plan-
driven approaches may be required for systems
that require a lot of analysis be for implementation
(e.g. real-time system with complex timing
requirements),

What is the expected system lifetime? Long-life
time systems may require more design
documentation to communicate the original
intentions of the system developers to the support
team.

What technologies are available to support system
development? Agile methods rely on good tools to
keep track of an evolving design

of the system safety case.

Table 2.1 : Key Differences Between Plan-Driven and
Aglie Project Management Methodologies

Categories Plan-Driven Aglie
Fundamental Systems are fully High-quality adaptive
assumption specifiable, software is developed

predictable, and are by small teams using
built through meticulos | the principles of
and extensive continuous design
planning. improvement and
testing based on rapid
feedback and change.
Management Command and control | Leadership and
style collaboration
Knowledge Explicit Tacit
management
Communication | Formal Informal
Development Life-cycle model The evolutionary-
model delivery model
Desired Mechanistic Organic
organizational
structure
Quality control | Heavy planning and Continuous control of
strict control. Late, requirements, design
heavy testing. and solutions.
Continuous testing
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2.3.2 XP Values

2.3.1 XP Practices (Principles)

Incremental Planning: Requirements are recorded on
story cards and the stories to be included in a release
are determined by the time available and their relative
priority. The developers break these stories into
development.

Small Releases: The minimal useful set of functionality

that provides business value is developed first.

Releases of the system are frequent and incrementally

add functionality to the first release.

* Simple Design: Enough design is carried out to meet
the current requirements and no more.

* Test-First Development: An automated unit test
framework is used to write tests for a new piece of
functionality before that functionality itself is
implemented.

¢ Refactoring: All developers are expected to refactor

the code continuously as soon as possible code

improvements are found. This keeps the code simple
and maintainable.

* Pair Programming: Developers work in pairs,
checking each other's work and providing the support
to always do a good job.

* Collective Ownership: The pairs of developers work
on all areas of the system, so that no islands of
expertise develop and all the developers take
responsibility for all of the code. Anyone can change
anything.

* Continuous Integration: As soon as the work on a
task is complete, it is integrated into the whole system.
After any such integration, all the unit tests in the
system must pass.

e Sustainable Pace: Large amounts of overtime are not
considered acceptable as the net effect is often to
reduce code quality and medium term productivity.

*  On-Site Customer: A representative of the end-user of
the system (the customer) should be available full time
for the use of the XP team. In an extreme
programming process, the customer is a member of
the development team and is responsible for bringing
system requirements to the team for implementation.

There are five XP values communication, simplicity,
feedback, courage, and respect.

1.

Communication: Communication between software
engineers and other stakeholders is require to
establish required features and functions for the
software. XP emphasizes close, yet informal (verbal)
collaboration between customers and developers.

Simplicity: XP restricts developers to design only for
immediate needs, rather than consider future needs,
The intent is to create a simple design that can be
easily implemented in code. If the design must be
improved, it can be refactored later on.

Feedback: Feedback is taken from

(i) The implemented software itself,

(i) The customer, and

(iii) Other software team members.

As an increment is delivered to a customer, the user
stories or use cases that are implemented by the
increment are used as a basis for acceptance tests. The
function and behavior of the increment is the
feedback. Depending upon feedback new
requirements are derived as part of iterative planning,
the team provides the customer with rapid feedback
regarding cost and schedule impact.

Courage and Respect: Most software teams give way,
arguing that “designing for tomorrow” will save time
and effort in the long run. An agile XP team must have
the discipline (courage) to design for today,
recognizing that future requirements may change
dramatically, thereby demanding substantial rework of
the design and implemented code. By following each
of these values, the agile team inculcates respect
among members, between stakeholders and team
members. As they achieve successful delivery of
software increments, the team develops growing
respect for the XP process.

2.3.3 XP Process

There are four basic activities of XP process:

1

Designing

It does not mean that XP process exclude designing.
Without proper design system becomes complex and
projects could scrap. It is important to create a design
structure that organizes the logic in the system in such
a way that too many dependencies in the system can
be avoided.
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2. Coding * Simple Design: Always look for  system
= In XP coding is considered the only important product implementation that is as easy as possible

of the system development process. XP programmers
start to generate codes at the very beginning so "At
the end of the day, there has to be a program.”

User stories - Prototypes
—— Planning Design |——
Releas )
(S/W Increment)
y Refacloring r[

Unit test Yot I« Codh Pair programming
Acceplancel___-. - " |7 continuous

testing integration

Fig. 2.3 : The Extreme Programming Process

Testing

XP emphasizes to always check if a function works is by
testing it. XP uses Unit Tests which are automated
tests, and the programmer will write tests as many as
possible to try to break the code he or she is writing.
Planning/Listening
ability  will
customers

enable XP developer to
want and develop

Listening
understand what
solutions which match customers’ needs and desires as
close as possible.

In XP these four basic activities are implemented by using
following practices:

User Stories (Planning): Customer briefs specification
of the new application (features, value, priority) as user
story which are viewed as smaller version of use case.
These stories will be the base for the project team to
do cost estimation and management of the project.
Small Releases (Building Blocks): XP emphasizes on
small, simple but frequent versions updates of the
application. Each newly added requirement will
instantly incorporated and the system is re-released.
Metaphor (Standardized Naming Schemes):
Developers and programmers must adhere to
standards on names, class names and methods.
Collective Ownership: In XP methodology, all code is
considered to be owned by the whole team and not an
individual property. Hence, all code is reviewed and
updated by everyone.

Coding Standard: Styles and formats of coding must
be the same in order to enable compatibility between
team members. This approach results in more rapid
collaboration.

implementation of the system yet meets all required
functionality.

» Refactoring: The application should be continually
adjusted and improved by all team members. This
requires extremely good communication between
members to avoid work duplication.

o Testing: Every small release (called building block)
must pass tests before being released. In XP, tests are
created first and then application code is developed to
meet and pass the challenges of those pre-written
tests.

e Pair Programming: XP programmers work in pairs. All
code is developed by two programmers who work
together at a single machine. The expectation is that
pair programming produces higher quality code at the
same or less cost.

e Continuous Integration: Software builds are
completed several times a day. In this way all
developers can avoid work fragmentations because
they continuously releasing and integrating code
together.

e 40-Hour Workweek: Keep mental and physical
conditions to be up and running by not working more
than what the bodies can handle.

* On-Site Customer: The customer must be viewed as
an integral part of the project. The customer must be
arranged to be available at all times in order to ensure
that the project is in the right track.

2.3.4 Industrial XP (IXP)

IXP incorporates six new practices that are designed to
help and ensure that an XP project works successfully for
significant projects within a large organization.
e Readiness Assessment: The assessment determines
whether
1. An appropriate development environment exists to
support IXP,
2. The team will be populated by the proper set of
stakeholders,
3. The organization has a distinct quality program
and supports continuous improvement,
4. The organizational culture will support the new
values of an agile team, and
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5. The broader project community will be populated
appropriately.

Project Community: People in the team must be well-
trained, adaptable and skilled, and have the proper
temperament to contribute to a self-organizing team.
In XP “team” is morph to community. A community
may have a technologist and customers who are
central to the success of a project as well as many
other stakeholders. In IXP, the community members
and their roles should be explicitly defined and
mechanisms for communication and coordination
between community members should be established.

Project Chartering: The IXP team assesses the project
itself to determine whether an appropriate business
justification for the project exists and whether the
project will further the overall goals and objectives of
the organization. Chartering also examines the context
of the project to determine how it complements,
extends, or replaces existing systems or processes.

Test-Driven Management: An IXP project requires
measurable criteria for assessing the state of the
project and the progress that has been made up to
date. Test-driven management establishes a series of
measurable  “destinations” and then defines
mechanisms for determining whether or not these
destinations have been reached.

Retrospectives: An IXP team conducts a specialized
technical review after a software increment is delivered
called a retrospective. The review examines “issues,
and lessons-learned” across a software
increment and/or the entire software release.

events,

Continuous Learning: Members of the XP team are
encouraged to learn new methods and techniques that
can lead to a higher quality product.

|2.4 AGILE PROJECT MANAGEMENT

2

The Agile Project Management (APM) framework is an
iterative and cohesive method of effective project
management during the entire lifecycle of the project.
It successfully integrates the traditional aspects of
project management with modern requirements within
the scope of the project.

Rather than focusing only on the development of the
final product within the given constraints, the APM
framework focuses on delivering both quality and
value under the same conditions.

In the APM Framework, the entire project gets divided
into smaller, achievable milestones that are completed
in iterations. Quality control is built into the whole
process and teams check the quality of their project
milestones completed after each cycle,

Envision

Speculate Release » Explore
. Plan
‘/Adapliv} action i
pap |-—p  Joompewe
Feature list
Close

Final product
Fig. 2.4 : Agile Project Management Process Framework
Envision
This phase corresponds to the Initiation phase of
project management.
In this phase the team collaborates to brainstorm and
define the scope and overall vision of the project.
During the Envision segment, key capabilities are
outlined, goals and objectives detailed,
participants and stakeholders identified.

and

Speculate

This phase corresponds to the planning phase of
project management. It deals with creating a features
list of the final product and how the team would work
to achieve it.

The speculation phase normally revolves around two

key activities:

(i) ‘'Breaking down' the project into a series of high-
level milestones and deciding the expected project
timeline.

(i) Coming up with the initial understanding of the
critical tasks of the project. Priority to a certain
class of tasks is given over others in this phase and
the team members decide on the way to maintain
the quality of the final project deliverable.

Explore

This phase corresponds to the project execution phase
of project management. In this phase team members
explore the various alternatives to fulfill all the

Scanned with CamScanner



SOFTWARE ENGINEERING (COMP., DBATU) (2.7)

AGILE SOFTWARE DEVELOPMENT

requirements of the project while staying within the
given constraints. The main focus is on creating value
and maintaining the quality of the final deliverable.

e  Similar to almost all Agile methodologies, teams work
by focusing on a single milestone and iterate until
perfection is achieved. This phase works parallelly with
the Adapt phase because teams may have to change
their plan and execution-style if a customer demands it
or if the feedback is not as expected.

4. Adapt

e« This is perhaps the most distinguishing phase of this
framework. The ability to adapt to different
circumstances allows the team to be prepared for
anything that gets thrown towards them.

* By constantly taking feedback from customers and
ensuring that each aspect of the project is up to the
end user's requirements, teams can significantly
increase their efficiency and effectiveness.

5. Close

e This is the final phase. Teams ensure that the project
gets completed in an orderly manner without any
hitch. The final deliverable is checked against the
updated requirements of the customers and teams
ponder over their mistakes in order to avoid them in
the future.

2.4.1 Agile Project Management with Scrum

SCRUM is a loose set of guidelines that govern the
development process of a product, from its design stages
to its completion. It aims to cure some commen failures of
the typical development process, such as:

e Chaos Due to Changing Requirements: The real or
perceived requirements of a project usually change
drastically from the time the product is designed to
when it is released. Under most product development
methods, all design is done at the beginning of the
project, and then no changes are allowed for or made
when the requirements change,

* Unrealistic Estimates of Time, Cost, and Quality of
the Product: The project management and the
developers tend to underestimate how much time and
resources a project will take, and how much
functionality can be produced within those constraints.
In actuality, this usually cannot be accurately predicted
at the beginning of the development cycle.

Developers are Forced to Lie about how the Project
is Progressing: When management underestimates
the time and cost needed to reach a certain level of
quality, the developers must either lie about how much
progress has been made on the product, or face the
indignation of the management.

Scrum is an Agile framework that supports light weight
processes that emphasize:

1. Incremental deliveries

2. Quality of product

3. Continuous improvements

4. Discovery of people’s potential

Scrum Process Flow

In this process software development life cycle is
divided into small parts known as sprints, which have a
defined period of time for development. After dividing
into parts, the team decides who is going to be
responsible for which part of the sprint. Accordingly, in
the specified time period, the work is carried out. After
the first iteration, Product Owner defines the backlog.
The tasks in the backlog are prioritized by the owner
(sometimes team might be asked to prioritize the
items in the backlog). Then plan is reviewed. The
Scrum Master, Product Owner, and the team are
members of the sprint planning meeting. The size of
each item is determined by the team after the review
meeting. This helps in deciding the items which can be
completed in the current sprint. This is followed by the
work of clearing the backlog. The highest priority items
are completed first and the items with lower priority
are taken into consideration later. Depending on the
policy decided, there might be a daily or a weekly
review meeting. This meeting helps in deciding the
tasks accomplished as well as the next items to be
worked upon. For the items which have not been
completed, the problems are discussed and solutions
are worked upon. Modifications are done to the sprint
backlog either everyday or weekly. This helps create
the burn-down chart where the progress made as
opposed to the time remaining for the sprint to get
over, are charted out. At the end of the sprint, the
progress is displayed.

Finally, the entire team gathers together to review the
sprint and find out what went wrong in the preceding
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sprint and the change of action that needs to be
carried out is also decided. After this starts the next
sprint. The advantage of using this approach for
computer software development is the increase in
productivity. The continuous reviews help in overall
improvement. Better communication is observed
between the customer and the software developing

team. The end result of all this is a superior software

product.
Sprint review
Product backlog ~ Sprint meeting
r‘q—] backlog
= Week — | Release
E E W w

Fig. 2.5 : Scrum Process Flow
Scrum Roles
Product Owner :
Sets the direction of the product
Represents the stakeholders and business
Make sure right features making into the product
backlog

and

Basically responsible for product backlog

prioritization

(ii) Scrum Master :

Make sure project is running smoothly

Sets up the meetings

Monitoring and assessing the project progress
Facilitates the release planning

Responsible to protect the
interferences and clears the way

team from other

(iii) Scrum Team

A cross-functional group of 8-10 people who do the
actual analysis, design, implementation, testing etc,
The team members estimate the task and commit to
delivery

Individuals empowered to take decisions with help of
team members

Interface
Technical

Scrum Team consists of Programmers,
Designers, Testers, Technical Writers,
Architect and Product Owner

3. Scrum Life Cycle
Following steps are followed in scrum based agile software

development:

1.

First the high level requirements are finalized based on
end user perspective/opinions; hence it is called user
stories. These user stories are broken up into tasks till
we will not be able to break them down further. This is
created in a document called as product backlog by
Product Owner in association with customer. All the

staries/ tasks are prioritized.
Daily standup meeting

Sprint review

f Sorint Sprint Sprint
— Planning Sprint cycle restrospective
n backlog
Software
LA —— BN -
Product backlog
? Next sprint cycle |

Fig. 2.6 : Scrum Life Cycle

These tasks after prioritization are divided into sprints.
Each sprint will contain set of tasks. This is done in
sprint planning. The document created is called sprint
backlog.

Now the Sprint process will come in execution phase
where in the scrum team will do mainly
development/testing activities. During sprint execution
phase scrum team daily meets to discuss the progress.
These meetings are facilitated by scrum master. In
these meetings each team members will talk on three
questions i.e. what they have achieved till yesterday,
what they are going to do and are there any
impediments on the way of smooth work progress.

After the end of sprint scrum team will do sprint review
and also sprint retrospectives. This helps in better
planning for next sprints.

After the sprint retrospectives the phase 1 or iteration
1 of the development carried out. It is evaluated with
definition of DONE which is also called as acceptance
criteria. Now the increment 1 of the development
carried out will be demonstrated to the customer and
feedback will be obtained from the customer. The
same feedback will be utilized for next sprints.

The steps 1 to 5 mentioned above are revisited again
in the consecutive sprints. Hence the scrum life cycle is
a continuous process,
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4.

Scrum Product Backlog

The agile product backlog in Scrum is a prioritized
features list, containing short descriptions of all
functionality desired in the product. When applying
Scrum, it's not necessary to start a project with a
lengthy, upfront effort to document all requirements.
Scrum team and its product owner begin by writing
down everything they can think of for agile backlog
prioritization. This agile product backlog is enough for
starting first sprint. The Scrum product backlog is then
allowed to grow and change as more is learned about
the product and its customers.

A typical Scrum backlog comprises the following
different types of items:

> Features

> Bugs

> Technical work

> Knowledge acquisition

Sprint Planning Meeting

In Scrum, the sprint planning meeting is attended by
the product owner, Scrum Master and the entire Scrum
team.

During the sprint planning meeting, the product owner
describes the highest priority features to the team. The
team asks enough questions that they can turn a high-
level user story of the product backlog into the more
detailed tasks of the sprint backlog.

The product owner doesn't have to describe every item
being tracked on the product backlog. A good
guideline is for the product owner to come to the
sprint planning meeting prepared to talk about two
sprint's worth of product backlog items. For example:
suppose a team always finishes five product backlog
items. Their product owner should enter the meeting
prepared to talk about the top 10 priorities.

There are two defined artifacts that result from a sprint
planning meeting:

(i) A sprint goal

(i) A sprint backlog

A sprint goal is a short (one or two sentence)
description of what the team plans to achieve during
the sprint. It is written collaboratively by the team and
the product owner. The following are example sprint
goals on an e-Commerce application:

> Implement basic shopping cart functionality
including add, remove, and update quantities.

> Develop the checkout process: pay for an order,
pick shipping, order gift wrapping, etc.

The sprint goal can be used for quick reporting to

those outside the sprint.

The sprint backlog is the other output of sprint

planning. A sprint backlog is a list of the product

backlog items the team commits to delivering plus the

list of tasks necessary to delivering those product

backlog items. Each task on the sprint backlog is also

usually estimated.

An important point to be discussed is that team selects

how much work they can do in the next sprint.

Sprint Backlog

The Sprint Backlog contains user stories popped off

the top of the Product Backlog during Sprint Planning.

Sprint Backlog generally contains many things which

are not on the Product Backlog, such as:

> Tasks that have been decomposed from the user
stories accepted by the Team for the current
iteration.

> Story points or time estimates for individual tasks.

> Refinements of the "definition of done" as it
relates to a specific story or task.

> Refinements to stories that don't compromise the
Sprint Goal or require the Product Owner to call
for an early termination of the Sprint.

> In-sprint stories or tasks added by the Team to
support the current Sprint Goal.

The Sprint Goal and stories accepted for the current

Sprint are set during Spring Planning, but tasks on the

Sprint Backlog are updated and modified.

Sprint Execution

Sprint execution is the work the Scrum team performs

to meet the sprint goal. It begins after sprint planning

and ends when the sprint review starts. During sprint

planning the team produces a plan for how to achieve

the sprint goal. Most teams create a sprint backlog,

which typically lists product backlog items and their

associated tasks and estimated effort-hours. Execution

focuses on: (here we mean team).
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> All tasks to get to production ready completed?
Did we get done everything that made up our
definition of done?

» Defects affecting acceptance criteria are resolved?
If a defect is found and impacts the acceptance
criteria, do we resolve it?

> Work focused on highest priority stories? Does
the team focus on completing the highest priority
stories first or do we start every story all at once?

> Dependencies, risks and issues identified and acted
upon? If we find a dependency or issue in the
sprint, do we consider its impact and take action to
ensure completion of the highest priority stories
first?

e Focusing on these, however, will greatly increase the
team’s performance and ability to improve time to
market, reduce defects and increase predictability
while implementing agile development.

8. Daily Scrum Meeting

Each day during the sprint, a project team communication

meeting occurs. This is called a Daily Scrum (meeting) and

has specific guidelines:

e All members of the development team come prepared
with the updates for the meeting.

* The meeting starts precisely on time even if some
development team members are missing.

+ The meeting should happen at the same location and
same time every day.

s The meeting length is set (time-boxed) to 15 minutes.

¢ All are welcome, but normally only the core roles
speak.

During the meeting, each team member answers three

questions:

(i) What have you done since yesterday?

(i) What are you planning to do today?

(iii) Any obstacle/uncertain blocks?

Any obstacle/uncertain block identified in this meeting is

documented by the Scrum Master and worked towards

resolution outside of this meeting. No detailed discussions
shall happen in this meeting.

9. Maintaining Sprint Backlog and Burndown Chart

* The sprint backlog is a list of tasks identified by the
Scrum team to be completed during the Scrum sprint.
During the sprint planning meeting, the team selects
some number of product backlog items, usually in the
form of user stories, and identifies the tasks necessary

to complete each user story. Most teams also estimate
how many hours each task will take someone on the

team to complete.

It's critical that the team selects the items and size of
the sprint backlog. Because they are the people
committing to completing the tasks, they must be the
people to choose what they are committing to during
the Scrum sprint.

The sprint backlog is commenly maintained as a
spreadsheet, but it is also possible to use defect
tracking system or any of a number of software
products designed specifically for Scrum or agile. An
example of a sprint backlog in a spreadsheet looks like

this:

User Story Tasks Day | Day | Day | Day | ......
0 2 M I
Users high | Design.... 6 | 5| 6 | 4
priamy Code.... 6 | 8 | 6
s 4 | 3| 4
MeetCustomer... | 4 | 2 | 4 | 4
Users Design solution... 6 6 6 6
modification | |0 4ate code... 8 | 6 | 8 |8
Write test plan. .. 4 4 4 4
Get feedback. . 4 | 4| 4| 4

During the Scrum sprint, team members are expected
to update the sprint backlog as new information is
available, but minimally once per day. Many teams will
do this during the daily scrum. Once each day, the
estimated work remaining in the sprint is calculated
and graphed by the Scrum Master, resulting in a sprint

burn-down chart like this one:
)

1,000

Hours
i
(=]
o

20/313 2713113 4/413 11/4/13 18/4/113
Fig. 2.7 : Sprint Burndown Chart
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The sprint burndown chart is a publicly displayed chart
showing remaining work in the sprint backlog.
Updated every day, it gives you simple view of the
sprint progress.

Sprint burndown chart is one of the agile tools used by
scrum teams to monitor and assess progress in a
sprint, adding additional scope in the middle of the
sprint shows in the sprint burndown chart. Similarly,
de-scoping of the work is also reflected in the sprint
burndown chart. Velocity of the team can be related to
the gradient of the burndown chart or numbers of
hours of work completed daily by the team

Let's take an example using the sprint burndown chart
above. As you can see, the team in this scenario pulled
in too much work initially into the sprint backlog, and
still had nearly 600 hours to go on 27/3/13. Let's say in
this case, the product owner was consulted and agreed
to remove some work from the sprint. This resulted in
the big drop on the chart between 27/3/13 (619 hours)
and 28/3/13. From there, the team made consistent
progress and finished the Scrum sprint successfully.

10. Sprint Review and Retrospective

Sprint Review is for everyone involved, especially
stakeholders, to inspect where the project is and
discuss how to adapt as needed. Sprint review revolves
around what was built the “shippable product
increment” produced in the last sprint and the overall
product, not how it was produced. It is good if Product
Owner “represents” stakeholders.

Sprint Retrospective is primarily for the team to
inspect their last sprint, concentrating less on what was
done than on how it was done, and then adapt their
way of work. It is better not to include management for
But said that an overall
retrospective on the project or on a longer chunk of it
(like a quarter or half a year) that would include
management may make sense, but it would not
necessarily include all team members (if you have
many teams that would make it even impossible to
do). Such a retrospective would concentrate on “big
picture” and could be very beneficial - if there is of
course a right atmosphere within company for people
to be honest enough in such a retrospective for results
to be useful.

retrospective, having

12.5 SCALING AGILE METHODS

Agile methods have proved to be successful for small
and medium sized projects that can be developed by a
small co-located team, It is sometimes argued that the
success of these methods comes because of improved
communications which is possible when everyone is
working together. Scaling up agile methods involves
changing these to cope with larger, longer projects
where there are multiple development teams, perhaps
working in different locations.

Two perspectives on scaling of agile methods:
1. ‘Scaling Up'

Using agile methods for developing large software
systems that cannot be developed by a small team. For
large systems development, it is not possible to focus
only on the code of the system; you need to do more
up-front design and system documentation. Cross-
team communication mechanisms have to be designed
and used, which should involve regular phone and
video conferences between team members and
frequent, short electronic meetings where teams
update each other on progress. Continuous
integration, where the whole system is built every time
any developer checks in a change, is practically
impossible; however, it is essential to maintain
frequent system builds and regular releases of the
system.

'Scaling Out’

How agile methods can be introduced across a large
organization with many years of software development
experience. Project managers who do not have
experience of agile methods may be reluctant to
accept the risk of a new approach. Large organizations
often have quality procedures and standards that all
projects are expected to follow and, because of their
bureaucratic nature, these are likely to be incompatible
with agile methods. Agile methods seem to work best
when team members have a relatively high skill level.
However, within large organizations, there are likely to
be a wide range of skills and abilities. There may be
cultural resistance to agile methods, especially in those
organizations that have a long history of using
conventional systems engineering processes.
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Practical Problems with Agile Methods Embrace Prioritizing changes can be extremely difficult,

* In some areas, particularly in the development of change especially in systems for which there are many
software products and apps, agile development has stakeholders. Typically, each stakeholder gives
been incredibly successful. It is by far the best different priorities to different changes.
approach to use for this type of system. However, agile | || \oonn Rapid iterations and short-term planning for
methods may not be suitable for other types of delivery development does not always fitin with the
software development, such as embedded systems longer-term planning cycles of business planning
engineering or the development of large and complex and marketing. Marketing managers may need to
systems. know product features several months in

* For large, long-lifetime systems that are developed by advance to prepare an effective marketing
a software company for an external client, using an campaign.
aglle approach presrents o numbter of problers. Maintain Under pressure from delivery schedules, team
> The informality of agile development is simplicity members may not have time to carry out

incompatible with the legal approach to contract desirable system simplifications.
definition that is commonly used in large
companies, People, not Individual team members may not have suitable
> Agile methods are most appropriate for new process per‘sonallﬁes for the intense involvement that is
software development rather than for software .lyplcalofaglie shods end herstore may; it
. v . interact well with other team members.
maintenance. Yet the majority of software costs in

large companies come from maintaining their
existing software systems.
> Agile methods are designed for small co-located
teams, yet much software development now
involves worldwide distributed teams.
Moreover, where maintenance involves a custom
system that must be changed in response to new
business requirements, there is no clear consensus on
the suitability of agile methods for software
maintenance Three types of problems can arise;
1. Lack of product documentation
2. Keeping customers involved
3. Development team continuity

Table 2.2
Principle Practice
Customer This depends on having a customer who is
involvement

willing and able to spend time with the
development team and who can represent all
system stakeholders. Often, customer
representatives have other demands on their
time and cannot play a full part in the software
development. Where there are external
slakeholders, such as regulators, it is difficult to
represent their views to the agile team.

Agile and Plan-Driven Methods

Agile fundamentals: Flexible planning, frequent system
releases, continuous  integration,  test-driven
development and good team communications.

The informality of agile development is incompatible
with the legal approach to contract definition that is
commonly used in large companies.

Agile methods are most appropriate for new software
development rather than software maintenance, Yet
the majority of software costs in large companies come
from maintaining their existing software systems.

Agile methods are designed for small co-located teams
yet much software development involves
worldwide distributed teams.

now

Most software contracts for custom systems are based
around a specification, which sets out what has to be
implemented by the system developer for the system
customer.

It is not therefore possible to interleave specification
and development as recommended in agile
development.

A contract that pays for developer time rather than
functionality is seen as a high risk by many legal
departments because what has to be delivered cannot
be guaranteed.
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Are systems that are developed wusing an agile
approach maintainable, given the emphasis in the
development process of minimizing formal
documentation?

Can agile methods be used effectively for evolving a
system in response to customer change requests?

If agile methods are to be successful, they have to
support maintenance as well as original development.
Agile development relies on the development team
knowing and understanding what has to be done. For
long-lifetime systems, this is a real problem as the
original developers will not always wark on the system.
Scaling agile requires a mix of agile and plan-based
development.

Is it important to have a very detailed specification and
design before moving to implementation? If so, you
probably need to use a plan-driven approach.

Are customer representatives available and willing to
work closely with the development team?

How large is the system that is being developed?

¢« Agile methods minimize documentation but
documentation may be essential for distributed teams.
System Team
I I I |
Type Lifetime Technology Distribution
| |
Scale Regulation Competence
Organization
| [
Contracts Delivery
Culture

Fig. 2.8 : Agile and plan-based factors
Agile methods are most effective a relatively small co-

located team who can communicate informally.

Systems that require a lot of analysis before
implementation need a fairly detailed design to carry
out this analysis.

Long-lifetime systems require documentation to
communicate the intentions of the system developers

to the support team.

If a system is regulated you will probably be required
to produce detailed documentation as part of the
system safety case.

It is sometimes argued that agile methods require
higher skill levels than plan-based approaches in which
programmers simply translate a detailed design into
code.

Design documents may be required if the team is
distributed.

IDE support for collaborative work is essential for
distributed teams.

Can the organization adapt to different kinds of
development contract or does the contracts
department insist on standardization?

Does the culture support individual initiative which is
an inherent part of agile development?
Do customers want incremental
involvement in the process?

delivery and

Agile Methods for Large Systems
System of Brownfield Diverse
systems development stakeholders
Large Software System
Prolonged System Regulatory
procurement Configuration constraints

Fig. 2.9: Factors in large systems

Large systems are usually collections of separate,
communicating systems, where separate teams
develop each system. These teams may be working in
different places, sometimes in different time zones.
Changing systems that are part of an SoS may be
impossible as this may affect their principal purpose.
There can't be a single stakeholder representative and
many stakeholders may have to be involved in
requirements refinement.

Large systems are 'brown field systems’, that is they

include and interact with a number of existing systems.
Many of the system requirements are concerned with
this interaction and so don't really lend themselves to
flexibility and incremental development.

Large systems wusually have a diverse set of
stakeholders. It is practically impossible to involve all of
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these different stakeholders in the development
process.

e large systems and their development processes are
often constrained by external rules and regulations
limiting the way that they can be developed.

s Requlators may be able to stop a non-compliant
system being deployed and used.

* Regulation and compliance issues apply to non-critical
as well as safety-critical systems.

* Following defined processes or using particular
methods may be required by the regulator where
several systems are integrated to create a system, a
significant fraction of the development is concerned
with system configuration rather than original code
development. Partial configuration may be impossible
as it may not implement the required user
functionality.

e Incremental development by configuration

therefore be impossible. Large systems have a long

may

procurement and development time. It is difficult to
maintain coherent teams who know about the system
over that period as, inevitably, people move on to
other jobs and projects. Approaches to scaling agile
methods for large systems all focus on integrating
agile methods into plan- based approaches
IBM’s Agility at Scale Model

Agility at scale

Disciplined agile delivery where scaling factors apply :

Large term size Geographic distribution

Regulatory Compliance Domain complexity

Organization distribution Technical complexity
Organizational complexity  Enterprise discipline

Agility at
scale

Disciplined
agile delivery

Core agile development
Value-driven life-cycle
Soft-organizing terms
focus on construction

Disciplined agile delivery
Risk+value driven life-cycle
Self-organizing with appropriate
governance framework
full delivery life-cycle

Fig. 2.10

Core Agile Development

* Maintaining agile principles where focus
customer value, implementation rather
documentation and team responsibility

Disciplined Agile Delivery

= Elements of plan-based development introduced.
More focus on risk and recognition of documentation
requirements

Agility at Scale

* Recognition of importance of complexity and
complexity management
> A completely incremental approach to

requirements engineering is impossible.

is on
than

> There needs to be a complete overall picture of the
system requirements that may then be refined by
stakeholder representatives

> There cannot be a single product owner or
customer representative.

> For large systems development, it is not possible
to focus only on the code of the system.

> Cross-team communication mechanisms have to
be designed and used,

‘!’

Continuous integration is practically impossible.
However, it is essential to maintain frequent
system builds and regular releases of the system.

* Using agile methods for large systems engineering
means integrating agile practices with the engineering
practices used in large systems development

[2.6 REQUIREMENTS ENGINEERING |

e The requirements for a system are the descriptions of
the services that a system should provide and the
constraints on its operation. These requirements reflect
the needs of customers for a system that serves a
certain purpose such as controlling a device, placing an
order, or finding information. The process of finding
out, analyzing, documenting and checking these
services and constraints is called Requirements
Engineering (RE).

* Some of the problems that arise during the
requirements engineering process are a result of failing
to make a clear separation between these different
levels of description.

e | distinguish between them by using the term user

requirements to mean the high-level abstract
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requirements and system requirements to mean the
detailed description of what the system should do.

User requirements and system requirements may be
defined as follows:

> User requirements are statements, in a natural
language plus diagrams, of what services the
system is expected to provide to system users and
the constraints under which it must operate. The
user requirements may vary from broad
statements of the system features required to
detailed, precise descriptions of the system
functionality.

> OSystem requirements are more detailed
descriptions of the software system's functions,
services, and operational constraints. The system
requirements document (sometimes called a
functional specification) should define exactly what
is to be implemented. It may be part of the
contract between the system buyer and the
software developers.

Functional and Non-Functional Requirements

Software system requirements are often classified as
functional or non-functional requirements:

Functional Requirements:

These are the requirements that the end user
specifically demands as basic facilities that the system
should offer. All these functionalities need to be
necessarily incorporated into the system as a part of
the contract. These are represented or stated in the
form of input to be given to the system, the operation
performed and the output expected. They are basically
the requirements stated by the user which one can see
directly in the final product, unlike the non-functional
requirements,

Non-Functional Requirements:

These are the constraints or the requirements imposed
on the system. They specify the quality attribute of the
software. Non-Functional Requirements deal with
issues like scalability, maintainability, performance,
portability, security, reliability, and many more. Non-
Functional Requirements address vital issues of quality
for software systems. If NFRs not addressed properly,
the results can include:

> Users, clients, and developers are unsatisfied.

> Inconsistent software,

> Time and cost overrun to fix the software which
was prepared without keeping NFRs in mind.

Types of Non-Functional Requirement :

1. Scalability

2. Reliability

3. Regulatory

4. Maintainability
5. Serviceability
6. Utility

7. Security

8. Manageability
9. Data integrity
10. Capacity

11. Regulatory
12. Availability
13. Usability

14. Interoperability

15. Environmental

These can be Classified as :

1. Performance Constraints : Reliability, security,
response time, etc,

2. Operating Constraints These include physical
constraints (size, weight), personnel availability, skill
level  considerations, system accessibility for
maintenance, etc.

3. Interface Constraints : These describe how the system
is to interface with its environment, users, and other
systems. For example, user interfaces and their
qualities (e.g., user-friendliness).

4. Economic Constraints : Immediate and/or long-term
costs.

5. Lifecycle Requirements : Quality of the design:

These measured in terms such as maintainability,
enhance ability, portability.

Advantages of Non-Functional Requirement :

They ensure the software system follows legal and
adherence rules.

They specify the quality attribute of the software.

They ensure the reliability, availability, performance,
and scalability of the software system

They help in constructing the security policy of the
software system.,
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e They ensure good user experience, ease of operating

the software, and minimize the cost factor.

Disadvantages of Non-Functional Requirement :

* The nonfunctional requirement may affect the various

high-level software subsystem.

» They generally increase the cost as they require special
consideration during the software architecture/high-

level design phase.

It is difficult to change or alter non-functional
requirements once you pass them to the architecture .

System shutdown in case 2. The processing of each
of a cyber attack. request should be done
within 10 seconds

A Verification email is sent | 3. The site should load in 3

to user whenever he/she seconds when the number
registers for the first time on of simultaneous users are
some software system. > 10000

2.7 THE SOFTWARE REQUIREMENTS

DOCUMENT

phase.
Table 2.3
Functional Requirements Non Functional Requirements
A functional requirement defines | A non-functional requirement
a system or its component. defines the quality attribute of a
software system.

It specifies "Whal should the
software system do?”

It places conslrainis on "How
should the software system fuffill
the functional requirements?”

Functional requirement Is

Non-functional requirement is

specified by technical peoples

specified by User.
e.g. Architect, Technical leaders
and software developers.

Itis mandatory. It is not mandatory.

Itis captured as a quality

The software requirements document is the official
statement of what is required of the system developers.
Should include both a definition of user requirements
and a specification of the system requirements.

It is NOT a design document. As far as possible, it
should set of WHAT the system should do rather than
HOW it should do it.

Agile Methods and Requirements

argue that producing a

Many agile methods
is a waste of time as

requirements document
requirements change so quickly.

The document is therefore always out of date.

Methods such as XP use incremental requirements
engineering and express requirements as ‘user stories’
This is practical for business systems but problematic
for systems that require a lot of pre-delivery analysis
(e.g. critical systems) or systems developed by several

teams.

It is captured in use case.
attribute. [“Specily the requirements and
System read them to check that they
Defined at a component level. | Applied to a system as a whole, S ustomale > :’p:';;‘gﬁl?;ﬁﬁ‘;’:““‘e’s
. . . i is.
Helps you verify the functionality | Helps you to verify the requTemens
of the software. performance of the software. ;li’::umr:? ?o"gfa":l"ﬁu for
A . 0 anage:s the system and to plan the
Functional Testing like System, | Non-Functional Testing like system development process.
Integration, End to End, API Performance, Stress, Usability, =
lesting, efc are done. Security testing, etc are done. System % :get;?aﬁmea’?:;;f;; e
ongineers to be developed.
Usually easy to define. Usually more difficult to define.
Use the requirements to
System test g
Example Example g » develop validation tests for
P P SHN6os the system.
1. Authentication of user 1. Emails should be sent with e Use the requirements o
slem
whenever he/she logs into a latency of no greater than main!;enance :;;dferlsat;;:;’:"; :ﬁ&";::ﬁs
the system, 12 hours from such an ghynons parts.
activity. Fig. 2.11: Users of Requirements Document
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The requirements document has a diverse set of users,
ranging from the senior management of the
organization that is paying for the system to the
engineers responsible for developing the software.
Fig. 2.11 shows possible users of the document and
how they use it.

Requirements Document Variability:

Information in requirements document depends on
type of system and the approach to development used.
Systems developed incrementally will, typically, have less
detail in the requirements document.
Requirements documents standards
designed eg. IEEE standard. These are mostly
applicable to the requirements for large systems
engineering projects.

have been

Table 2.4 : The Structure of a Requirements Document

System
requirements
specification

This describes the functional and nonfunctional
reguirements in more detail. If necessary, further
detail may also be added to the nonfunctional
requirements. Interfaces to other systems may be
defined.

System models

This chapler includes graphical system models
showing the relationships between the system
components and the system and its environment.
Examples of possible models are object models,
data-flow models, or semantic data models.

System
evolution

Chapter Description

This describes the fundamental assumptions on
which the system is based, and any anticipated
changes due to hardware evolution changing
user needs, and so on. This section is useful for
system designers as it may help them avoid
design decisions that would constrain likely future
changes to the system.

Preface

This defines the expected readership of the
document and describe its version history,
including a rationale for the creation of a new
version and a summary of the changes made in
each version.

Appendices

Introduction

This describes the need for the system. It should
briefly describe the system's functions and
explain how it will wark with other systems. It
should also describe how the system fits into the
overall business or strategic objectives of the
organization commissioning the software.

These provide detailed, specific information that
is related to the application being developed for
example, hardware and database descriptions.
Hardware requirements define the minimal and
optimal configurations for the system. Database
requirements define the logical organization of
the data used by the system and the
relationships between data.

Index Several indexes to the document may be

Glossary

This defines the technical terms used in the
document. You should not make assumptions
about the experience or expertise of the reader.

User Here, you describe the services provided for the
requirements
definition

user. The nonfunctional system requirements
should also be described in this section. This
description may use natural language, diagrams,
or other notations that are understandable to
customers. Product and process standards that
must be followed should be specified.

System
architecture

This chapter presents a high-level overview of

the anticipated system architecture, showing the
distribution of functions across system modules.
Architectural components that are reused should

included. As well as a normal alphabetic index,
there may be an index of diagrams, an index of
functions, and so on.

be highlighted.

Software Requirement Specification SRS is a document
created by the system analyst after the requirements
are collected from various stakeholders.

SRS defines how the intended software will interact
with hardware, external interfaces, speed of operation,
response time of system, portability of software across
various platforms, maintainability, speed of recovery
after crashing, Security, Quality, Limitations etc.

The requirements received from client are written in
natural language. It is the responsibility of system
analyst to document the requirements in technical
language so that they can be comprehended and
useful by the software development team.
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SRS should Come up with Following Features: i
o ‘ 9 - Design This approach uses a language like a
ser requirements are expressed in natural language. description programming language, but with more abstract
* Technical requirements are expressed in structured languages features to specify the requirements by defining
language, which is used inside the organization. an operational madel of the system. This
* Design description should be written in pseudo code. approach is now rarely used although it can be
* Format of Forms and GUI screen prints. useful for interface specifications.
* Conditional and mathematical notations for DFDs etc. Graphical Graphical models, supplemented by text
B-ﬂ REQUIREMENTS SPECIFICATION ‘l notations annotations, are used to define the functional
* The process of writing down the user and system raquiremer;tis SO SR Ak s oo
requirements in a requirements document, SEQLENce CoOTATs a7 commonly used
* User requirements have to be understandable by end- Mathlemapcal el St v sl n e Sromi
users’ andt customars who. do. ot here a Sechrical specifications concepts such as finite-state machines or sets.

background.

* System requirements are more detailed requirements
and may include more technical information.

* The requirements may be part of a contract for the
system development.

¢ It is therefore important that these are as complete as
possible.

Requirements and Design

s In principle, requirements should state what the system
should do and the design should describe how it does
this.

* In practice, requirements and design are in separable
> A system architecture may be designed to structure

the requirements;
> The system may inter-operate with other systems
that generate design requirements;
> The use of a specific architecture to satisfy non-
functional requirements may be a domain
requirement.
> This may be the consequence of a regulatory
requirement.

Table 2.5: Ways of Writing a System Requirements

Specification
Description

The requirements are written using numbered

sentences in natural language.

Each sentence should express one requirement.

Notation
Natural language

The requirements are written in natural language
on a standard form or template. Each field
provides information about an aspect of the
requirement.

Structured
natural language

Although these unambiguous specifications can
reduce the ambiguity in a requirements
document, most customers don't understand a
formal specification. They cannot check that it
represents what they want and are reluctant to
accept it as a syslem contract.

1. Natural Language Specification

* Requirements are written as natural language

sentences supplemented by diagrams and tables.

* Used for writing requirements because it is expressive,
intuitive and universal. This means that the requirement
scan be understood by users and customers.

Guidelines for Writing Requirements

To minimize misunderstandings when writing natural
language requirements, follow these simple guidelines:

e Invent a standard format and ensure that all
requirement definitions adhere to that format.
Standardizing the format makes omissions less likely
and requirements easier to check. 1 suggest that,
wherever possible, you should write the requirement in
one or two sentences of natural language.

e Use language consistently to distinguish between
mandatory and desirable requirements. Mandatory
requirements are requirements that the system must
support and are usually written using "shall.” Desirable
requirements are not essential and are written using
“should.”

e Use text highlighting (bold, italic, or color) to pick out
key parts of the requirement.

e« Do not assume that readers understand technical,
software engineering language. It is easy for words

such as ‘“architecture” and “module” to be
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misunderstood. Wherever possible, you should avoid
the use of jargon, abbreviations, and acronyms.
Whenever possible, you should try to associate a
rationale with each user requirement. The rationale
should explain why the requirement has been included
and who proposed the requirement (the requirement
source), so that you know whom to consult if the
requirement has to be changed. Requirements
rationale is particularly useful when requirements are
changed, as it may help decide what changes would be
undesirable

Structured Specifications

An approach to writing requirements where the
freedom of the requirements writer is limited and
requirements are written in a standard way.

This works well for some types of requirements e.g.
requirements for embedded control system but is
sometimes too rigid for writing business system
requirements.

When a standard format is used for specifying
functional requirements, the following information
should be included:

> A description of the function or entity being
specified.

A description of its inputs and the origin of these
inputs.

Y

> A description of its outputs and the destination of
these outputs.

> Information about the information needed for the

computation or other entities in the system that

are required (the “requires” part).

A description of the action to be taken.

Y

If a functional approach is used, a precondition
setting out what must be true before the function
is called, and a post condition specifying what is
true after the function is called.

A description of the side effects (if any) of the
operation.

\r’

‘."

Example 1 : Form-Based Specifications

Definition of the function or entity.
Description of inputs and where they come from.
Description of outputs and where they go to.

Information about the information needed for the
computation and other entities used.

Description of the action to betaken.
Pre and post conditions (if appropriate).
The side effects (if any) of the function.

Example 2 :Tabular Specification

Used to supplement natural language.

Particularly useful when you have to define a number of
possible alternative courses of action,

For example, the insulin pump systems bases its
computations on the rate of change of blood sugar
level and the tabular specification explains how to
calculate the insulin requirement for different scenarios.

2.9 REQUIREMENTS ENGINEERING

PROCESSES

1

Requirement Engineering is the process of defining,
documenting and maintaining the requirements. It is a
process of gathering and defining service provided by
the system. Requirements Engineering Process consists
of the following main activities:

1. Requirements elicitation

2. Requirements specification

3. Requirements verification and validation
4, Requirements management
Requirements Elicitation:

« It is related to the various ways used to gain knowledge

2,

about the project domain and requirements. The
various sources of domain knowledge include
customers, business manuals, the existing software of
same type, standards and other stakeholders of the
project.

The techniques used for requirements elicitation
include interviews, brainstorming, task analysis, Delphi
technique, prototyping, etc. Elicitation does not
produce formal models of the requirements
understood. Instead, it widens the domain knowledge
of the analyst and thus helps in providing input to the
next stage.

Requirements Specification:

This activity is used to produce formal software
requirement models. All the requirements including
the
requirements and the constraints are specified by
these models in totality. During specification, more
knowledge about the problem may be required which

the functional as well as non-functional
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can again trigger the elicitation process.
The models used at this stage include ER diagrams,
Data Flow Diagrams (DFDs), Function Decomposition
Diagrams (FDDs), data dictionaries, etc.
Requirements Verification and Validation:
Verification: It refers to the set of tasks that ensures
that the software correctly implements a specific
function.
Validation: It refers to a different set of tasks that
ensures that the software that has been built is
traceable to customer requirements. If requirements
are not validated, errors in the requirement definitions
would propagate to the successive stages resulting in a
lot of modification and rework.
The main steps for this process include:
> The requirements should be consistent with all the
other reguirements ie. no two requirements
should conflict with each other.
> The requirements should be complete in every
sense.
> The requirements should be practically achievable.
Reviews, buddy checks, making test cases, etc. are
some of the methods used for this.
Requirements Management:
Requirement management is the process of analyzing,
documenting, tracking, prioritizing and agreeing on
the requirement and controlling the communication to
relevant stakeholders. This stage takes care of the
changing nature of requirements. It should be ensured
that the SRS is as modifiable as possible so as to
incorporate changes in requirements specified by the
end users at later stages too. Being able to modify the
software as per requirements in a systematic and
controlled manner is an extremely important part of
the requirements engineering process.
Requirements engineering is an iterative process in
which the activities are inter leaved. Fig. 212 shows
this interleaving. The activities are organized as an
iterative process around a spiral. The output of the RE
process is a system requirements document. The
amount of time and effort devoted to each activity in
an iteration depends on the stage of the overall
process, the type of system being developed, and the
budget that is available.

System requirements
specification and modeling

Requirements
specification

User requirements
specification

System i
requirements re?l :i?ler:::?'nw
elicitation Specification

Requiremenls

requirement validation

elicitation

User
requirements
elicitation

requirements
document

Fig. 2.12 : A spiral view of the requirements

engineering process

e Early in the process, most effort will be spent on

understanding high-level business and non-functional

requirements, and the user requirements for the

system. Later in the process, in the outer rings of the

spiral, more effort will be devoted to eliciting and

understanding the non-functional requirements and
more detailed system requirements.

2.10 REQUIREMENTS ELICITATION AND
ANALYSIS

e The aims of the requirements elicitation process are to

understand the work that stakeholders do and how
they might use a new system to help support that
work.

* During requirements elicitation, software engineers
work with stakeholders to find out about the
application domain, work activities, the services and
system features that stakeholders want, the required
performance of the system, hardware constraints, and
so on. Eliciting and understanding requirements from
system stakeholders is a difficult process for several
reasons:

> Stakeholders often don't know what they want

from a computer system except in the most
it difficult to
articulate what they want the system to do; they
may make unrealistic demands because they don't

general terms; they may find

know what is and isn't feasible.
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> Stakeholders in a system naturally express
requirements in their own terms and with implicit
knowledge of their own work. Requirements
engineers, without experience in the customer's
domain, may not understand these requirements.

> Different stakeholders, with diverse requirements,
may express their requirements in different ways.
Requirements engineers have to discover all
potential sources of requirements and discover
commonalities and conflict.

> Political factors may influence the requirements of
a system. Managers may demand specific system
requirements because these will allow them to
increase their influence in the organization,

> The economic and business environment in which
the analysis takes place is dynamic. It inevitably
changes during the analysis process. The
importance of particular requirements may
change. New requirements may emerge from news
take holders who were not originally consulted.

1. Requirements
discovery and
understanding

2. Requirements
classification and
organization

4. Requirements
dcoumentation

3. Requiremenis
prioritization and
negotiation

4

Fig. 2.13: Requirements elicitation and analysis process
Each organization will have its own version or
instantiation of this general model, depending on local
factors such as the expertise of the staff, the type of
system being developed, and the standards used.

The process activities are:

1.

Requirements Discovery and Understanding

This is the process of interacting with stakeholders of
the system to discover their requirements. Domain
requirements from stakeholders and documentation
are also discovered during this activity.

Requirements Classification and Organization

This activity takes the unstructured collection of
requirements, groups related requirements and

organizes them into coherent clusters.

3. Requirements Prioritization and Negotiation

s Inevitably, when multiple stakeholders are involved,
requirements will conflict. This activity is concerned
with prioritizing requirements and finding and
resolving requirements conflicts through negotiation.
Usually, stakeholders have to meet to resolve
differences and agree on compromise requirements.

4. Requirements Documentation

* The requirements are documented and input into the
next round of the spiral. An early draft of the software
requirements documents may be produced at this
stage, or the requirements may simply be maintained
in formally on whiteboards, wikis, or other shared
spaces.

* Fig. 213 shows that requirements elicitation and
analysis is an iterative process with continual feedback
from each activity to other activities. The process cycle
starts with requirements discovery and ends with the
requirements documentation,

¢ The analyst's understanding of the requirements
improves with each round of the cycle. The cycle ends
when the requirements document has been produced.

2.10.1 Requirements Elicitation Techniques

1. Interviews

* Interviews are probably the most traditional and
commonly used technique for requirements elicitation.

* Human based social activities, they are inherently
informal and their effectiveness depends greatly on the
quality of interaction between the participants.

* Provide an efficient way to collect large amounts of
data quickly.

* The results of interviews, such as the usefulness of the
information gathered, can vary significantly depending
on the skill of the interviewer

* Three types of interviews :
(i) Unstructured interviews.
(ii) Structured interviews.
(ili) Semi structured interviews.

The latter generally representing a combination of the
former two.
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Unstructured Interviews

Do not follow a predetermined agenda or list of
questions

There is the risk that some topics may be completely
neglected

Focus in too much detail on some areas

Best applied for exploration when there is a limited

understanding of the domain, or as a precursor to
more focused and detailed structured interviews.

Structured Interviews

Conducted using a predetermined set of questions.
The success of structured interviews depends on

> Knowing what are the right questions to ask,
= When should they be asked, and
> Who should answer them.

Templates that provide guidance on structured
interviews for requirements elicitation such as used
Although structured interviews tend to limit the

investigation of new ideas, they are generally

considered to be rigorous and effective.

Ethnography

Ethnography being the study of people in their natural
setting, involves the analyst actively or passively
participating in the normal activities of the users over
an extended period of time whilst collecting
information on the operations being performed.

These techniques are especially useful when
addressing contextual factors such as usability, and
when investigating collaborative work settings where
the understanding of interactions between different
users with the system is paramount.

In practice, ethnography is particularly effective when

the need for a new system is a result of existing

problems with processes and procedures, and in
identifying social patterns and complex relationships
between human stakeholders.

Ethnography is particularly effective for discovering

two types of requirements:

(i) Requirements derived from the way in which
people actually work, rather than the way in which
business process definitions say they ought to
work. In practice, people never follow formal
processes. For example, air traffic controllers may
switch off a conflict alert system that detects

aircraft with intersecting flight paths, even though
normal control procedures specify that it should be
used. The conflict alert system is sensitive and
issues audible warnings even when planes are far
apart. Controllers may find these distracting and
prefer to use other strategies to ensure that planes
are not on conflicting flight paths.

(i) Requirements derived from cooperation and
awareness of other people's activities. For example,
Air Traffic Controllers (ATCs) may use an awareness
of other controllers’ work to predict the number of
aircraft that will be entering their control sector.
They then maodify their control strategies
depending on that predicted workload. Therefore,
an automated ATC system should allow controllers
in a sector to have some visibility of the work in
adjacent sectors,

Ethnography can be combined with the development
of a system prototype. The ethnography informs the
development of the prototype so that fewer prototype
refinement cycles are required. Furthermore, the
prototyping focuses the ethnography by identifying
problems and questions that can then be discussed
with the ethnographer. He or she should then look for
the answers to these questions during the next phase
of the system study.

Ethnographic Debriefing Focused
analysis meetings ethnography
¥ 1
Prototype
evaluation
Generic system| System
development "| protoyping

Fig. 2.14 : Ethnography and prototyping for requirements
analysis

Ethnography is helpful to understand existing systems,
but this understanding does not always help with
innovation. Innovation is particularly relevant for new
product development. Commentators have suggested
that Nokia used ethnography to discover how people
used their phones and developed new phone models
on that basis; Apple, on the other hand, ignored
current use and revolutionized the mobile phone
industry with the introduction of the iPhone.
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Scenarios

Scenarios are narrative and specific descriptions of
current and future processes including actions and
interactions between the users and the system.

Like use cases, scenarios do not typically consider the
internal structure of the system, and require an
and their

incremental interactive approach to

development.

structured and rigorous approaches to requirements
elicitation using scenarios including: CREWS, The
Inquiry Cycle, SBRE and Scenario Plus

Very useful for understanding and validating

requirements, as well as test case development.

[2.11 REQUIREMENTS VALIDATION

|

Requirements validation is the process of checking that
requirements define the system that the customer
really wants. It overlaps with elicitation and analysis, as
it is concerned with finding problems with the
requirements. Requirements validation is critically
important because errors in a requirements document
can lead to extensive rework costs when these
problems are discovered during development or after

the system is in service,

The cost of fixing a requirements problem by making a
system change is usually much greater than repairing
design or coding errors. A change to the requirements
usually means that the system design and
implementation must also be changed.

Furthermore, the system must then be retested.
During the requirements validation process, different

types of checks should be carried out on the
requirements in the requirements document.

These checks include:
Validity Checks

These check that the requirements reflect the real
needs of system Because of changing
circumstances, the user requirements may have
changed since they were originally elicited.

users.

Consistency Checks

Requirements in the document should not conflict.
That is, there should not be contradictory constraints
or different descriptions of the same system function.

Completeness Checks

The
requirements that define all

should
functions

include
the

requirements  document
and
constraints intended by the system user.

Realism Checks

By using knowledge of existing technologies, the
requirements should be checked to ensure that they
can be implemented within the proposed budget for
the system. These checks should also take account of
the budget and schedule for the system development.

Verifiability
To reduce the potential for dispute between customer

and contractor, system requirements should always be
written so that they are verifiable.

This means that you should be able to write a set of
tests that can demonstrate that the delivered system

meets each specified requirement.

A number of requirements validation techniques can
be used individually or in conjunction with one
another:

> Requirements Reviews : The requirements are
analyzed systematically by a team of reviewers
who check for errors and inconsistencies.

This

executable model of a system and using this with

> Prototyping : involves developing an
end-users and customers to see if it meets their
needs and expectations. Stakeholders experiment
with the system and feed back requirements

changes to the development team.

> Test-Case Generation: Requirements should be
testable. If the tests for the requirements are
devised as part of the validation process, this often
reveals requirements problems. If a test is difficult
or impossible to design, this usually means that
the requirements will be difficult to implement and
should be reconsidered. Developing tests from the
user requirements before any code is written is an
integral part of test-driven development.
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[2.12 REQUIREMENTS MANAGEMENT

Requirements management is a systematic approach
to eliciting, organizing, and documenting the
requirement of the system, and a process that
establishes and maintains agreement between the
customer and the project team on the changing
system.  Reguirements

activities intended to

requirements of  the

management includes all

maintain the integrity and accuracy of expected
requirements.
> Manage changes to agreed requirements

Manage changes to baseline (increments)

Keep project plans synchronized with requirements

vV YV ¥

Control versions of individual requirements and

versions of requirements documents

v

Manage relationships between requirements

Managing the dependencies between the
requirements document and other documents

produced in the systems engineering process

‘!

> Track requirements status

> Requirements Identification : Each requirement
must be uniquely identified so that it can be cross-
referenced with other requirements and used in
traceability assessments.

> A Change Management Process : This is the set
of activities that assess the impact and cost of
changes. I discuss this process in more detail in the
following section.

> Traceability Policies : These policies define the

relationships between each requirement and
between the requirements and the system design
that should be recorded. The traceability policy
should also define how these records should be

maintained.

> Tool Support :
involves the processing of large amounts of
information about the requirements. Tools that
may be used range from specialist requirements
management systems to shared spreadsheets and

Requirements management

simple database systems.

Requirements management needs automated support,

Requirements and the software tools for this should be chosen
Management . .
gl during the planning phase. We need tool support for
] | | > Requirements Storage : The requirements should
Change Version Requirements| [Requirements be maintained in a secure, managed data store
control control stalus trackin tracking that is accessible to everyone involved in the
* Proposing ||+ Defininga | feDefininga | e Defining link requirements engineering process.
changes version Possible to other
* Analyzing identification | | requirement | | requirement > Change Management & The process of change
impact scheme statuses = Defining link e En e ] i
* Making e Identifying « Recording to other management is simplified if active tool support is
decisions requirementsy | the status Sysiom available. Tools can keep track of suggested
* Updatin document of each elements )
mquireraems versions requirement changes and responses to these suggestions.
documents | [ Identifying | |+ Reporting > Traceability Management : As discussed above,
* Updates individual the status =
» plans requirement distribution tool support for traceability allows related
* Measuring [ Versions of s requirements to be discovered. Some tools are
requirements| requirements _ i ’
volatility available which use natural language processing
techniques to help discover possible relationships

between requirements.

Fig. 2.15 : Requirements management Activities
Requirements Change Management

Requirements change management should be applied
to all proposed changes to a system's requirements
after the requirements document has been approved.

Requirements Management Planning

« Requirements management planning is concerned with |
establishing how a set of evolving requirements will be
managed. During the planning stage, we have to
decide on a number of issues:
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Change management is essential because you need to
decide if the benefits of implementing new
requirements are justified by the
implementation. The advantage of using a formal

costs of

process for change management is that all change
proposals are treated consistently and changes to the
requirements document are made in a controlled way.

:;c;?ysis Change Change
. 1 —= analysis =+ imple- |
Identified | @nd change ; ol Revised
: : and costin evis
problem specification g mentation e
ments

Fig. 2.16 : Requirements change management

There are three principal stages to a change management

process:

1

Problem Analysis and Change Specification : The
process starts with an identified requirements problem
or, sometimes, with a specific change proposal. During
this stage, the problem or the change proposal is
analyzed to check that it is valid. This analysis is fed
back to the change requestor who may respond with a
more specific requirements change proposal, or decide
to withdraw the request.

Change Analysis and Costing : The effect of the
proposed change traceability
information and general knowledge of the system
requirements. The cost of making the change is
of modifications to the

is assessed using

estimated in terms
requirements document and, if appropriate, to the
system design and implementation. Once this analysis
is completed, a decision is made as to whether or not

to proceed with the requirements change.

Change Implementation : The requirements
document and, where necessary, the system design
and implementation, are modified. You should

organize the requirements document so that you can
make changes to it without extensive rewriting or
reorganization. As with programs, changeability in
documents is achieved by minimizing external
references and making the document sections as
modular as possible. Thus, individual sections can be
changed and replaced without affecting other parts of

the document.

EXERCISE

v A

o L N o

10.
1L
12.
13,
14.
15.
16.
17.
18.

19.
20.

21

22,
23.

24,

State Agile manifesto.
Explain agility and cost of change.
What are the Principles of Agile developments?

Explain plan driven development with a neat block
diagram.
Explain plan-based development and agile
development.

State XP practice principles.

What are XP values?

How XP process helps in project development?
Werite short note on

1. pair programming

2. Refactoring

3. Testing in XP

What are industrial XP practices? Explain.

What is Agile Project Management?

Explain Scrum Process Flow with neat diagram.
Explain Scrum life cycle with neat diagram.

What is Scrum Sprint?

Explain product backlog in Scrum

What is the role of scrum master in Scrum?

What is scrum burn down chart ?

Explain the activities performed in daily scrum
meeting

Explain : Sprint Review and Retrospective

How the agile methods are scaled? State the coping
of agile methods for large system engineering.
What is

functional and non functional requirements.

requirement engineering. Distinguish

Explain the structure of requirement document.

Explain different ways of writing a system

requirements specification.

With a neat diagram explain the different stages of
requirement engineering process. What are its
benefits?
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25. Explain Requirement elicitation and analysis 29. What is requirements management? Why it is
process. important?
26. Write short note on interviewing. 30. What are the steps in requirements change
27. Explain Ethnography in detail. management process?
28. How do you validate requirements?
MO
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UNIT III

SYSTEM MODELING

e —————

[3.1 INTRODUCTION

e System modeling is the process of developing abstract

models of a system, with each model presenting a | *

different view or perspective of that system.

> System modeling representing a system using
some kind of graphical notation, which is now
almost always based on notations in the Unified
Modeling Language (UML).

> System modeling helps the analyst to understand
the functionality of the system and models are
used to communicate with end users.

¢« Models of the existing system are used during

requirements engineering. They help clarify what the

existing system does and can be used as a basis for

discussing its strengths and weaknesses. These then

lead to requirements for the new system.

> Models of the new system are used during | *

requirements engineering to help explain the
proposed requirements to other system
stakeholders. Engineers use these models to
discuss design proposals and to document the
system for implementation.

> In a model-driven engineering process, it is
possible to generate a complete or partial system
implementation from the system model.

3.2 CONTEXT MODELS

« Context models are used to illustrate the operational
context of a system - they show what lies outside the
system boundaries. Social and organizational concerns
may affect the decision on where to position system
boundaries. Context models simply show the other
systems in the environment, not how the system being

developed is used in that environment

e« The Unified Medeling Language as used in systems
engineering defines a context model as the physical
scope of the system being designed, which could

include the user as well as the environment and other
actors.

At specification of a system, user should decide on the
system boundaries, that is, on what is and is not part of
the system being developed. This involves working
with system stakeholders to decide what functionality
should be included in the system and what processing
and operations should be carried out in the system'’s
operational environment.

You should look in functionality with existing systems
and decide where new functionality should be
implemented. These decisions should be made early in
the process to limit the system costs and the time
needed for understanding the system requirements
and design.

For example, where an automated system is replacing
an existing manual or computerized system, the
environment of the new system is usually the same as
the existing system's environment. In other cases, there
is more flexibility, and you decide what constitutes the
boundary between the system and its environment
during the requirements engineering process.

For example, specification for the ATM information
system to manage information about all activities of
money withdrawing process.

In the specification for this system, you have to decide
whether the system should focus exclusively on
collecting information about consultations (using other
systems to collect personal information about
customer) or whether it should also collect individual
information. The advantage of relying on other
systems for ATM  Information is that you avoid

duplicating data.

(3.1)
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The major disadvantage, however, is that using other
systems may make it slower to access information, and
if these systems are unavailable, then it may be
impossible to use the ATM system,

Branch :
accounting [ Sseutggf — ;‘mgu"t
system ys atabase
— | Auto-teller [
| system ]
|
Branch | Maintenance | Usage
counter system system database

Fig. 3.1 ;: The context of the ATM system
There, users range from very young children who can't
read through to young adults, their teachers, and
school administrators because these groups need
different
configuration system that would allow the boundaries
to be specified when the system was deployed. The

definition of a system boundary is not a value-free

system boundaries; we specified a

judgment, Social and Organizational concerns may
mean that the position of a system boundary may be
determined by nontechnical factors. For example, a
system boundary may be deliberately positioned so
that the complete analysis process can be carried out
on one site; it may be chosen so that a particularly
difficult manager need not be consulted; and it may be
positioned so that the system cost is increased and the
system development division must therefore expand to
design and implement the system.

Once some decisions on the boundaries of the system
have been made, part of the analysis activity is the
definition of that context and the dependencies that a
system has on its environment. Normally, producing a
simple architectural model is the first step in this
activity.

Figure 3.1 is a context model that shows the ATM
system and the other systems in its environment. You
can see that the ATM system is connected to an

Security system and a more general customer t record

system with which it shares data. The system is also
connected to systems branch manager and accounting
reporting and customer admissions, and a statistics
system that collects information for research.

Context models normally show that the environment
includes several other automated Systems. However,
they do not show the types of relationships between
the Systems in the environment and the system that is
being specified. External systems might produce data
for or consume data from the system. They might
share data with the system, or they might be
connected directly, through a network or not

connected at all.

3.3 INTERACTION MODELS

All systems involve interaction of some kind. This can
be user interaction, which involves user inputs and
outputs; interaction between the software being
developed and other systems in its environment; or
interaction between the components of a software
system. User interaction modeling is important as it
helps to identify user requirements. Modeling system-
to-system interaction highlights the communication
problems that may arise. Modeling component
interaction helps us understand if a proposed system
structure is likely to deliver the required system
performance and dependability.

This section discusses two related approaches to

interaction modeling:

1. Use case modeling, which is mostly used to model
interactions between systems and external agents
(human users or other systems).

2. Sequence diagrams, which are used to model
interactions system  components,
although external agents may also be included.

between

Use case models and sequence diagrams present
interactions at different levels of detail and so may be
used together.

For example, the details of the interactions involved in
a high-level use case may be documented in a
sequence diagram.

Use case diagrams and sequence diagrams are used to
describe the interactions between users and systems in
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the system being designed. Use cases describe
interactions between a system and external actors;
sequence diagrams add more information to these by
showing interactions between system objects.

Use Case Diagram or ATM System:

b

Credit carl
payment

1 Bank

|
[

*extend”

Extension point : Credit
card payment

Customer Extension points : Shipping
Credit card system
e
Check
delivery
status

Fig. 3.2 : Use case diagram or ATM system
Above diagram focuses on interaction between
customer, ATM machine and Bank which give scenario
based activities to complete transaction.

i

ATM Consortium Bank
User : | :
I
Insert card | |
@) . .
|
Verify card Verify account \
{b-a<10 sec}
Account
| not ok
Eject Reject card | I
1 card ¢ = = = = - ;

- I

Fig. 3.3 : Sequence diagrams for ATM system
Above diagram is a Sequence diagrams for ATM
system.

Sequence diagrams, which are used to model
interactions between system components although

external agents may also be included. Sequence
diagrams in the UML are primarily used to model the
interactions between the actors and the objects in a
system and the interactions between the objects
themselves. The UML has a rich syntax for sequence
diagrams, which allows many different kinds of
interaction to be modeled. As space does not allow
covering all possibilities here, the focus will be on the
basics of this diagram type.

As the name implies, a sequence diagram shows the
sequence of interactions that take place during a
particular use case or use case instance. Fig. 3.3 is an
example of a sequence diagram that illustrates the
basics of the notation. This diagram models the
interactions involved in the View patient information
use case, where a medical receptionist can see some
patient information.

The objects and actors involved are listed along the
top of the diagram, with a dotted line drawn vertically
from these. Annotated arrows indicate interactions
between objects. The rectangle on the dotted lines
indicates the lifeline of the object concerned (i.e, the
time that object instance is involved in the
computation). You read the sequence of interactions
from top to bottom. The annotations on the arrows
indicate the calls to the objects, their parameters, and
the return values.

|3.4 STRUCTURAL MODELS

Structural models of software display the organization
of a system in terms of the components that make up
that system and their relationships.

Structural models may be static models, which show
the structure of the system design, or dynamic models,
which show the organization of the system when it is
executing.

You create structural models of a system when you are
discussing and designing the system architecture.

The class diagram defining the structure of the ATM
system is depicted in figure 3.4. It defines several
classes: Card, Account, ATM, Transaction, Record,
Deposit, and Withdrawal. The class Card owns two
Integer attributes number and pin and is associated
with the class Account, which owns two Integer
attributes number and balance. The described
withdrawal functionality is defined by the operation
withdraw() of the class ATM, the operation validatePin()
of the class Card, as well as the operation make
Withdrawal() of the class Account.
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Card Account
— number : int +card +account| — number : int
— pin :int — balance : int
+ validatePin(int) : boolean 0.1 1S makeDeposit(int) : boolean
+ makeWithdrawal(int) : boolean
ATM records 0.*
+ deposil(Card, int, int) : boolean Record
+ withdraw(Card, int, int) : boolean ber - int
+ startTransaction() : void N ;.::Eu:[:il:t
+ endTransaction() : void — timeStamp : long
0..1 | +currentTransaction 0. |+ completedTransactions | —|
Transaction Deposit Withdrawal
= number : int
Fig. 3.4 : Class diagram of the ATM system
* The activities defining the behavior of these three Otherwise, the withdrawal is carried out by calling the
operations are depicted in Fig. 3.5 (ATM:withdraw()), operation Account:makeWithdrawal() (action

Fig. 3.6 (Card:uvalidatePin(), and Fig. 3.7
(Account:make Withdrawal()).

makeWithdrawal) for the account associated with the
provided card whose behavior is defined by the activity
Account. MakeWithdrawal.

ATM Withdraw

Target|CallOperation
: . ReadSlef
be withdrawn entered by the client. It first starts a new -~ H StartTransaction

* The activity ATM.Withdraw (Fig. 3.5) defining the
behavior of the operation ATM:withdraw() gets as

input the card, the pin, and the amount of money to

Contex
. startTi
transaction by calling the operation : Resun MM sTrasncion -I
i ) , success
ATM:startTransaction(), then calls the operation L‘Cﬂilﬂpﬂfaﬂoh SUCCESS .o
Card:validatePin() for validating the pin entered by the validatePin

Card::validatePin
client. If the pin is valid, the account associated with { )
. . i i Int
the provided card is obtained, and the operation Fin o
Account:makeWithdrawal() is called to perform the L
. . Pin | Integer
withdrawal of the provided amount of money from the r
i ; 4 : ; ReadStructuralFeature [result
account. Finally, the operation ATM::endTransaction() is C ﬂ EaadAccoid
called to end the current transaction, and add it to the card | Card d
completed transactions of the ATM.
. . . . . traget| CallOperation Success
* The activity Card.ValidatePin (Figure 3.6) defines the makeWithdrawal
behavior of operation Card:validatePin() and checks (Account::makeWithdrawal)
h . h h h amount l
whether the pin stored on the card matches the amount : Integer T

provided pin. If this is the case, true is provided as

result
contextForEnd ]_I

output, otherwise false is provided. If the call of the

operation Card:validatePin() provides false as output, ca“g‘:’:.'l'.ar:ﬁgac“m
the activity ATM. Withdraw also provides false as lraget ¥ (ATM::endTransaction)

output indicating an unsuccessful withdrawal.

Fig. 3.5 : Activity for operation ATM:withdraw()
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* The activity Account. MakeWithdrawal (Fig. 3.7) first indicating the successful withdrawal, otherwise false is

checks whether the account's balance exceeds the provided.
amount of money to be withdrawn. If this is the case, Card.ValidatePin
the balance is reduced by this amount a new - ReadSelf :chja'“[' ReadStructuralFeature
5 1 : Contex readPin
withdrawal record is created (action result | valu;]
createNewWithdrawal), and the activity provides true
as output indicating the successful update of the equals
account'’s balance. valueX I'I'l result
* Otherwise false is provided as output. If the activity i

success :Boolean
n|: Integer valueY
Account.MakeWithdrawal provides true as output, the

activity ATM.Withdraw also provides true as output

Fig. 3.6. : Activity for operation Card:validatePin()
Fig. 3.7 Class diagram of the ATM system

Is Greater
Greater| of Equals
Read or esult I Value t
gl Equale] (V10| o pecieation o4t
context result j \/ Success False
ReadSelf
D context
Amount [ [true] result
Integer [
X Minus
———g
Y3
g2 s
T D
n o
Add Structural object AddStructural
Feature 7} N FeatureValue |—
ValueSet result] a@ndWithdrawal
Balance Toaccount
value
esult [r-J
AddStructural
CreateObject | ghject Faaturs
createNew L Niadiin success
Withdrawal resu atanaiik :Boolean
value? ,l
Value
Specification [presut |
Success True
Fig. 3.7 : Activity for operation Account::makeWithdrawal()
|3 5 BEHAVIORAL MODELS » They show what happens or what is supposed to
. . imulus from its
«  Behavioral models are models of the dynamic behavior happen when a system responds to a stimulu

o A environment.
of a system as it is executing.
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You can think of these stimuli as being of two types:

1. Data Some data arrives that has to be processed
by the system.

2. Events Some event happens that triggers system

processing. Events may have associated data,
although this is not always the case.

Behavioral models can provide an unambiguous
method for communication between the system and
hardware design teams in developing ICs. While the
long-stated goals of using HDL models as a practical
"executable specification" for a design can remain
elusive, behavioral models can provide a common
representation between the specifications and
assumptions provided in system engineering and the
requirements of the hardware design.

By defining and maintaining key assertions and
bounds on the design and maintaining a consistent
nomenclature in the development of interfaces from
the system down to the partitioned RTL models,
behavioral models can be used to both drive and
check a system against its original design parameters,
Although in many cases behavioral modeling does not
present the level of detailed complexity of an RTL
model, behavioral modeling presents its own types of
modeling challenges.

Whereas an extensive infrastructure-including libraries,
packages and utilities from both electronic design
automation RTL

modeling to facilitate implementing a design in silicon,

and silicon vendors-exists for

the support for behavioral modeling is more limited.

In practice, ATM processing can be extremely complex,
both because of the complexities of the processing
operations and-equally as critical-because of the
coding considerations for efficient implementation to

silicon.

ATM systems typically consist of a number of sizable
and complex blocks, including ingress and egress logic,
header

segmentation and reassembly operations,

arbitration and quality-of-service functions, and bus
interfaces.

User ATM Bank
1 I 1
= card_ | I
i . X
| regPin _I | '
! enterPin 41 _ I
processing verify ]
option I valid _
T T
withdraw ! I
: i
regAmount D I
I |
| | 1
T | |
! |

Fig. 3.8 : Sequence diagram of ATM

Example of Hospital Management

.

The receptionist logs on to the PRS.

Two options are available (as shown in the “alt" box).
These allow the direct transfer of
Updated patient information from the Mentcare

database to the PRS and the transfer of summary
health data from the Mentcare database to the PRS.

In each case, the receptionist's permissions are

checked using the authorization system.

Personal information may be transferred directly from

the user interface object to the PRS.

Alternatively, a summary record may be created from

the database, and that record is then transferred.

On completion of the transfer, the PRS issues a status

message and the user logs off.

Unless you are using sequence diagrams for code

generation or detailed documentation,

You don't have to include every interaction in these
diagrams. If you develop system models early in the

development process to support requirements

Engineering and high-level design, there will be many

interactions that depend on implementation decisions
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I P:Patientinfo | |D:Mentcara—DB| | AS:Anuthorization
Medical . -
[ receptionist I 1 ! login () kT
Ll L] L]
- - — — — Ek— —_ == === == = = = = = = = - - - - ===
: : :
[sendInfa] [ I I
updatelnfo() i :
updatePRS(UID) '} authorize (TF,UID)
authorization []
* - -~ --=-=-- = update (PID)
Message (OK) |lo - - — - — — _ _ | update OK
e i i
|[SendSummary]
UpdateSummary()
summarize (UID)
authorize (TF,UID)
authorization
_________
Message (OK)
e i o i i S | | e e e
i I 1 logout ()
|| ] L] 1 L]
Fig. 3.9 : Sequence diagram for Transfer Data
Behavioral state Submachine state  Pseudostate 3.6 MODEL-DRIVEN ENGINEERING ]
Simple state
Initial i :
- . ing shows how a s onds
Simple Composite state @ rscucostate e Event-driven mod}el g show . ystem respon
slate [region] Terminate to external and internal events. It is based on the
________ X pseudostate assumption that a system has a finite number of states
s'm:::n’:a"’ [region] O Eﬂlrvdpoit;lle and that events (stimuli) may cause a transition from
pseudos .
internal Exit point one state to another. For example, a system controlling
activities & pseudostate a valve may move from a state “Valve open” to a state
Composite state Region Choice “Valve closed” when an operator command (the
Composite |  [region] <> pseudostate stimulus) is received.
state Fork/Join . . : '
©o-o Composite icon I pseudostate- e Model-Driven Engineering (MDE) is an approach to
vertical software development where models rather than
Co ite stal ' e
dec";ﬁ,":(',;t?on ﬁidden F:;'L’;ﬂg:at& programs are the principal outputs of the development
horizontal process.
sts?: e Junction N
pseudostate > The programs  that execute on a
Protocol state machine protocol state @ Shallow history hardware/software platform are then generated
tal hine| _ automatically from the models.
— protocol state Deep history y o he level
- @ Final state > Proponents.of MDE argue that this FBI?ES the leve
Transition of abstraction in software engineering so that

Fig. 3.10 : Behavioral diagram of ATM

engineers no longer have to be concerned with
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programming language details or the specifics of
execution platforms

* Model-driven engineering is still at an early stage of

development, and it is unclear whether or not it will

have a significant effect on software engineering

practice.

Pros

e Allows systems to be considered at higher levels of
abstraction

e Generating code automatically means that it is cheaper
to adapt systems to new platforms.

Cons

¢ Models for abstraction and not necessarily right for
implementation.

» Savings from generating code may be outweighed by
the costs of developing translators for new platforms.

Model-Driven Architecture (MDA) was the precursor of

more general model-driven engineering

» MDA is a model-focused approach to software design
and implementation that uses a subset of UML models
to describe a system.

* Models at different levels of abstraction are created.
From a high-level, platform independent model, it is
possible, in principle, to generate a working program
without manual intervention.

represent all possible transition states a system can
have and model such systems. It is very essential and
important and right for object-oriented modeling from
the beginning.

The System consists of various states that are being
represented using various symbols in the state
transition diagram. You can see the symbols and their
description given below :

1. Initial State -
Initial state
2. Final State -
Final state
3. Simple State -
Simple state
Advertising
4. Composite State -
Composite slate
Type of State Description
Initial State In a System, it represents Starting state.
Final State In a System, it represents Ending state.
Simple State In a System, it represents a Simple state with

no substructure.

Composite State In a System, it represents a Composite state

with two or more parallel or concurrent states
out of which only one stale will be active ata
time and other states will be inactive.

3.7 ARCHITECTURAL DESIGN

3.7.1 Architectural Design Decisions, Views and

Patterns

MDA Transformation
li d
«—i Reading card irivald car
Card read
successfully
Reading pin hiien
Cancel transaction
Getting
valid pin
Choosing Ejecting
| transaction @< card
Transaction[™Performing | Finished
Choosen | transaction | Transaction
Another transaction

Fig. 3.11 : State transiton diagram for ATM system
* State Transition Diagram are also known as Dynamic
models. As the name suggests, it is a type of diagram
that is used to represent different transition (changing)
states of a System. It is generally used to graphically

Architectural patterns capture the essence of an
architecture that has been used in different software
systems. You should be aware of common patterns,
where they can be used, and their strengths and
weaknesses when making decisions about the

architecture of a system.
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The idea of patterns as a way of presenting, sharing,
and reusing knowledge about software systems has
been adopted in a number of areas of software
engineering. The trigger for this was the publication of
a book on object-oriented design patterns (Gamma et
al. 1995). This prompted the development of other
types of patterns, such as patterns for organizational
design (Coplien and Harrison 2004), usability patterns
(Usability Group 1998),

interaction

patterns of cooperative
(Martin and Sommerville 2004),
configuration management patterns (Berczuk and
Appleton 2002). Architectural patterns were proposed
in the 1990s under the name “architectural styles"
(Shaw and Garlan 1996). A very detailed five-volume

series of handbooks on pattern-oriented software

and

architecture was published between 1996 and 2007
1996; Schmidt et 2000;
Buschmann, Henney, and Schmidt 2007a, 2007b;
Kircher and Jain 2004).

(Buschmann et al. al.

SYSTEM MODELING
Advantages Allows the data to change independently of its
representation and vice versa. Supports
presentation of the same data in different ways,
with changes made in one representation shown in
all of them.
Disadvantages | May involve additional code and code complexity
when the data model and interactions are simple.
* Fig. 312 describes the well-known Model-View-
Controller pattern. This pattern is the basis of
interaction

management in many web-based systems
and is supported by most language frameworks. The
stylized pattern description includes the pattern name,
a brief description, a graphical model, and an example
of the type of system where the pattern is used. You
should also include information about when the
pattern should be used and its advantages and
disadvantages

Table 3.1 : The Model-View-Controller (MVC) pattern

Name MVC (Mode View-Controller)

data validation

Application-specific logic

Browser
Controller Form to View
displa
HTTP request Py Dynamic page generatign
processing

Forms management

User

Description Separates presentation and interaction from the
system data. The system is structured into three
logical components that interact with each other.
The Model component manages the system data
and associated operations on that data. The View
component defines and manages how the data is
presented to the user. The Conlroller component
manages user interaction (e.g, key presses,
mouse clicks, etc) and passes these interactions to
the View and the Model. See Fig.3.12

event

Example Fig. 3.12 shows the architecture of a web-based
application system organized using the MVC

pattern.

When used Used when there are multiple ways to view and
interact with data. Also used when the fulure
requirements for interaction and presentation of

data are unknown.

Change

noltification Refresh

request

Update
request

Model

Business logic
Database

Fig. 3.12

Web Database application architecture using the MVC
pattern

Layered Architecture

The notions of separation and independence are
fundamental to architectural design because they allow
changes to be localized. The MVC pattern, shown in
Fig. 3.12, separates elements of a system, allowing
them to change independently. For example, adding a
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new view or changing an existing view can be done
without any changes to the underlying data in the
model. The Layered Architecture pattern is another
way of achieving separation and independence.

Here, the system functionality is organized into
separate layers, and each layer only relies on the
facilities and services offered by the layer immediately
beneath it. This layered approach supports the
incremental development of systems. As a layer is
developed, some of the services provided by that layer
may be made available to users. The architecture is
also changeable and portable. If its interface is
unchanged, a new layer with extended functionality

can replace an existing layer

Name Layered Architecture

Description

Organizes the system into layers, with related
functionality associated with each layer, A layer
provides services to the layer above it, so the
lowest level layers represent core services that are
likely to be used throughout the system. See

Fig. 3.12

Example

A layered model of a digital learning system to
support learning of all subjects in schools.
Fig. 3.12

When used

Used when building new facilities on top of existing
systems; when the development is spread across
several teams with each team responsibility for a
layer of functionality, when there is a requirement
for mullilevel security.

Advantages

Allows replacement of entire layers as long as the
interface is maintained. Redundant facilities (e.g.
authentication) can be provided in each layer to
increases the dependability of the system.

Repository Architecture
Browser-based user interface iLearn app
Configuration services
Group Application Identity
management management rmanagement

Application services

Word processing Simulation Video storage Resource finder

Email Messaging Video conferencing Newspaper archive

Spreadsheet Virtual learning environment  History archive

Utility services

Disadvantages | In practice, providing a clean separation between

layers is often difficult, and a high-level layer may
have to interact directly with lower-level layers
rather than through the layer immediately below it
Performance can be a problem because of
multiple levels of interpretation of a service request

as it is processed at each layer.

Authentication Logging and monitoring Interfacing
User storage Application storage Search
Fig. 3.13
The architecture of the iLearn system
UML Code
editors generators
Java
/ editor
Design | s
iranaiaing Project repository
Python
editor
Design Report
analyzer generator

Fig. 3.14: A repository architecture for an IDE

The majority of systems that use large amounts of data
are organized around a shared database or repository,
This model is therefore suited to applications in which
data is generated by one component and used by
another. Examples of this type of system include
command and control systems, management
information systems, Computer-Aided Design (CAD)
systems, and interactive development environments
for software. Fig. 3.14 illustrates a situation in which a
repository might be used. This diagram shows an IDE
that includes different tools to support model-driven
development. The repository in this case might be a
version-controlled environment that keeps track of
changes to software and allows rollback to earlier
versions, Organizing tools around a repository is an
efficient way of sharing large amounts of data. There is
no need to transmit data explicity from one
component to another.

However, components must operate around an agreed
repository data model. Inevitably, this is a compromise
between the specific needs of each tool, and it maybe
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difficult or impossible to integrate new components if
their data models do not fit the agreed schema. In
practice, it may be difficult to distribute the repository
over a number of machines. Although it is possible to
distribute a logically centralized repository, this
involves maintaining multiple copies of data. Keeping
these consistent and up to date adds more overhead
to the system.

Client-Server Architecture
Client 1 Client 2 Client 3 Client 4
Internet
Catalog Video Picture Web
server server server server
Library Photo Film and
catalogue Film store store photo info.

Fig. 3.15 : Client-server architecture for a film library

Pipe and Filter Architecture

The name “pipe and filter" comes from the original
Unix system where it was possible to link processes
using "pipes.” These passed a text stream from one
process to another. Systems that conform to this
model can be implemented by combining Unix
commands, using pipes and the control facilities of the
Unix shell. The term filter is used because a
transformation “filters out” the data it can process from
its input data stream.

Variants of this pattern have been in use since
computers were first used for automatic data
processing. When transformations are sequential with
data processed in batches, this pipe and filter
architectural model becomes a batch sequential
model, a common architecture for data-processing
systems such as billing systems.

Read .
; Identify Issue .
I;?;}’:gs | payments receipts Biacelpty
L Find Issue
payments [+~ payment —Reminders
due reminder
Invoices Paymenis

Fig. 3.16: An example of the pipeand filter architecture

Name Pipe and Filter

Description

The processing of the data in a system is
organized so that each processing component
(filter) is discrete and carries out one type of data
transformation, The data flows (as in a pipe) from
one component to another for processing.

Example

Fig. 3.16 is an example of a pipe and filter system
used for processing invoices.

When used

Commonly used in data-processing applications
{both batch and transaction-based) where inputs
are processed in separale stages to generale
related outputs.

Advantages

Easy to understand and supports transformation
reuse. Workflow style matches the structure of
many business processes. Evolution by adding
transformations is straightforward. Can be
implemented as either a sequential or concurrent
system.

Disadvantages

The format for data transfer has lo be agreed
between communicating fransformations. Each
transformation must parse its input and unparse its
output to the agreed form. This increases system
overload and may mean that it is impossible o
reuse architectural components that use
incompatible data structures.

3.8 APPLICATION ARCHITECTURES

|

Application systems are intended to meet a business or
an organizational need. All businesses have much in
common they need to hire peaple, issue invoices, keep
accounts, and so on. Businesses operating in the same
sector use common sector specific applications.
Therefore, as well as general business functions, all
phone companies need systems 1o connect and meter
calls, manage their network and Iissue bills to
customers. Consequently, the application systems used
by these businesses also have much in common.

These commonalities have led to the development of
software architectures that describe the structure and
organization of particular types of software systems.
Application architectures encapsulate the principal
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characteristics of a class of systems. For example, in
real-time systems, there might be generic architectural
models of different system types, such as data
collection systems or monitoring systems. Although
instances of these systems differ in detail, the common
architectural structure can be reused when developing
new systems of the same type. The application
architecture may be re implemented when developing
new systems. However, for many business systems,
application architecture reuse is implicit when generic
application systems are configured to create a new
application. We see this in the widespread use of
Enterprise Resource Planning (ERP) systems and off-
the-shelf configurable application systems, such as
systems for accounting and stock control. These
systems have a standard architecture and components.
The components are configured and adapted to create
a specific business application.

As a software designer, you can use models of
application architectures in a number of ways:

> As a starting point for the architectural design
process If you are unfamiliar with the type of
application that you are developing, you can base
your initial design on a generic application
architecture. You then specialize this for the
specific system that is being developed.

> As a design checklist If you have developed an
architectural design for an application System, you
can compare this with the generic application
architecture. You can check that your design is
consistent with the generic architecture.

> As a way of organizing the work of the
development team. The application architectures
Identify stable structural features of the system
architectures, and in many cases, it is possible to
develop these in parallel. You can assign work to
group different

components within the architecture.

members to  implement

> As a means of assessing components for reuse If
you have components you might be able to reuse,
you can compare these with the generic structures

to see whether there are comparable components
in the application architecture.

Y

As a vocabulary for talking about applications If
you are discussing a specific application or trying
to compare applications, then you can use the
concepts identified in the generic architecture to
talk about these applications.

Some of the Applications are:

Transaction Processing Applications

Transaction processing systems are designed to
process user requests for information from a database,
or requests to update a database (Lewis, Bernstein, and
Kifer 2003).Technically, a database transaction is part
of a sequence of operations and is treated as a single
unit (an atomic unit). All of the operations in a
transaction have to be completed before the database
changes are made permanent. This ensures that failure
of operations within a transaction does not lead to
inconsistencies in the database.

Example: To withdraw money from a bank

An example of a database transaction is a customer
request to withdraw money from a bank account using
an ATM. This involves checking the customer account
balance to see if sufficient funds are available,
modifying the balance by the amount withdrawn and
sending commands to the ATM to deliver the cash.
Until all of these steps have been completed, the
transaction is incomplete and the customer accounts
database is not changed.

Input Process Output
Get customer Print
account id details
Query
account
Va(gc::le ] L« | Return card
Update
Soioct account Bisponse
service cash
ATM Database ATM

Fig. 3.17: The software architecture of an ATM system

For example, consider a banking system that allows
customers to query their accounts and withdraw cash
from an ATM. The system is composed of two
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cooperating software components the ATM software
and the account processing software in the bank's
database server. The input and output components are
implemented as software in the ATM, and the
processing component is part of the bank's database
server.

Information Systems

Web browser

Transaction management
Patient database

Fig. 3.18: Layered information system architecture
* We have added detail to each layer in the model by

identifying the components that support user
communications and information retrieval and access:

> The top layer is a browser-based user interface.

> The second layer provides the user interface
functionality that is delivered through the web
browser. It includes components to allow users to
log in to the system and checking components
that ensure that the operations they use are
allowed by their role. This layer includes form and
menu management components that present
information to users, and data validation

components that check information consistency.
> The third layer implements the functionality of the

system and provides Components that implement

system security, patient information creation and

Lexical Syntax Semantic
analyzer analyzer analyzer

i ]

Formatier e | Abstract Grammar | lee{ Optimizer
syntax tree | | definition

Form and menu Data
i Role checkin
Login el manager validation
.
Security Patient info. Data import  Report
management manager and export  generation

- Symbol Output (] | Caode
EAor 1 I tania definition generator
Repository

Fig. 3.19: Repository architecture for a language processing

E,St.l'l'l
Programming language compilers that are part of a
more general programming environment have a
generic architecture (Fig. 3.19) that includes the
following components:

.

> A lexical analyzer, which takes input language

tokens and converts them into an internal form.

> A symbol table, which holds information about the
names of entities (variables, class names, object
names, etc) used in the text that is being
translated,

> A syntax analyzer, which checks the syntax of the
language being translated. It uses a defined

grammar of the language and builds a syntax tree.

> A syntax tree, which is an internal structure

representing the program being compiled.

Y

A semantic analyzer, which uses information from
the syntax tree and the symbol table to check the
semantic correctness of the input language text.

> A code generator, which “walks” the syntax tree

and generates abstract machine code.

updating, import and export of patient data from

EXERCISE

other databases, and report generators that create
management reports.

> Finally, the lowest layer, which is built using a
commercial database management system,
provides transaction management and persistent
data storage.

Explain Context models,
Explain interaction model.

Explain Context models.

ol L

Draw Use case diagram for ATM system.

5. Draw Sequence diagrams for ATM system.
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6. Explain Model-Driven Engineering (MDE).

7. Draw State transiton diagram for ATM system.

8. Draw the software architecture of an ATM system.

9. Explain Layered information system architecture.
10. Explain Client-Server Architecture.

11. Explain in detail.

(a) Layered Architecture.
(b) Repository Architecture
(c) Pipe and Filter Architecture

(d) Client-Server Architecture

MR K
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UNIT IV

4.1 OBJECT-ORIENTED DESIGN USING THE

UML

An object-oriented system is made up of interacting
objects that maintain their own local state and provide
operations on that state. The representation of the
state is private and cannot be accessed directly from
outside the object. Object-oriented design processes
involve designing object classes and the relationships
between these classes. These classes define the abjects
in the system and their interactions. When the design
is realized as an executing program, the objects are
created dynamically from these class definitions.
Objects include both data and operations to
manipulate that data. They may therefore be
understood and modified as stand-alone entities.
Changing the implementation of an object or adding
services should not affect other system objects.
Because objects are associated with things, there is
often a clear mapping between real-world entities
(such as hardware components) and their controlling
objects in the system. This improves the understand
ability, and hence the maintainability, of the design.

To develop a system design from concept to detailed,
object-oriented design, you need to:

> Understand and define the context and the

external interactions with the system.

> Design the system architecture.

> Identify the principal objects in the system.

> Develop design models.

> Specify interfaces.

In the use case diagram, there are two actors named
student and a teacher. There are a total of five use
cases that represent the specific functionality of a
student management system. Each actor interacts with
a particular use case. A student actor can check
attendance, timetable as well as test marks on the
application or a system. This actor can perform only

DESIGN AND IMPLEMENTATION

these interactions with the system even though other
use cases are remaining in the system.

Check
attendance

S Check
timetable

Student Check
test-score

Teacher

Update
score

Fig. 4.1 : Student Management System
It is not necessary that each actor should interact with
all the use cases, but it can happen.
The second actor named teacher can interact with all
the functionalities or use cases of the system. This
actor can also update the attendance of a student and
marks of the student. These interactions of both
student and teacher actor together sums up the entire
student management application.
Each of these use cases should be described in
structured natural language. This helps designers
identify objects in the system and gives them an
understanding of what the system is intended to do.
> System Weather station
> Use Case Report weather
> Actors Weather information system, Weather
station
> Data The weather station sends a summary of the
weather data that has been collected from the
Instruments in the collection period to the weather
information system. The data sent are the

(4.1)
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maximum, minimum, and average ground and air
temperatures; the maximum,  minimum, and
average air pressures; the maximum, minimum and
average wind speeds; the total rainfall; and the
wind direction as sampled at 5-minute intervals.

The

establishes a satellite communication link with the

> Stimulus weather information system
weather station and requests transmission of the

data.

> Response The summarized data is sent to the
weather information system.

> Comments Weather stations are usually asked to
report once per hour, but this frequency may differ
from one station to another and may be modified
in future

4.1.1 System Context and Interactions

The first stage in any software design process is to

develop an wunderstanding of the relationships
between the software that is being designed and its
external environment. This is essential for deciding
how to provide the required system functionality and
how to structure the system to communicate with its
environment. Understanding the context also lets you
establish the boundaries of the system. Setting the
system boundaries helps you decide what features are
implemented in the system being designed and what
features are in other associated systems. In this case,
you need to decide how functionality is distributed
between the control system for all of the weather
stations and the embedded software in the weather

station itself.

System context models and interaction models present
complementary views of the relationships between a
system and its environment:

> A system context model is a structural model that

demonstrates the other systems in the

Environment of the system being developed.
> An interaction model is a dynamic model that
interacts  with its

shows how the system

Environment as it is used.

The context model of a system may be represented
using associations. Associations simply show that there
are some relationships between the entities involved in
the association. You can document the environment of
the system using a simple block diagram, showing the

entities in the system and their associations.

Fig. 4.1 shows that the systems in the environment of
each weather station are a weather information system,
an onboard satellite system, and a control system. The
cardinality information on the link shows that there is a
single control system but several weather stations, one
satellite, and one general weather information system.
When you model the interactions of a system with its
environment, you should use an abstract approach that
does not include too much detail. One way to do this is

to use a use case model.

4.1.2 Object Class Identification

By this stage in the design process, you should have
some ideas about the essential objects in the system
that you are designing. As your understanding of the
design develops, you refine these ideas about the
system objects. The use case description helps to
identify objects and operations in the system. As
object-oriented design evolved in the 1980s, various
ways of identifying object classes in object-oriented
systems were suggested:

> Use a grammatical analysis of a natural language
description of the system to be constructed.
Objects and attributes are nouns; operations or
services are verbs (Abbott 1983).

> Use tangible entities (things) in the application
domain such as aircraft, roles such as manager,
events such as request, interactions such as
meetings, locations such as offices, organizational
units such as companies, and so on (Wirfs-Brock,
Wilkerson, and Weiner 1990).

Use a scenario-based analysis where various
scenarios of system use are identified and analyzed
in turn. As each scenario is analyzed, the team
responsible for the analysis must identify the
required objects, attributes, and operations (Beck
and Cunningham 1989).

"f
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) Lecturer Department Faculty College|
businessStudies :Facu technology : Faculty e . 1[Depthamel - TacullyNamel, .
—department ke— - 1 4-'—1-
1 1
finance: ||management : computing Computing : .| administers ., . | administers
department || Department | |Andinformatics{ [ Department 1,
___Course |
Module Course
~ModuleTitle|3.1 - |-CourseTitle
~Credits —CourseCode
L_1 I—_| T
0-|is enrolled on
: Module : Module i
| Student |
~Name
Fig. 4.2 : Student Management System ~StudentiD

* The object diagram shown above is designed to
highlight the fact that a single course (in this case
"Computing and Informatics®) is administered by the
Faculty of Technology, and includes a number of
modules administered by the Computing department
(as you might expect, given the title of the course). It
also tells us that the course includes modules
administered by both the Management department
and the Finance department, both of which are in turn
administered by the Faculty of Business Studies.

e Object diagrams can be used to highlight all kinds of
situations that can arise at some moment in the life of
an information system, at an arbitrary level of detail
(the level of detail shown on an object diagram should
only be as much as is necessary to make the point we
are trying to make). They are useful for helping
stakeholders to understand a class diagram, or for
showing a client how part of the system is supposed to
work in a given scenario. They are not as a rule used by
system designers or programmers to design an
application or write program code (class diagrams are
far better suited for that purpose).

e An object diagram can sometimes be used to test the
accuracy of a corresponding class diagram, or to show
how an instantiated object relates to its class
definition. Although it is not common for classes and
objects to appear on the same diagram, sometimes
part of a larger class diagram may be abstracted onto
a separate diagram, together with an object diagram
that provides a concrete example of the relationship
between the classes involved.

Fig. 4.3 : Faculty System (Object )
Identify the general object classes in the system
In order to illustrate a situation in which an object
diagram might be used to clarify a situation that a class
diagrams alone may not adequately explain, consider
the class diagram below, which describes a college
information system. It might be useful to first examine
just what this diagram does tell us about the system,
and then consider what it might not tell us.
Above diagram tells us the following things:
> The college is an aggregation of one or more
faculties, and a faculty can only belong to one
college.
Each faculty is an aggregation of one or more
departments, and a department may only belong
to one faculty.

-

Each department is an aggregation of a number of
lecturers, and a lecturer may only belong to one
department.

> Each faculty administers one or more courses, and
a course may only be administered by one faculty.
Each department administers one or more
modules, and a module may only be administered
by one department.

Y

Each course is an aggregation of one or more
modules, and a module may belong to one or
maore courses.

-

Each course may have zero or more students
enrolled on it, but a student must be enrolled on
one (and only one) course.
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4.1.3 Design Models

Design or system models, show the objects or object
classes in a system. They also show the associations
and relationships between these entities.

These models are the bridge between the system
requirements and the implementation of a system.
They have to be abstract so that unnecessary detail
doesn't hide the relationships between them and the
system requirements.

The level of detail that you need in a design model
depends on the design process used. Where there are
close links between requirements engineers, designers
and programmers, then abstract models may be all
that are required. Specific design decisions may be
made as the system is implemented, with problems
resolved through informal discussions. Similarly, if agile
development is used, outline design models on a
whiteboard may be all that is required.

If a plan-based development process is used, you may
need more detailed models. When the links between
requirements engineers, designers, and programmers
are indirect (e.g., where a system is being designed in
one part of an organization but implemented
elsewhere), then precise design descriptions are
needed for Communication. Detailed models, derived
from the high-level abstract models, are used so that
all team members have a common understanding of
the design.

An important step in the design process, therefore, is
to decide on the design models that you need and the
level of detail required in these models. This depends
on the type of system that is being developed. A
sequential data-processing system is quite different
from an embedded real-time system, so you need to
use different types of design models.

When you use the UML to develop a design, you
should develop two kinds of design model:

Structural Models :

It describe the static structure of the system using
object classes and their relationships. Important
relationships that may be documented at this stage are
generalization (inheritance) relationships, uses/used-by
relationships, and composition relationships.

2.

Dynamic Models:

It describes the dynamic structure of the system and
show the expected runtime interactions between the
system objects. Interactions that may be documented
include the sequence of service requests made by
objects and the state changes triggered by these

object interactions.

Three UML model types are particularly useful for
adding detail to use case and architectural models:

> Sub system models, which show logical groupings
of objects into coherent sub systems, These are
represented using a form of class diagram with
each subsystem shown as a package with enclosed

objects. Subsystem models are structural models.

Y

Sequence models, which show the sequence of
object interactions. These are represented using a
umL

Sequence models are dynamic models.

sequence or a collaboration diagram.

> State machine models, which show how objects
change their state in response to events. These are
represented in the UML using state diagrams. State

machine models are dynamic models.

A sub system model is a useful static model that shows
how a design is organized into logically related groups
of objects. To present the sub systems in the weather
mapping system. As well as subsystem models, you
may also design detailed object models, showing the
their associations

objects in the systems and

(inheritance, generalization, aggregation, etc.).

Sequence models are dynamic models that describe,
for each mode of interaction, the sequence of object
interactions that take place. When documenting a
design, you should produce a sequence model for
each significant interaction. If you have developed a
use case model, then there should be a sequence

model for each use case that you have identified.
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m\':;enit:ﬁ;n 5 s > Weather Station then calls the SatComms object to
system E el 1‘—5 a transmit the summarized data to the weather
[} =
3 E E £ information  system, through the satellite
- m
@ g 8 2 communications system.
request Interface Specification
] ] I . v
reportWeather, ! : = An important part of any design process is the
i 98 summarize! specification of the interfaces between the
(summary) |

0

------ -
acknowledge H

Fig. 4.4 : Sequence diagram for Weather Information System

Fig. 4.4 is an example of a sequence model, shown as a
UML sequence diagram.

This diagram shows the sequence of interactions that
take place when an external system requests the
summarized data from the weather station. You read
sequence diagrams from top to bottom:

> The SatComms object receives a request from the
weather information system to collect a weather
report from a weatherStation. It acknowledges
receipt of this request. The stick arrowhead on the
sent message indicates that the external system
does not wait for a reply but can carry on with
other processing.

> SatComms sends a message to Weather Station,
via a satellite link, to create a summary of the
collected weather data. Again, the stick arrowhead
indicates that SatComms does not suspend itself
waiting for a reply.

> WeatherStation sends a message to a Commslink
object to summarize the weather data. In this case,
the squared-off style of arrowhead indicates that
the instance of the WeatherStation object class
waits for a reply.

= Commslink calls the summarize method in the
object Weather Data and waits for a reply.

Y

The weather data summary is computed and
returned to WeatherStation via the Commslink
object.

components in the design. You need to specify
interfaces so that objects and subsystems can be
designed in parallel. Once an interface has been
specified, the developers of other objects may assume
that interface will be implemented.

Interface design is concerned with specifying the detail
of the interface to an object or to a group of objects.
This means defining the signatures and semantics of
the services that are provided by the object or by a
group of objects. Interfaces can be specified in the
UML using the same notation as a class diagram.
However, there is no attribute section, and the UML
stereotype «interface» should be included in the name
part. The semantics of the interface may be defined
using the Object Constraint Language (OCL).

<<interface>> <<interface>>
Reporting Remote control |
weatherReport startinstrument(
(WS-Ident): Wreport instrument): iStatus
statusReport stoplnstrum
(WS-Ident): Sreport net(instrument):iStatus
CollectData
(instrument): iStatus)
provideDala
(instrument) :string

Fig. 4.5 : WeatherSation Interfaces
Fig. 45 shows two interfaces that may be defined for
the weatherStation. The left hand interface
reporting interface that defines the operation names

is a

that are used to generate weather and status reports,
These map directly to operations in the Weather
Station object. The remote control interface provides
four operations, which map onto a single method in
the WeatherStation object. In this case, the individual
operations are encoded in the command string
associated with the remote Control method, shown in
Fig. 4.5.
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|4.2 DESIGN PATTERNS

Design patterns were derived from ideas put forward
by Christopher Alexander(Alexander 1979), who
suggested that there were certain common patterns of

building design that were inherently pleasing and
effective.

Definition:

“The pattern is a description of the problem and the
essence of its solution, so that the solution may be
reused in different Way;"

The pattern is not a detailed specification. Rather, you
can think of it as a description of accumulated wisdom

and experience, a well-tried solution to a common
problem,

Patterns and Pattern Languages are ways to describe
best practices, good designs, and capture experience
in a way that it is possible for others to reuse this
experience.

Patterns have made a huge impact on object-oriented
software design. As well as being tested solutions to
common problems, they have become a vocabulary for
talking about a design.

This is particularly true for the best known design
patterns that were originally described by the “Gang of
Four”.

Pattern Name: Observer

Description: Separates the display of the state of an
object from the object itself and allows alternative
displays to be provided. When the object state
changes, all displays are automatically notified and
updated to reflect the change.

Problem Description: This pattern may be used in
situations where more than one display format for
state information is required and where it is not
necessary for the object that maintains the state
information to know about the specific display formats
used.

Solution Description: This involves two abstract
objects, Subject and Observer, and two concrete
objects, Concrete Subject and Concrete Object, which
inherit the attributes of the related abstract objects.
The abstract objects include general operations that
are applicable in all situations. The state to be
displayed is maintained in Concrete Subject, which

inherits operations from Subject allowing it to add and
remove Observers (each observer corresponds to a

display) and to issue a notification when the state has
changed.

Consequences: The subject only knows the abstract
Observer and does not know details of the concrete
class. Therefore there is minimal coupling between
these objects. Because of this lack of knowledge,
optimizations that enhance display performance are
impractical. Changes to the subject may cause a set of
linked updates to observers to be generated, some of
which may not be necessary.

The Gang of Four defined the four essential elements of
design patterns:

1
2.

A name that is a meaningful reference to the pattern.

A description of the problem area that explains when
the pattern may be applied.

A solution description of the parts of the design
solution, their relationships and their responsibilities.
This is not a concrete design description. It is a
template for a design solution that can be instantiated
in different ways. This is often expressed graphically
and shows the relationships between the objects and
object classes in the solution,

A statement of the consequences the results and
trade-offs of applying the pattern. This can help
designers understand whether or not a pattern can be
used in a particular situation.

Gamma and his co-authors break down the problem
description into motivation (a description of why the
patter is useful) and applicability (a description of
situations in which the pattern may be used). Under
the description of the solution, they describe the
pattern structure, participants, collaborations, and
implementation.

To use patterns in your design, you need to recognize that
any design problem you are facing may have an associated
pattern that can be applied. Examples of such problems as
per GOF is as Below

Tell several objects that the state of some other object
has changed (Observer pattern).
Tidy up the interfaces to a number of related objects

that have often been developed Incrementally (Fagade
pattern).
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Provide a standard way of accessing the elements in a
collection, irrespective of how that collection is
implemented (Iterator pattern).

Allow for the passibility of extending the functionality
of an existing class at runtime (Decorator pattern).

Subject —« Observer
Attach (Observer) Update ()
Detach (Observer) For all o in observers
Notify() - - - - - 1 |- o—>update () B
ConcreateSubject
GetState ) - - - {Return subiectStat;]
subjectState

ConcreteObserver
Update () o
I
observerState [
|
|
observerState =

subject —> GelState ()

Fig. 4.6 : A UML model of the Observer pattern

|4.3 IMPLEMENTATION ISSUES |

Software development must follow the process from
the initial requirements of the system through to
maintenance and management of the deployed
system.

A critical stage of this process is, of course, system
implementation, where you create an executable
version of the software. Implementation may involve
developing programs in high- or low-level
programming languages or tailoring and adapting
generic, off-the-shelf systems to meet the specific
requirements of an organization.

System
Application systems
Abstraction (COTS) Component
o
=
it
4 25
-§ S Software reuse ég
=D =
E 2 S&
-
Programming
language libraries
Object

. 4.7 : Reuse of Software

These are:

1.

3.

Reuse : Most modern software is constructed by
reusing existing companents or systems. When you are
developing software, you should make as much use as
possible of existing code.

Configuration Management : During the
development process, many different versions of each
software component are created. If you don’t keep
track of these versions in a configuration management
system, you are liable to include the wrong versions of
these components in your system.

Host-Target Development : Production software
does not usually execute on the same computer as the
software development environment. Rather, you
develop it on one computer (the host system) and
execute it on a separate computer (the target system).
The host and target systems are sometimes of the
same type, but often they are completely different.

In the era of 1960s to the 1990s, most new software
was developed from scratch, by writing all code in a
high-level programming language. The only significant
reuse or software was the reuse of functions and
objects in programming language libraries.
However, costs and schedule pressure meant that this
approach became increasingly unviable, especially for
commercial and Internet-based systems. Consequently,
an approach to development based on the reuse of
existing software is now the norm for many types of
system development. A reuse-based approach is now
widely used for web-based systems of all kinds,
scientific software, and, increasingly, in embedded
systems engineering.
Software reuse is possible at a number of different
levels, as shown in Fig. 4.7
> The abstraction level At this level, you don't reuse
software directly but rather use knowledge of
successful abstractions in the design of your
software.
> The object level At this level, you directly reuse
objects from a library rather than writing the code
yourself. To implement this type of reuse, you have
to find appropriate libraries and discover if the
objects and methods offer the functionality that
you need. For example, if you need to process
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email messages in a Java program, you may use
objects and methods from a Java Mail library.

> The component level Components are collections
of objects and object classes that operate together
to provide related functions and services. You
often have to adapt and extend the component by
adding some code of your own. An example of
component-level reuse is where you build your
user interface using a framework. This is a set of
general object classes that implement event
handling, display management, etc. You add
connections to the data to be displayed and write
code to define specific display details such as
screen layout and colors.

> The system level at this level, you reuse entire
application systems. This function usually involves
some kind of configuration of these systems. This
may be done by adding and modifying code (if
you are reusing a software product line) or by
using the system's own configuration interface.
Most commercial systems are now built in this way
where generic application systems are adapted
and reused.

Configuration Management

Change
proposals
System Changes
building management
Component System System
versions versions releases
Version Release
management management

Fig. 4.8 : Configuration of system
In software development, change happens all the time,
so change management is absolutely essential. When
several people are involved in developing a software
system, you have to make sure that team members
don't interfere with each other's work. That is, if two
people are working on a component, their changes
have to be coordinated. Otherwise, one programmer
may make changes and overwrite the other’s work. You

also have to ensure that everyone can access the most

versions of software components;

up-to-date

otherwise developers may redo work that has already

been done. When something goes wrong with a new
version of a system, you have to be able to go back to

a working version of the system or component.

Configuration management is the name given to the

general process of managing a changing software

system. The aim of configuration management is to
support the system integration process so that all
developers can access the project code and documents
in a controlled way, find out what changes have been

made, and compile and link components to create a

system. As shown in Fig. 48 there are four

fundamental configuration management activities:

1. Version Management, where support is provided
to keep track of the different versions of software
components. Version ~management  systems
include facilities to coordinate development by
several programmers. They stop one developer
from overwriting code that has been submitted to
the system by someone else.

2. System Integration, where support is provided to
help developers define what versions of
components are used to create each version of a
system. This description is then used to build a
system automatically by compiling and linking the
required components.

3. Problem Tracking, where support is provided to
allow users to report bugs and other problems,
and to allow all developers to see who is working
on these problems and when they are fixed.

4. Release Management, where new versions of a
software system are released to customers. Release
management is concerned with planning the
functionality of new releases and organizing the
software for distribution.

[4.4 OPEN-SOURCE DEVELOPMENT

Open-source development is an approach to software
development in which the source code of a software
system is published and volunteers are invited to
participate in the development process (Raymond
2001). Its roots are in the Free Software Foundation

(www.fsforg), which advocates that source code
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should not be proprietary but rather should always be
available for users to examine and modify as they wish.
There was an assumption that the code would be

controlled and developed by a small core group,

rather
than users of the code.

Open-source software extended this idea by using the
Internet to recruit a much larger Population of
volunteer developers. Many of them are also users of
the code. In principle at least, any contributor to an
open-source project may report and fix bugs and
propose new features and functionality. However, in
practice, successful open-source systems still rely on a
core group of developers who control changes to the
software.

Open-source software is the backbone of the Internet
and software engineering. The Linux operating system
is the most widely used server system, as is the open-
source

Apache web server. Other important and universally
used open-source products are Java, the Eclipse IDE,
and the mySQL database management system. The
Android operating system is installed on millions of
maobile devices. Major players in the computer industry
such as IBM and Oracle, support the open-source
movement and base their software on open-source
products. Thousands of other, lesser-known open-
source systems and components may also be used.

For a company involved in software development,

there are two open-source issues that have to be
considered:

1. Should the product that is being developed make
use of open-source components?

2. Should an open-source approach be used for its
own software development?

The answers to these questions depend on the type of
software that is being developed and the background
and experience of the development team.

If you are developing a software product for sale, then
time to market and reduced costs are critical. If you are
developing software in a domain in which there are
high-quality open-source systems available, you can
save time and money by using these systems.
However, if you are developing software to a specific
set of organizational requirements, then using open-
source components may not be an option. You may

DESIGN AND IMPLEMENTATION

have to integrate your software with existing systems
that are incompatible with available Publishing the
source code of a system does not mean that people
from the wider community will necessarily help with its
development. Most successful open-source products
have been platform products rather than application
systems. There are a limited number of developers who
might be interested in specialized application systems.
Making a software system open source does not
guarantee community involvement,

There are thousands of open-source projects on
Sourceforge and GitHub that have only a handful of
downloads. However, if users of your software have
concerns about its availability in future, making the
software open source means that they can take their
own copy and so be reassured that they will not lose
access to it.

4.4.1 Open-Source Licensing

Most open-source licenses (Chapman 2010) are

variants of one of three general models:

1. The GNU General Public License (GPL). This is a so-
called reciprocal license that simplistically means
that if you use open-source software that is
licensed under the GPL license, then you must
make that software open source.

2. The GNU Lesser General Public License (LGPL). This
is a variant of the GPL license where you can write
components that link to open-source code without
having to publish the source of these components.
However, if you change the licensed component,
then you must publish this as open source.

3. The Berkley Standard Distribution (BSD) License.
This is a nonreciprocal license, which means you
are not obliged to re-publish any changes or
modifications made to you use open-source
components, you must acknowledge the original
creator of the code. The MIT license is a variant of
the BSD license with similar conditions. Licensing
issues are important because if you use open-
source software as part of a software product, then
you may be obliged by the terms of the license to
make your own product open source. If you are

trying to sell your software, you may wish to keep
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it secret. This means that you may wish to avoid
using GPL-licensed open source software in its
development.

If you are building software that runs on an open-
source platform but that does not reuse open-source
components, then licenses are not a problem.
However, if you embed open-source software in your
software, you need processes and databases to keep
track of what's been used and their license conditions.
2007) that

managing projects that use open source should:

(Bayersdorfer suggests companies

> Establish a system for maintaining information

about open-source components that are
downloaded and used. You have to keep a copy of
the license for each component that was valid at
the time the component was used. Licenses may
change, so you need to know the conditions that

you have agreed to.

tll

Be aware of the different types of licenses and
understand how a component is licensed before it
is used. You may decide to use a component in
one system but not in another because you plan to
use these systems in different ways.

> Be aware of evolution pathways for components.
You need to know a bit about the open-source
project where components are developed to
understand how they might change in future.

Educate people about open source. It's not

Y

enough to have procedures in place to ensure
compliance with license conditions. You also need
to educate developers about open source and
open-source licensing.
> Have auditing systems in place. Developers, under
tight deadlines, might be tempted to break the
terms of a license. If possible, you should have
software in place to detect and stop this.
Participate in the open-source community. If you
should
participate in the community and help support

Y

rely on open-source products, you

their development.

4.4.2 Open Source Licenses by Category

License Index
> License Approval Process

License Information

Y

> Origins and definitions of categories from the
License Proliferation Committee report

In the lists below, a parenthesized expression following
a license name is its SPDX short identifier, if one exists,
except for two items in the first list (GNU General
Public License and GNU Lesser General Public License).
For these, the parenthesized expressions ("GPL" and
"LGPL" respectively) are the common non-version-
specific names of these licenses today (note also that
the full name of the first version (2.0) of the LGPL is the
GNU Library General Public License). There is no non-
version-specific SPDX short identifier for the GPL and
LGPL.

Licenses that are "popular and widely-used or with
strong communities"

The below list is based on publicly available statistics
obtained at the time of the Report of License
Proliferation Committee.

> Apache License 2.0 (Apache-2.0)

> 3-clause BSD license (BSD-3-Clause)

> 2-clause BSD license (BSD-2-Clause)

> GNU General Public License (GPL)

> GNU Lesser General Public License (LGPL)
> MIT license (MIT)

> Mozilla Public License 2.0 (MPL-2.0)

> Common Development and Distribution License
1.0 (CDDL-1.0)

> Eclipse Public License 2.0 (EPL-2.0)

International Licenses

> Ce(ILL License 2.1
> European Union Public License (EUPL-1.2)

> Licencelibre du Québec - Permissive (LiLiQ-P)
version 1.1 (LiLiQ-P-1.1)
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> Licencelibre du Québec - Réciprocité (LiLIQ-R)
version 1.1 (LiLiQ-R-1.1)

> Licencelibre du Quebec — Réciprocité forte (LiLiQ-
R+) version 1.1 (LiLiQ-Rplus-1.1)

> Mulan Permissive Software License v2 (MulanPSL -
2.0)

Special Purpose Licenses

Certain licensors, such as schools and the US
government, have specialized concerns, such as
specialized rules for government copyrights. Licenses
that were identified by the License Proliferation
Committee as meeting a special need were placed in
this group.

> BSD+Patent (BSD-2-Clause-Patent)

> Educational Community License, Version 2.0 (ECL-
2.0)

> IPA Font License (IPA)

> Lawrence Berkeley National Labs BSD Variant
License (BSD-3-Clause-LBNL)

> NASA Open Source Agreement 1.3 (NASA-1.3)
> OSET Public License version 2.1 (OSET-PL-2.1)
> SIL Open Font License 1.1 (OFL-1.1)

> Unicode License Agreement - Data Files and
Software

> The Unlicense (Unlicense)

Upstream Compatibility License v1.0 (UCL-1.0)

Y

EXERCISE ]

1. Assume that the Library management system is
being developed using an object-oriented approach.
Draw a use case diagram showing at least six
possible use cases for this system.

2. Using the UML graphical notation for object classes,

design the following object classes, identifying
attributes and operations. Use your own experience
to decide on the attributes and operations that
should be associated with these objects.

A messaging system on a mobile (cell) phone or
tablet.

A printer for a personal computer.
A personal music system.

A bank account.

A library catalogue.

Develop the design of the Hospital Management
system to show the interaction between the data
collection subsystem and the instruments that collect
patient data. Use sequence diagrams to show this
Interaction.

Identify possible objects in the following systems
and develop an object-oriented design for them. You
may make any reasonable assumptions about the
systems when deriving the design. A group diary and
time management system is intended to support the
timetabling of meetings and appointments across a
group of co-workers. When an appointment is to be
made that involves a number of people, the system
finds a common slot in each of their diaries and
arranges the appointment for that time. If no
common slots are available, it interacts with the user
to rearrange his or her personal diary to make room
for the appointment.

A filling station (gas station) is to be set up for fully
automated operation. Drivers swipe their credit card
through a reader connected to the pump; the card is
verified by communication with a credit company
computer, and a fuel limit is established. The driver
may then take the fuel required. When fuel delivery
is complete and the pump hose is returned to its
holster, the driver's credit card account is debited
with the cost of the fuel taken. The credit card is
returned after debiting. If the card is invalid, the
pump returns it before fuel is dispensed.

Draw a sequence diagram showing the interactions
of objects in a group diary system when a group of
people are arranging a meeting.

Draw a UML state diagram showing the possible
state changes in either the group diary or the filling
station system,

When code is integrated into a larger system,
problems may surface. Explain how Configuration
management can be useful when handling such
problems.
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9. A small company has developed a specialized

software product that it configures specially for each
customer. New customers usually have specific
requirements to be incorporated into their system,
and they pay for these to be developed and
integrated with the product. The software company
has an opportunity to bid for a new contract, which

would more than double its customer base. The new
customer wishes to have some involvement in the
configuration of the system. Explain why, in these
circumstances, it might be a good idea for the
company owning the software to make it open
source.

B R
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5.1 SOFTWARE TESTING

5.1.1 Introduction

+ Software Testing is a method to check whether the
actual  software  product matches expected
requirements and to ensure that software product is
Defect free. It involves execution of software/system
components using manual or automated tools to
evaluate one or more properties of interest. The
purpose of software testing is to identify errors, gaps
or missing requirements in contrast to actual
requirements.

* Software Testing is Important because if there are any
bugs or errors in the software, it can be identified early
and can be solved before delivery of the software
product. Properly tested software product ensures
reliability, security and high performance which further
results in time saving, cost effectiveness and customer
satisfaction.

> Testing is intended to show that a program does
what it is intended to do and to discover program
defects before it is put into use.

When you test software, you execute a program
using artificial data.

‘l’

> You check the results of the test run for errors,
anomalies or information about the program's
non-functional attributes.

3> Testing can reveal the presence of errors NOT their
absence,

> Testing is part of a more general verification and
validation process, which also includes static
validation techniques.

Program Testing Goals

* To demonstrate to the developer and the customer
that the software meets its requirements.

> For custom software, this means that there should

be at least one test for every requirement in the

requirements document. For generic software

products, it means that there should be tests for all
of the system features, plus combinations of these
features, that will be incorporated in the product
release.
To discover situations in which the behavior of the
software is incorrect, undesirable or does not conform
to its specification.

> Defect testing is concerned with rooting out
undesirable system behavior such as system
crashes, unwanted interactions with other systems,
incorrect computations and data corruption.

The first goal leads to validation testing

> You expect the system to perform correctly using a
given set of test cases that reflect the system’s
expected use.

The second goal leads to defect testing

> The test cases are designed to expose defects. The
test cases in defect testing can be deliberately
obscure and need not reflect how the system is
normally used.

Benefits of Software Testing:

Cost-Effective: It is one of the important advantages
of software testing. Testing any IT project on time
helps you to save your money for the long term. In
case if the bugs caught in the earlier stage of software
testing, it costs less to fix.

Security: It is the most vulnerable and sensitive benefit
of software testing. People are looking for trusted
products. It helps in removing risks and problems
earlier.

Product Quality: It is an essential requirement of any
software product. Testing ensures a quality product is
delivered to customers.

Customer Satisfaction: The main aim of any product
is to give satisfaction to their customers. UI/UX Testing
ensures the best user experience.

(5.1)
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5.1.2 Validation and Defect Testing

5.1.3 Inspections and Testing

Validation Testing

To demonstrate to the developer and the system
customer that the software meets its requirements

A successful test shows that the system operates as
intended.

Defect Testing

To discover faults or defects in the software where its
behavior is incorrect or not in conformance with its
specification

A successful test is a test that makes the system

perform incorrectly and so exposes a defect in the
system.

An Input-Output Model of Program Testing

Inputs causing
Input test data — anomalous
behavior
System
Output test data@——-—- Outputs which
: reveal the presence
of defects

Fig. 5.1 : An input-output model of program testing

Verification V/s Validation (V&V)

Verification: "Are we building the product right”.

The software should conform to its specification.
Validation: "Are we building the right product”.

The software should do what the user really requires.
Aim of V & V is to establish confidence that the system
is 'fit for purpose’.

Depends on system's purpose, user expectations and
marketing environment

> Software purpose

The level of confidence depends on how critical
the software is to an organization.

> User expectations

Users may have low expectations of certain kinds
of software.

Marketing environment

\!

Getting a product to market early may be more
important than finding defects in the program.

Software Inspections : Concerned with analysis of the

static system representation to discover problems

(static verification)

> May be supplement by tool-based document and
code analysis

Software Testing : Concerned with exercising and

observing product behavior (dynamic verification)

> The system is executed with test data and its
operational behavior is observed.

Inspections

Requirements Software Database
specification architecture schemas frogram
UML design
models
System :
prototype Testing
Fig. 5.2 : Inspections and testing
Software Inspections
¢« These involve people examining the source

representation with the aim of discovering anomalies
and defects.

Inspections not require execution of a system so may
be used before implementation.

They may be applied to any representation of the
system (requirements, design, configuration data, test
data, etc.).

They have been shown to be an effective technique for
discovering program errors.

Advantages of Inspections

During testing, errors can mask (hide) other errors.
Because inspection is a static process, you don't have
to be concerned with interactions between errors.

Incomplete versions of a system can be inspected
without additional costs. If a program is incomplete,
then you need to develop specialized test harnesses to
test the parts that are available.

As well as searching for program defects, an inspection
can also consider broader quality attributes of a
program, such as compliance with standards,
portability and maintainability.
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Inspections and Testing

* Inspections and testing are complementary and not
opposing verification technigues.

* Both should be used during the V & V process.

= Inspections can check conformance with a specification
but not conformance with the customer's real
requirements.

* Inspections cannot check non-functional characteristics
such as performance, usability, etc.

5.1.4 A Model of the Software Testing Process

|

Test Test Test Test

el o

. Run Compare
Design Prepare program resulls

c:::;s =" é‘e:l'; | with test to test
data cases

Fig. 5.3 : A model of the software testing process

¢ Above is an abstract model of the traditional testing
process, as used in plan driven development. Test
cases are specifications of the inputs to the test and
the expected output from the system (the test results),
plus a statement of what is being tested. Test data are
the inputs that have been devised to test a system.
Test data can sometimes be generated automatically,
but automatic test case generation is impossible.

¢ People who understand what the system is supposed
to do must be involved to specify the expected test
results. However, test execution can be automated. The
test results are automatically compared with the
predicted results, so there is no need for a person to
look for errors and anomalies in the test run. Typically,
a commercial software system has to go through three
stages of testing.

Stages of Testing

e Development Testing: where the system is tested
during development to discover bugs and defects.

* Release Testing: where a separate testing team tests a
complete version of the system before it is released to
users.

* User Testing: where users or potential users of a
system test the system in their own environment.

5.2 DEVELOPMENT TESTING

Development testing includes all testing activities that
are carried out by the team developing the system.
Unit Testing: where individual program units or object
classes are tested. Unit testing should focus on testing
the functionality of objects or methods.

Component Testing: where several individual units
are integrated to create composite components.
Component testing should focus on testing
component interfaces.

System Testing: where some or all of the components
in a system are integrated and the system is tested as a
whole. System testing should focus on testing
component interactions.

5.2.1 Unit Testing

Unit testing is the process of testing individual
components in isolation.

It is a defect testing process.

Units may be:

> Individual functions or methods within an object
> Object classes with several attributes and methods

> Composite components with defined interfaces
used to access their functionality.

Object Class Testing

Complete test coverage of a class involves

> Testing all operations associated with an object

> Setting and interrogating all object attributes

> Exercising the object in all possible states.
Inheritance makes it more difficult to design object
class tests as the information to be tested is not
localized

Example: Weather station testing

WeatherStation

identifier

reporWeather ()
reportStatus ()

powerSave (instruments)
remoteControl (commands)
restart (instruments)
shutdown (instruments)

Fig. 5.4 : The weather station object interface

Need to define test cases for report Weather, calibrate,
test, startup and shutdown.
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Using a state model, identify sequences of state
transitions to be tested and the event sequences to

cause these transitions

For example:

> Shutdown -> Running->Shutdown

> Configuring-> Running->Testing -> Transmitting -
>Running->

> Running-> Collecting-> Running-> Summarizing -
>Transmitting->Running

Automated Testing

Whenever possible, unit testing should be automated
so that tests are run and checked without manual
intervention.

In automated unit testing, you make use of a test
automation framework (such as JUnit) to write and run
your program tests.

Unit testing frameworks provide generic test classes
that you extend to create specific test cases. They can
then run all of the tests that you have implemented
and report, often through some GUI, on the success of
otherwise of the tests.

Automated Test Components

A setup part, where you initialize the system with the
test case, namely the inputs and expected outputs,

A call part, where you call the object or method to be
tested.

An assertion part where you compare the result of the
call with the expected result. If the assertion evaluates
to true, the test has been successful if false, then it has
failed.

Unit Test Effectiveness

The test cases should show that, when used as
expected, the component that you are testing does
what it is supposed to do.

If there are defects in the component, these should be
revealed by test cases.

This leads to two types of unit test case:

1. The first of these should reflect normal operation
of a program and should show that the

component works as expected.

2. The other kind of test case should be based on
testing experience of where common problems
arise. It should use abnormal inputs to check that
these are properly processed and do not crash the
component.

5.2.2 Testing Strategies

Testing is expensive and time consuming, so it is
important that you choose effective unit test cases.
Effectiveness, in this case, means two things:

1. The test cases should show that, when used as
expected, the component that you are testing does
what it is supposed to do.

2. [If there are defects in the component, these should
be revealed by test cases.

Two strategies that can be effective in helping you choose
test cases are:

Partition testing, where you identify groups of inputs

that have common characteristics and should be

processed in the same way.

> You should choose tests from within each of these
groups.

Guideline-based testing, where you use

guidelines to choose test cases.

testing

> These guidelines reflect previous experience of the
kinds of errors that programmers often make when
developing components.

Partition Testing

Input data and output results often fall into different
classes where all members of a class are related.

Each of these classes is an equivalence partition or
domain where the program behaves in an equivalent
way for each class member.

Test cases should be chosen from each partition.

Equivalence Partitioning
Input equivalence partitions Output partitions
System
Possible inputs  Correct outputs ~ Possible outputs

Fig. 5.5 : Equivalence partitioning
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| | |

Lessthan4 | Between 4 and 10 More than 10

Number of input values

9999 100000

10000 50000 99999

Less than Between

More than 99999

10000 10000 and 99999

Input values

Fig. 5.6 : Equivalence partitions

Testing Guidelines (Sequences)

Test software with sequences which have only a single
value.

Use sequences of different sizes in different tests.

Derive tests so that the first, middle and last elements

of the sequence are accessed.

Test with sequences of zero length.

General Testing Guidelines

Choose inputs that force the system to generate all
error messages

Design inputs that cause input buffers to overflow

Repeat the same input or series of inputs numerous

times
Force invalid outputs to be generated

Force computation results to be too large or too small.

5.2.3 Component Testing

Software  components are often composite
components that are made up of several interacting

objects.

For example, in the weather station system, the
reconfiguration component includes objects that deal

with each aspect of the reconfiguration.

You access the functionality of these objects through

the defined component interface.

* Testing composite components should therefore focus
on showing that the component interface behaves
according to its specification.

* You can assume that unit tests on the individual
objects within the component have been completed.

Interface Testing

L Test cases

—

Fig. 5.7: Interface testing

* Objectives are to detect faults due to interface errors

or invalid assumptions about interfaces.

* Interface types

> Parameter interfaces Data passed from one

method or procedure to another.

> Shared memory interfaces Block of memory is
shared between procedures or functions.

> Procedural interfaces Sub-system encapsulates a
set of procedures to be called by other sub-

systems,

> Message passing interfaces Sub-systems request

services from other sub-systems
Interface Errors
e Interface misuse

> A calling component calls another component and
makes an error in its use of its interface e.qg.

parameters in the wrong order.
* Interface misunderstanding

> A calling component embeds assumptions about
the behaviour of the called component which are

incorrect.
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* Timing errors

> The called and the calling component operate at
different speeds and out-of-date information is
accessed.

Interface Testing Guidelines

* Design tests so that parameters to a called procedure
are at the extreme ends of their ranges.

* Always test pointer parameters with null pointers.

* Design tests which cause the component to fail,

* Use stress testing in message passing systems.

* In shared memory systems, vary the order in which
components are activated.

5.2.4 System Testing

* System testing during development involves
integrating components to create a version of the

system and then testing the integrated system.

* The focus in system testing is testing the interactions
between components,

* System

testing that

compatible, interact correctly and transfer the right

checks components  are

data at the right time across their interfaces.

» System testing tests the emergent behaviour of a
system.

System and Component Testing

* During system testing, reusable components that have
been separately developed and off-the-shelf systems
may be integrated with newly developed components.
The complete system is then tested.

e Components developed by different team members or
sub-teams may be integrated at this stage. System

testing is a collective rather than an individual process.

> In some companies, system testing may involve a
separate testing team with no involvement from
designers and programmers.

Use-Case Testing

e The wuse-cases developed to identify

interactions can be used as a basis for system testing.

system

* Each use case usually involves several system
components so testing the use case forces these
interactions to occur.

* The sequence diagrams associated with the use case
documents the components and interactions that are
being tested.

Collect Weather Data Sequence Chart

Weather = o
information = ‘g £ ©
system E b = 2
=] & £ =
Q £ E =]
8 8 S e
= =
request
L (report) 1 : . :
I
Iacknowledgla tepartv(\;ealhar, get 1
______ | = | isal
= (summary) | sumrI;ansel
- - = - = - -

acknowledge R
reply send (report) T ! :
(report) || _ __ __ - ' :
acknowledge | ! f
AR > ' : |
,acknowledge T ' !

I
Fig. 5.8 : Collect weather data sequence chart
Testing Policies
* Exhaustive system testing is impossible so testing

policies which define the required system test coverage
may be developed.

s Examples of testing policies:
> All system functions that are accessed through
menus should be tested.
> Combinations of functions (e.g. text formatting)
that are accessed through the same menu must be
tested.
> Where user input is provided, all functions must be

tested with both correct and incorrect input.
5.3 TEST-DRIVEN DEVELOPMENT

* Test-Driven Development (TDD) is an evolutionary

approach to development which combines Test-First
Development (TFD) where you write a test before you
write just enough production code to fulfill that test
and refactoring. , it's one way to think through your
requirements or design before you write your

functional code.
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(TDD) is a software development process that relies on
the repetition of a very short development cycle:
requirements are turned into very specific test cases,
then the software is improved to pass the new tests,

In TDD three activities are strongly interlinked: coding,
testing (in the form of writing unit tests) and design (in
the form of refactoring).

It can be briefly described by the following set of rules:

> Write a "single” unit test describing an aspect of
the program.

> Run the test, which should fail because the
program lacks that feature.

> Write "just enough” code, the simplest possible, to
make the test pass,

Y

“Refactor” the code until it conforms to the
simplicity criteria.

> Repeat, "accumulating” unit tests over time.

!

Add a test —

v .

w

& B

£

Run the tests §

— =

ﬁ ]

g &

o

- @

Make a little -

change -

_ @

3 €
Run the tests

(Pass,
development
stops)

Fig. 5.9 : Basic TDD process

The steps of test first development (TFD): First step is
to quickly add a test, basically just enough code to fail.
Next you run your tests, often the complete test suite
although for sake of speed you may decide to run only
a subset, to ensure that the new test does in fact fail.
You then update your functional code to make it pass

the new tests. The fourth step is to run your tests
again. If they fail you need to update your functional
code and retest. Once the tests pass the next step is to
start over (you may first need to refactor any
duplication out of your design as needed, turning TFD
into TDD).
* TDD can be described with this simple formula:
TDD = Refactoring + TFD.

*  When you first go to implement a new feature, the first
question that you ask is whether the existing design is
the best design possible that enables you to
implement that functionality. If so, you proceed via a
TFD approach. If not, you refactor it locally to change
the portion of the design affected by the new feature,
enabling you to add that feature as easy as possible.
As a result you will always be improving the quality of
your design, thereby making it easier to work with in
the future.

There are Two Levels of TDD:

1. Acceptance TDD (ATDD): With ATDD you write a
single acceptance test, or behavioral specification
depending on your preferred terminology, and then
just enough production functionality/code to fulfill that
test. The goal of ATDD is to specify detailed,
executable requirements for your solution on a Just In
Time (JIT) basis. ATDD is also called Behavior Driven
Development (BDD).

2. Developer TDD (DTDD): With developer TDD you
write a single developer test, sometimes inaccurately
referred to as a unit test, and then just enough
production code to fulfill that test. The goal of
developer TDD is to specify a detailed, executable
design for your solution on a JIT(Just in Time) basis.
Developer TDD is often simply called TDD.

s TDD allows the process of writing tests and production
code to steer the design. With TDD it is easy to
imagine a clearer, cleaner method, class, or entire
object model, refactor, protected the entire time by a
solid suite of unit tests, As team learns about what
actually works and what does not, they are in the best
possible position to apply those insights.
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Fig. 5.10 : TDD process with ATDD and DTDD levels

Advantages
Early Bug Notification.

Developers test their code but in the database world,
this often consists of manual tests or one-off scripts.
Using TDD you build up, over time, a suite of

automated tests that you and any other developer can
rerun at will,

Better Designed, Cleaner and More Extensible Code.

It helps to understand how the code will be used and
how it interacts with other modules.

It results in better design decision and more
maintainable code, TDD allows writing smaller code
having single responsibility rather than monolithic
procedures with multiple responsibilities. This makes
the code simpler to understand.TDD also forces to
write only production code to pass tests based on user
requirements.

Confidence to Refactor

If you refactor code, there can be possibilities of breaks
in the code. So having a set of automated tests you
can fix those breaks before release. Proper warning will
be given if breaks found when automated tests are
used. Using TDD, should results

in faster, more

TESTING

extensible code with fewer bugs that can be updated
with minimal risks.

Good for Teamwork

In the absence of any team member, other team
members can easily pick up and work on the code. It

also aids knowledge sharing, thereby making the team
more effective overall.

Good for Developers

Though developers have to spend more time in writing
TDD test cases, it takes a lot less time for debugging
and developing new features. You will write cleaner,

|5.4 RELEASE TESTING

less complicated code.

Release testing is the process of testing a particular
release of a system that is intended for use outside of
the development team. The primary goal of the release
testing process is to convince the customer of the
system that it is good enough for use, Release testing,
therefore, has to show that the system delivers its
specified functionality, performance and dependability,
and that it does not fail during normal use. Release
testing is usually a black-box testing process where
tests are only derived from the system specification.
Release testing is a form of system testing. Important
differences:

> A separate team that has not been involved in the
system development, should be responsible for
release testing.

System testing by the development team should
focus on discovering bugs in the system (defect
testing). The objective of release testing is to check
that the system meets its requirements and is
good enough for external use (validation testing).
Requirements-Based Testing involves examining
each requirement and developing a test or tests for it,
It is validation rather than defect testing: you are trying
to demonstrate that the system has properly
implemented its requirements.

Scenario Testing is an approach to release testing
where you devise typical scenarios of use and use
these to develop test cases for the system. Scenarios
should be realistic and real system users should be
able to relate to them. If you have used scenarios as
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part of the requirements engineering process, then you
may be able to reuse these as testing scenarios.

Part of release testing may involve testing the
emergent properties of a system, such as
performance and reliability. Tests should reflect the
profile of use of the system. Performance tests usually
involve planning a series of tests where the load is
steadily increased until the system performance
becomes unacceptable. Stress testing is a form of
performance testing where the system is deliberately
overloaded to test its failure behavior.

5.4.1 Requirements-Based Testing

Requirements-based testing is a testing approach in
which test cases, conditions and data are derived from
requirements. It includes functional tests and also non-
functional attributes such as performance, reliability or
usability.

Stages in Requirements Based Testing:

Defining Test Completion Criteria : Testing is
completed only when all the functional and non-
functional testing is complete.

Design Test Cases : A Test case has five parameters
namely the initial state or precondition, data setup, the
inputs, expected outcomes and actual outcomes.
Execute Tests : Execute the test cases against the
system under test and document the results.

Verify Test Results : Verify if the expected and actual
results match each other.

Verify Test Coverage : Verify if the tests cover both
functional and aspects of the
requirement.

Track and Manage Defects : Any defects detected
during the testing process goes through the defect life
cycle and are tracked to resolution. Defect Statistics are
maintained which will give us the overall status of the
project.

non-functional

Requirements are Critical:

Various studies have shown that software projects fail
due to the following reasons:

> Incomplete requirements and specifications

> Frequent changes in  requirements and
specifications

> When there is lack of user input to requirements

Reguirements based testing process addresses each of
the above issues as follows :

> The Requirements based testing process starts at
the very early phase of the software development,
as correcting issues/errors is easier at this phase.

It begins at the requirements phase as the chances
of occurrence of bugs have its roots here,

‘F

> It aims at quality improvement of requirements.
Insufficient requirements leads to failed projects.

Example: Consider the Mentcare system requirements

that are concerned with checking for drug allergies:

If a patient is known to be allergic to any particular
medication, then prescription of that medication shall
result in 3 warning message being issued to the system
userf a prescriber chooses to ignore an allergy
warning, he or she shall provide a reason why this has
been ignored.

To check if these requirements have been satisfied, we
need to develop several related tests:

> Set up a patient record with no known allergies.
Prescribe medication for allergies that are known
to exist. Check that a warning message is not
issued by the system.

Set up a patient record with a known allergy.
Prescribe the medication that the patient is allergic
to and check that the warning is issued by the
system.

Y

> Set up a patient record in which allergies to two or
more drugs are recorded. Prescribe both of these
drugs separately and check that the correct
warning for each drug is issued.

> Prescribe two drugs that the patient is allergic to.
Check that two warnings are correctly issued.

> Prescribe a drug that issues a warning and overrule
that warning. Check that the system requires the
user to provide information explaining why the

warning was overruled.

5.4.2 Scenario Testing

Scenario Testing in software testing is a method in
which actual scenarios are used for testing the
software application instead of test cases. The purpose
of scenario testing is to test end to end scenarios for a
specific complex problem of the software. Scenarios
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help in an easier way to test and evaluate end to end
complicated problems.

e Test Scenarios are created for the following reasons:

> Creating Test Scenarios ensures complete Test
Coverage

Test Scenarios can be approved by various

‘!

stakeholders like Business Analyst, Developers,
Customers to ensure the Application Under Test is
thoroughly tested. It ensures that the software is
working for the most common use cases.

> They serve as a quick tool to determine the testing
work effort and accordingly create a proposal for
the client or organize the workforce.

> They help determine the most important end-to-
end transactions or the real use of the software
applications.

"‘."

For studying the end-to-end functioning of the
program, Test Scenario is critical.

Example 1 : Test Scenario for eCommerce Application

For an eCommerce Application, a few test scenarios would
be

Test Scenario : Check the Login Functionality

[J Keep me signed in. Details ~

New to Amazon?

Create your Amazon account

Fig. 5.11

* In order to help you understand the difference Test
Scenario and Test Cases, specific test cases for this Test
Scenario would be
> Check system behavior when valid email id and

password is entered.
> Check system behavior when invalid email id and
valid password is entered.

> Check system behavior when valid email id and
invalid password is entered.

> Check system behavior when invalid email id and
invalid password is entered.

id and

password are left blank and Sign in entered.

Check system behavior when email

"f

> Check Forgot your password is working as
expected
> Check system behavior when valid/invalid phone
number and password is entered.
> Check system behavior when "Keep me signed” is
checked
Example 2 : Scenario-Based Analysis of Wilderness
Weather Station System:
e The weather station is composed of independent
subsystem that communicates by broad casting
Weather
stations collect data from a set of instruments that

messages on a conman infrastructure.
measure temperature and pressure, sunshine, rainfall,

wind speed and wind direction.

« The weather station includes a number of instruments
that measure weather parameters such as the wind
speed and direction, the ground and air temperatures,
the barometric pressure and the rainfall over a 24-hour
period. Each of these instruments is controlled by a
software system that takes parameter readings

periodically and manages the data collected from the

instruments.
Steps for Testing:
e Identify the objects, attributes and methods.

e Understand about the interactions between the system

and its environment.
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.

Check the data processing and transmits ground

thermometers, an anemometer, a wind vane a

barometer and a rain gauge.

Check the major components that make up the system
and their interactions, and then may organize the
components using an architectural pattern such as a

layered or client- server model.

Check whether the command is issued to transmit the
weather data, the weather station processes and
summaries the collected data .the summation data is
transmitted to the mapping computer when a request
is received.

5.4.3 Performance Testing

Performances Testing is a software testing process
used for testing the speed, response time, stability,
reliability, scalability and resource usage of a software
application under particular workload. The main
purpose of performance testing is to identify and
eliminate the performance bottlenecks in the software
application. It is a subset of performance engineering
and also known as “Perf Testing”.

The focus of Performance Testing is checking a
software program's

> Speed : Determines whether the application
responds quickly
> Scalability : Determines maximum user load the

software application can handle,

> Stability : Determines if the application is stable

under varying loads

Example Performance Test Cases

Verify response time is not more than 4 secs when
1000 users access the website simultaneously.

Verify response time of the Application Under Load is
within an acceptable range when the network

connectivity is slow

Check the maximum number of users that the

application can handle before it crashes.

5.5 USER TESTING

User or customer testing is a stage in the testing
process in which users or customers provide input and
advice on system testing. This may involve formally
testing a system that has been commissioned from an
external supplier. It may be an informal process where
users experiment with a new software product to see if
they like it and to check that it does what they need.

There are three different types of user testing:

1. Alpha Testing: where a selected group of software
users wark closely with the development team to
test early releases of the software.

2. Beta Testing: where a release of the software is
made available to a larger group of users to allow
them to experiment and to raise problems that
they discover with the system developers.

3. Acceptance Testing: where customers test a
system to decide whether or not it is ready to be
accepted from the

system developers and

deployed in the customer environment,

5.5.1 Alpha Testing

Alpha Testing is a type of software testing performed
to identify bugs before releasing the software product
to the real users or public. It is a type of acceptance
testing. The main objective of alpha testing is to refine
the software product by finding and fixing the bugs
that were not discovered through previous tests,

This testing is referred to as an alpha testing only
because it is done early on, near the end of the
development of the software, and before Beta Testing.
Alpha testing is typically performed by in-house
software engineers or QA staff, It is the final testing
stage before the software is released into the real
world.

Alpha testing has two phases,

1. The first phase of testing is done by in-house
developers. They either use hardware-assisted
debuggers or debugger software. The aim to catch
bugs quickly. Usually while alpha testing, a tester
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will come across to plenty of bugs, crashes,

missing features, and docs.

2. While the second phase of alpha testing is done by
software QA staff, for additional testing in an
environment. It involves both black box and White
Box Testing.

Advantage of Alpha Testing

Better insight about the software's reliability at its early

stages
Reduce delivery time to market

Early feedback helps to improve software quality

5.5.2 Beta Testing

This is a testing stage followed by the internal full
alpha test cycle. This is the final testing phase where
the companies release the software to a few external
user groups outside the company test teams or
employees. This initial software version is known as the
beta version. Most companies gather user feedback in
this release.

In Short, Beta Testing can be Defined as- the testing
carried out by real users in a real environment. Though
companies do rigorous in-house quality assurance
from dedicated test teams, it's practically impossible to
test an application for each and every combination of
the test environment. Beta releases make it easier to
test the application on thousands of test machines and
fix the issues before releasing the application to the
public.

The selection of beta test groups can be done based
on the company’s needs. The company can either
invite few users to test the preview version of the
application or they can release it openly to give it a try
by any user. Fixing the issues in the beta release can
significantly reduce the development cost as most of

the minor glitches get fixed before the final release.

Example: Recently Microsoft corporation released
Windows 10 beta and based on the feedback from
thousands of users they managed to release a stable

0S version. In the past, Apple also released OS X beta
in public and fixed many minor issues and improved
the OS based on user feedback.

Alpha Testing Beta Testing

Alpha testing involves both the Beta testing commonly uses
white box and black box testing. | black box testing.

Alpha testing is performed by Bela testing is performed by
testers who are usually internal | clients who are not part of the
employees of the organization. | organization.

Alpha testing is performed at Beta testing is performed at end-
developer’s site. user of the product.

Reliability and security testing Reliability, security and
are not checked In alpha testing. | robustness are checked during
beta testing.

Alpha testing ensures the quality | Bela testing also concentrates
of the product before forwarding | on the quality of the product but
to beta testing. collects users input on the
product and ensures that the
product is ready for real time

Users.

Alpha testing requires a testing | Beta testing doesn't require a
environment or a lab. testing environment or lab.

Alpha testing may require long Beta testing requires only a few

execution cycle. weeks of execution.
Developers can immediately Most of the issues or feedback
address the critical issues or collected from beta testing will
fixes in alpha testing. be implemented in future
versions of the product.
5.5.3 Acceptance Testing

e Formal testing with respect to wusers’ needs,
requirements, and business processes conducted to
determine whether or not a system satisfies the
acceptance criteria and to enable the user, customer or
other authorized entity to determine whether or not to
accept the system,
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Fig. 5.12: Acceptance testing Process

As shown in above fig. 5.12 there are six stages in the
acceptance testing process:

Define Acceptance Criteria : This stage should ideally
take place early in the process before the contract for
the system is signed. The acceptance criteria should be
part of the system contract and be approved by the
customer and the developer.

Plan Acceptance Testing: This stage involves deciding
on the resources, time, and budget for acceptance
testing and establishing a testing schedule. The
acceptance test plan should also discuss the required
coverage of the requirements and the order in which
system features are tested. It should define risks to the
testing process such as system crashes and inadequate
performance, and discuss how these risks can be
mitigated.

Derive Acceptance Tests : Once acceptance criteria
have been established, tests have to be designed to
check whether or not a system is acceptable.
Acceptance tests should aim to test both the functional
and non-functional characteristics (e.g., performance)
of the system. They should ideally provide complete
coverage of the system requirements.

Run Acceptance Tests: The agreed acceptance tests
are executed on the system. Ideally, this step should
take place in the actual environment where the system
will be used, but this may be disruptive and
impractical. Therefore, a user testing environment may
have to be set up to run these tests. It is difficult to

automate this process as part of the acceptance tests
may involve testing the interactions between end-users
and the system. Some training of end-users may be
required.

Negotiate Test Results : It is very unlikely that all of
the defined acceptance tests will pass and that there
will be no problems with the system. If this is the case,
then acceptance testing is complete and the system
can be handed over. More commonly, some problems
will be discovered, In such cases, the developer and the
customer have to negotiate to decide if the system is
good enough to be used. They must also agree on
how the developer will fix the identified problems.

6. Reject/accept System : Developers and the customer
meets to decide on whether or not the system should
be accepted. If the system is not good enough for use,
then further development is required to fix the
identified problems and repeat the acceptance testing
phase.

EXERCISE
1. What is software testing? Why it is important?
2. What is the difference between validation and
verification?
3. Bring out the differences between testing and
inspection.
4. Explain software inspection with its advantages.
5. Explain with neat diagram model of the software
testing process
Explain the different levels in Development testing.
7. Write short note on
a)Unit testing
b)component testing
c)System Testing
8. Explain unit testing with example.
9, Explain how to choose unit test cases?
10. Explain interface testing with suitable diagram.
11. Explain System testing with example.
12. Explain Test driven development with neat diagram.

Also mention its advantages.
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13. What is the release testing? What are the differences 17. What is performance testing? Give examples of
between release testing and system testing? performance test cases.
14. What are the benefits of involving users in release 18. Explain different types of user testing.
testing at an early stage in the testing process? Are 19, What is acceptance testing? Why it is important?
. . ; o
there disadvantages in user involvement? 20. Compare alpha - beta testing?
15. Explain with example Requirements-based testing. 21. With the help of neat diagram explain six stages of
Mention the issues resolved during it. i
Acceptance testing process.
16. Write a scenario that could be used to help design
tests for the wilderness weather station system.
WO
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SYSTEM DEPENDABILITY AND SECURITY

e

[6.1 DEPENDABILITY PROPERTIES B

Introduction:

As computer systems have become deeply embedded
in our business and personal lives, the problems that
result from system and software failure are increasing.
A failure of server software in an e-commerce
company could lead to a major loss of revenue and
customers for that company. A software error in an
embedded control system in a car could lead to
expensive recalls of that model for repair and, in the
worst case, could be a contributory factor in accidents,
The infection of company PCs with malware requires
expensive clean-up operations to sort out the problem
and could lead to the loss of or damage to sensitive
information.

Because software-intensive systems are so important
to governments, companies, and individuals, we have
to be able to trust these systems. The software should
be available when it is needed, and it should operate
correctly without undesirable side effects, such as
unauthorized information disclosure. In short, we
should be able to depend on our software systems.
The term dependability was proposed by Jean-Claude
Laprie in 1995 to cover the related systems attributes
of availability, reliability, safety, and security. His ideas
were revised over the next few years and are discussed
in a definitive paper published in 2004 (Avizienis et al.
2004).

Definition:

"In software engineering, dependability is the ability
to provide services that can defensibly be trusted
within a time-period. This may also encompass
mechanisms designed to increase and maintain the
dependability of a system or software.”

» The dependability of systems is usually more important

than their detailed functionality for the following
reasons:

> If System will get failures it affect a large number
of people and functionality. Many systems include
functionality that is rarely used. If this functionality
were left out of the system, only a small number of
users would be affected. System failures that affect
the availability of a system potentially affect all
users of the system. Unavailable systems may

mean that normal business is impossible.

> Users often reject systems that are unreliable,
unsafe, or insecure If users find that a system is
unreliable or insecure, they will refuse to use it
Furthermore, they may also refuse to buy or use
other products from the company that produced
the unreliable system. They do not want a
repetition of their bad experience with an
undependable system.

System failure costs may be enormous For some

'\f

applications, such as a reactor control system or an
aircraft navigation system, the cost of system
failure is orders of magnitude greater than the
cost of the control system. Failures in systems that
control critical infrastructure such as the power

network have widespread economic consequences.

> Undependable systems may cause information loss
Data is very expensive to collect and maintain; it is
usually worth much more than the computer
system on which it is processed. The cost of

recovering lost or corrupt data is usually very high.

Building dependable software is part of the more
general process of dependable systems engineering.. It
executes in an operational environment that includes
the hardware on which the software executes, the

(6.1)
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human users of that software and the organizational or

e software is used.

business processes where th
you therefore have

to consider:

Hardware failure System hardware may fail because of

mistakes in its design, because components fail as a

result of manufacturing because  of
factors such as dampness oOf high
ts have reached

errors,

environmental

temperatures, or because componen

the end of their natural life.

Software failure System software may fail because of

mistakes in its specification, design, or implementation.
Operational failure Human users may fail to use or
operate the system as intended by its designers. As
hardware and software have become more reliable,
failures in operation are now, perhaps, the largest
single cause of system failures.

These failures are often interrelated. A failed hardware
component may mean system operators have to cope
with an unexpected situation and additional workload.
This puts them under stress, and people under stress
often make mistakes. These mistakes can cause the
software to fail, which means more work for operators,
even more stress, and so on. As a result, it is
particularly important that designers of dependable,
software intensive systems take a holistic socio
technical systems perspective rather than focus on a
single aspect of the system such as its software or
hardware

The dependability of a computer system is a property
of the system that reflects its trustworthiness.
Trustworthiness here essentially means the degree of
confidence a user has that the system will operate as
they expect and that the system will not “fail" in normal
use. It is not meaningful to express dependability
numerically.

Rather, relative terms such as "not dependable,” “very
dependable,” and “ultra dependable” can reflect the
degree of trust that we might have in a system, There

are five principal dimensions to dependability,

(6.2)
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the availability of a system is the

1. Availability :
nd running  and

probability that it will be up a
able to deliver useful services to users at any given

time.

2. Reliability : Informally, the
the probability, over a given
the system will correctly deliver services as
expected by the user.

3. Safety : Informally, the safety of a system is a
judgment of how likely it is that the system will
cause damage to people or its environ

4. Security Informally, the security of a syste
judgment of how likely it is that the system can
resist accidental or deliberate intru sions.

of a system is

reliability of a system is
period of time, that

ment.
mis a

5. Resilience Informally, the resilience
a judgment of how well that system can maintain
the continuity of its critical services in the presence
of disruptive events, such as equipment failure and

cyber attacks.
The dependability properties shown in Fig. 6.1 are
complex properties that can be broken down into
several simpler properties. For example, security
includes “integrity” (ensuring that the systems program
and data are not damaged) and “confidentiality”
(ensuring that information can only be accessed by
people who are authorized). Reliability includes
“comectness” (ensuring the system services are as
specified), “precision”  (ensuring information  is
delivered at an appropriate level of detail), and
“timeliness” (ensuring that information is delivered
when it is required). Of course, not all dependability

properties are critical for all systems.

Security

Resilience
Dependability

\ /

Reliability

Availability

Safety

Fig. 6.1 : System Dependability Key Pillars
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6.2 AVAILABILITY

e Availability is a probability measure. It outlines the
likelihood that the system will be operational at any
given point in time in order to fulfill requests. You can't

trust a system that is frequently down, or the data you

seek is consistently unavailable.

e When measuring availability, you must take into
account the time it takes to repair failures, and the
average time between repairs. The resultant equation
is uptime / (uptime + downtime). Availability does not
account for preventative maintenance, however,
because this is built into the life cycle of the system.

Resilience:

s Resilience Informally, the resilience of a system is a
judgment of how well that system can maintain the
continuity of its critical services in the presence of
disruptive events, such as equipment failure and cyber
attacks. Resilience is a more recent addition to the set
of dependability properties that were originally
suggested by Laprie.

e Other system properties are closely related to these
five dependability properties and influence a system’s
dependability:

1. Repairability : System failures are inevitable, but
the disruption caused by failure can be minimized
if the system can be repaired quickly. It must be
possible to diagnose the problem, access the
component that has failed, and make changes to

fix that component. Repair ability in software is |

enhanced when the organization using the system
has access to the source code and has the skills to
make changes to it. Open-source software makes
this easier, but the reuse of components can make
it more difficult.

2. Maintainability : As systems are used, new
requirements emerge, and it is important to
maintain the value of a system by changing it to
include these new requirements. Maintainable
software is software that can be adapted
economically to cope with new requirements, and
where there is a low probability that making
changes will introduce new errors into the system.

3. Error Tolerance : This property can be considered
as part of usability and reflects the extent to which
the system has been designed, so that user input
errors are avoided and tolerated. When user errors
occur, the system should, as far as possible, detect
these errors and either fix them automatically or
request the user to re-input their data.

To develop dependable software, you therefore need
to ensure that:

> You avoid the introduction of accidental errors into
the system during software specification and
development.

> You design verification and validation processes
that are effective in discovering residual errors that
affect the dependability of the system.

> You design the system to be fault tolerant so that
it can continue working when things go wrong.

> You design protection mechanisms that guard
against external attacks that can compromise the
availability or security of the system.

> You configure the deployed system and its
supporting software correctly for its operating
environment.

> You include system capabilities to recognize
external cyber attacks and to resist these attacks.

> You design systems so that they can quickly
recover from system failures and cyber attacks
without the loss of critical data.

Fig. 6.2 shows the relationship between costs and
incremental improvements in dependability. If your
software is not very dependable, you can get
significant improvements fairly cheaply by using better
software engineering. However, if you are already
using good practice, the costs of improvement are
much greater, and the benefits from that improvement
are less.

> Sociotechnical systems 291 fewer failures.
Consequently, more and more tests are needed to
try and assess how many problems remain in the
software. Testing is a very expensive process, so
this can significantly increase the cost of high-
dependability systems,
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Cost

Low Medium High Very Ultra-
high  high

Fig. 6.2 : Cost dependability Curve

[6.3 RELIABILITY o

The objective of this chapter is to explain how software

reliability may be specified, implemented, and

measured.

You may think that availability and reliability are the

same, but they differ. Reliability is a quantitative

measurement (as is availability), but it outlines the

probability that the system will run without failure over

a given time. This does not mean that the right data is

served, only the probability that the system will

continue to run.

Technically, you could have a lemon of a system that is

still available. You may need to add a quick fix or patch

to get it up and running, but it still contains the data.

When you will read this you will be able to :

> understand the distinction between software
reliability and software availability;

> have been introduced to metrics for reliability
specification and how these are used to specify
measurable reliability requirements;

> understand how different architectural styles may
be used to implement reliable, fault-tolerant
systems architectures;

> know about good programming practice for
reliable software engineering;

> understand how the reliability of a software system
may be measured using statistical testing.

Our dependence on software systems for almost all

aspects of our business and personal lives means that

we expect that software to be available when we need

it. This may be early in the morning or late at night, at
weekends or during holidays the software must run all
day, every day of the year.

We expect that software will operate without crashes
and failures and will preserve our data and personal
information. We need to be able to trust the software
that we use, which means that the software must be
reliable. The use of software engineering techniques,
better programming languages, and effective quality
management has led to significant improvements in
software reliability over the past 20 years. Nevertheless,
system failures still occur that affect the system's
availability or lead to incorrect results being produced.
In situations where software has a particularly critical
role perhaps in an aircraft or as part of the national
critical infrastructure special reliability engineering
techniques may be used to achieve the high levels of
reliability and availability that are required.

Brian Randell, a pioneer researcher in software
reliability, defined a fault-errorfailure model (Randell
2000) based on the notion that human errors cause
faults; faults lead to errors, and errors lead to system
failures.

He defined these terms precisely:

> Human Error or Mistake: Human behavior that
results in the introduction of faults into a system.
For example, in the wilderness weather system, a
programmer might decide that the way to
compute the time for the next transmission is to
add 1 hour to the current time. This works except
when the transmission time is between 23.00 and
midnight (midnight is 00.00 in the 24-hour clock).

> System Fault : A characteristic of a software
system that can lead to a system error. The fault in
the above example is the inclusion of code to add
1 to a variable called Transmission time, without a
check to see if the value of Transmission time is
greater than or equal to 23.00.

> System Error : An erroneous system state during
execution that can lead to system behaviour that is
unexpected by system users. In this example, the
value of the variable Transmission time is set
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incorrectly to 24 XX rather than 00.XX when the exponentially as program faults are discovered and
faulty code is executed. removed .

> System Failure : An event that occurs at some
point in time when the system does not deliver a
service as expected by its users. In this case, no
weather data is transmitted because the time is
invalid.

* The distinction between faults, errors, and failures

Cost per error detected

leads to three complementary approaches that are

used to improve the reliability of a system: Many Few Very few

Number of residual errors
> Fault Avoidance : The software design and

implementation process should use approaches to
software development that help avoid design and

Fig. 6.3 : The increasing costs of residual fault removal

* As a result, software companies accept that their
software will always contain some residual faults. The
level of faults depends on the type of system. Software
products have a relatively high level of faults, whereas
critical systems usually have a much lower fault density.
The rationale for accepting faults is that, if and when
the system fails, it is cheaper to pay for the
consequences of failure than it would be to discover
and remove the faults before system delivery.

programming errors and so minimize the number
of faults introduced into the system. Fewer faults
means less chance of runtime failures. Fault-
avoidance techniques include the use of strongly
typed programming language to allow extensive
compiler checking and minimizing the use of
error-prone programming language constructs,

such as pointers. However, the decision to release faulty software is not
> Fault Detection and Correction : Verification and simply an economic one. The social and political

validation processes are designed to discover and acceptability of system failure must also be taken into

remove faults in a program, before it is deployed account.

for operational use. Critical systems require | ¢ More precise definitions of availability and reliability

extensive verification and validation to discover as are:

many faults as possible before deployment and to > Reliability : The probability of failure-free

convince the system stakeholders and regulators operation over a specified time, in a given

that the system is dependable. Systematic testing environment, for a specific purpose.

and debugging and static analysis are examples of > Availability : The probability that a system, at a

fault-detection techniques. point in time, will be operational and able to

> Fault Tolerance : The system is designed so that deliver the requested services.

faults or unexpected system behavior during Input set (q,) erlr';ﬁlxu?::::gts

execution are detected at runtime and are
managed in such a way that system failure does
not occur. Simple approaches to fault tolerance

- . : P
based on built-in runtime checking may be rogrem
included in all systems..
¢ Unfortunately, applying fault-avoidance, fault-
detection, and fault-tolerance techniques is not always =2 Erroneous
' _ ‘ Output set @ T output
cost-effective. The cost of finding and removing the
remaining faults in a software system rises Fig. 6.4 : A system as an input/output mapping
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Explanation:

System reliability is not an absolute value it depends
on where and how that system is used. For example,
let's say that you measure the reliability of an
application in an office environment where most users
are uninterested in the operation of the software. They
follow the instructions for its use and do not try to
experiment with the system. If you then measure the
reliability of the same system in a university
environment, then the reliability may be quite different.
Here, students may explore the boundaries of the
system and use it in unexpected ways. This may result
in system failures that did not occur in the more
constrained office environment. Therefore, the
perceptions of the system’s reliability in each of these
environments are different. The above definition of
reliability is based on the idea of failure-free operation,
where failures are external events that affect the users
of a system. But what constitutes “failure”? A technical
definition of failure is behavior that does not conform
to the system'’s specification.

However, there are two problems with this definition:

1. Software specifications are often incomplete or
incorrect, and it is left to software engineers to
interpret how the system should behave. As they
are not domain experts, they may not implement
the behavior that users expect. The software may
behave as specified, but, for users, it is still failing.

2. No one except system developers reads software
specification documents. Users may therefore
anticipate that the software should behave in one
way when the specification says something
completely different.

This incident shows that system dependability does
not just depend on good engineering. It also requires
attention to detail when the system requirements are
derived and the specification of software requirements
that are geared to ensuring the dependability of a
system.

Those dependability requirements are of two types:

1. Functional requirements, which define checking
and recovery facilities that should be included in

the system and features that provide protection
against system failures and external attacks.

2. Non-functional requirements, which define the
required reliability and availability of the system

Table 6.1 : Availability Specification

Availability Explanation

0.9 The system is available for 90% of the time. This
means that, in a 24-hour period (1440 minutes), the
system will be unavailable for 144 minutes.

0.99 In a 24-hour period, the system is unavailable for
14.4 minutes,

0.999 The system Is unavailable for 84 seconds in a 24-
hour period.

0.9999 The system Is unavailable for 8.4 seconds in a 24-

hour period-roughly, one minute per week.

Three metrics may be used to specify reliability and
availability:

1. Probability of failure on demand (POFOD) If you
use this metric, you define the probability that a
demand for service from a system will result in a
system failure. So, POFOD = 0.001 means that
there is a 1/1000 chance that a failure will occur
when a demand is made.

2. Rate of occurrence of failures (ROCOF) This metric
sets out the probable number of system failures
that are likely to be observed relative to a certain
time period (e.g., an hour), or to the number of
system executions. In the example above, the
ROCOF is 1/1000. The reciprocal of ROCOF is the
mean time to failure (MTTF), which is sometimes
used as a reliability metric. MTTF is the average
number of time units between observed system
failures, A ROCOF of two failures per hour implies
that the mean time to failure is 30 minutes.

3. Availability (AVAIL) AVAIL is the probability that a
system will be operational when a demand is made
for service. Therefore, an availability of 0.9999
means that, on average, the system will be
available for 99.99% of the operating time. Figure
114 shows what different levels of availability
mean in practice
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Non-Functional Reliability Requirements

Quantitative Reliability Specification is Useful in a
Number of Ways:

The process of deciding the required level of the
reliability helps to clarify what stakeholders really need.
It helps
different types of system failure, and it makes clear to

stakeholders understand that there are

them that high levels of reliability are expensive to

achieve.

It provides a basis for assessing when to stop testing a
system. You stop when the system has reached its
required reliability level.

It is 2 means of assessing different design strategies
intended to improve the reliability of a system. You can
make a judgment about how each strategy might lead
to the required levels of reliability.

If a regulator has to approve a system before it goes
into service (e.g., all systems that are critical to flight
safety on an aircraft are regulated), then evidence that
a required reliability target has been met is important
for system certification.

Reliability Measurement

To assess the reliability of a system, you have to collect
data about its operation. The data required may
include:

> The number of system failures given a number of
requests for system services. This is used to
measure the POFOD and applies irrespective of the
time over which the demands are made.

|dentify Prepare Compute
operational f—s test - }:g‘;lyst::nt.,s —1 observed
profiles dataset ¥ reliability

Fig. 6.5 : Statistical testing for reliability measurement

> The time or the number of transactions between
system failures plus the total elapsed time or total
number of transactions. This is used to measure
ROCOF and MTTF.

The repair or restart time after a system failure that
leads to loss of service. This is used in the
measurement of availability. Availability does not
just depend on the time between failures but also

‘.’

on the time required to get the system back into
operation.

|6.4 SAFETY

The objective of this chapter is to explain techniques
that are used to ensure safety when developing critical
systems.

Today, almost everything has some sort of computer

or software component. Examples include smart
phones, thermostats, fridges and medical devices.
Safety is a property that indicates a system's ability to
run without posing harm to humans or to the system

itself.

As opposed to stated requirements (e.g. what a system

WILL do), safety specifications state what the system

will NOT do. For example, there will not be a single

point of failure, the system will not a dminister

medication if any input is corrupt, etc.

When you have read this chapter, you will able to

learn:

> understand what is meant by a safety-critical
system and why safety has to be considered
separately from reliability
engineering;

in critical systems
> understand how an analysis of hazards can be
used to derive safety requirements;

> know about processes and tools that are used for
software safety assurance;

> understand the notion of a safety case that is used
to justify the safety of a system to requlators, and
how formal arguments may be used in safety

cases.,

A system can be considered to be safe if it operates
without catastrophic failure, that is, failure that causes
or may cause death or injury to people. Systems whose
failure may lead to environmental damage may also be
safety-critical as environmental damage (such as a
chemical leak) can lead to subsequent human injury or
death.
Software in safety-critical systems has a dual role to
play in achieving safety:
> The system may be software-controlled so that the
decisions made by the software and subsequent
actions are safety-critical. Therefore, the software
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behavior is directly related to the overall safety of
the system.

\I!

Software is extensively used for checking and
monitoring other safety-critical components in a
system. For example, all aircraft engine
components are monitored by software looking for
early indications of component failure. This
software is safety critical because, if it fails, other
components may fail and cause an accident. Safety
in software systems is achieved by developing an
understanding of the situations that might lead to
safety-related failures.

The software is engineered so that such failures do not
occur. You might therefore think that if a safety-critical
system is reliable and behaves as specified, it will
therefore be safe. Unfortunately, it isn't quite as simple
as that. System reliability is necessary for safety
achievement, but it isn't enough. Reliable systems can
be unsafe and vice versa.

The Warsaw Airport accident was an example of such a
situation.

Software systems that are reliable may not be safe for
four reasons:

> We can never be 100% certain that a software
system is fault-free and fault-tolerant. Undetected
faults can be dormant for a long time, and
software failures can occur after many years of
reliable operation.

> The specification may be incomplete in that it does
not describe the required behavior of the system in
some critical situations.

> Hardware malfunctions may cause sensors and
actuators to behave in an unpredictable way.
When components are close to physical failure,
they may behave erratically and generate signals
that are outside the ranges that can be handled by
the software. The software may then either fail or
wrongly interpret these signals.

> The system operators may generate inputs that are
not individually incorrect but that, in some
situations, can lead to a system malfunction. An

anecdotal example of this occurred when an
aircraft undercarriage collapsed while the aircraft
was on the ground.

Apparently, a technician pressed a button that
instructed the utility management software to raise the
undercarriage. The software carried out the mechanic's
instruction perfectly. However, the system should have
disallowed the command unless the plane was in the
air

Safety-Critical Systems:

Safety-critical systems are systems in which it is
essential that system operation is always safe. That is,
the system should never damage people or the
system'’s environment, irrespective of whether or not
the system conforms to its specification. Examples of
safety-critical systems include control and monitoring
systems in aircraft, process control systems in chemical
and pharmaceutical plants, and automobile control
systems.

Safety-critical software falls into two classes:

1. Primary safety-critical software This is software that
is embedded as a controller in a system.
Malfunctioning of such software can cause a
hardware malfunction, which results in human
injury or environmental damage.. The insulin pump
system is a simple system, but software control is
also used in very complex safety-critical systems.
Software rather than hardware control is essential
because of the need to manage large numbers of
sensors and actuators, which have complex control
laws.

For example, advanced, aerodynamically unstable,

military aircraft require continual software-
controlled adjustment of their flight surfaces to

ensure that they do not crash.

2. Secondary safety-critical software This is software
that can indirectly result in an injury.

Safety engineering whose malfunctioning might result

in a design fault in the object being designed. This

fault may cause injury to people if the designed system

malfunctions. Another example of a secondary safety-
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critical system is the Mentcare system for mental
health patient management. Failure of this system,
whereby an unstable patient may not be treated
properly, could lead to that patient injuring himself or

Table 6.2 : Safety Terminology

Term

Definition

Accident
(or mishap)

An unplanned event or sequence of events
that results in human death or injury, damage
lo property or o the environment. An overdose
of insulin is an example of an accident.

Damage

A measure of the loss resulting from a mishap.
Damage can range from many people being
killed as a result of an accident to minor injury
or property damage. Damage resulting from an
overdose of insulin could lead to serious injury
or the death of the user of the insulin pump.

Hazard

A condition with the potential for causing or
contributing to an accident A failure of the
sensor that measures blood glucose is an
example of a hazard.

Hazard probability

The probability of the events occurring which
create a hazard. Probability values tend (o be
arbitrary but range from -probable- (say 1/100
chance of a hazard occurring) to implausible”
(no conceivable situations are likely in which
the hazard could occur). The probability of a
sensor failure in the insulin pump that
overestimates the user's blood sugar level is
low.

Hazard severity

An assessment of the worst possible damage
that could result from a particular hazard.
Hazard severity can range from catastraphic,
where many people are kilted, to minor, where
only minor damage results. When an individual
death is a possibility, a reasonable

assessment of hazard severity is "very high."

A measure of the probability that the system
will cause an accident The risk is assessed by
considering the hazard probability, the hazard
severity., and the probability that the hazard
will lead to an accident. The risk of an insulin

overdose is medium lo low.

Safety Requirements:

Safety requirements are functional requirements, which
define checking and recovery facilities that should be
included in the system and features that provide
protection against system failures and external attacks.
The starting point for generating functional safety
requirements is usually domain knowledge, safety
standards, and regulations. These lead to high-level
requirements that are perhaps best described as “shall
not" requirements. By contrast with normal functional
requirements that define what the system shall do,
“shall not" requirements define system behavior that is
unacceptable.

Examples of “shall not" requirements are: "The system
shall not allow reverse thrust mode to be selected
when the aircraft is in flight.” “The system shall not
allow the simultaneous activation of more than three
alarm signals.” “The navigation system shall not allow
users to set the required destination when the car is
moving." These “shall not" requirements cannot be
implemented directly but have to be decomposed into
more specific software functional requirements.
Alternatively, they may be implemented through
system design decisions such as a decision to use
particular types of equipment in the system.

Hazard ;
identifi- |—~ Hlazard | | Hazert A J sk

cation assessment analysis reduction
Hazard Safet

Hazard probability Root cause Al

register and analyses requut‘e-
facceptabil LHsns

Fig. 6.6 : Hazard driven requirements specification
There are four activities in a hazard-driven safety
specification process:

1. Hazard identification The hazard identification
process identifies hazards that may threaten the
system. These hazards may be recorded in a
hazard register. This is a formal document that
records the safety analyses and assessments and
that may be submitted to a regulator as part of a

safety case.

Scanned with CamScanner



SOFTWARE ENGINEERING (COMP., DBATU)

(6.10)

SYSTEM DEPENDABILITY AND SECURITY

2. Hazard assessment The hazard assessment process
decides which hazards are the most dangerous
and/or the most likely to occur. These should be

prioritized when deriving safety requirements.

3. Hazard analysis This is a process of root-cause
analysis that identifies the events that can lead to
the occurrence of a hazard.

4. Risk reduction This process is based on the
outcome of hazard analysis and leads to
identification of safety requirements.

These requirements may be concerned with ensuring

that a hazard does not arise or lead to an accident or

that if an accident does occur, the associated damage
is minimized.

> Three conditions could lead to the administration
of an incorrect dose of insulin.

1. The level of blood sugar may have been

incorrectly measured, so the insulin
requirement has been computed with an

incorrect input.

Incorrect
insulin dose
administered
| |
Incorrect Correct does Delivery
sugar level delivered at system
measured wrong time failure
Sugar Insulin Pump
Sf:i:.’sg compulation E::;?; computation| | signals
error Incorrect incorrect
Algorithm Arithmetic Algorithm Arithmetic
error error error error

Fig. 6.7 : An example of a fault tree

2. The delivery system Alternatively,

3. The dose may be correctly computed, but it is
delivered too early or too late.

> The left branch of the fault tree, concerned with
incorrect measurement of the blood sugar level,
identifies how this might happen. This could occur
either because the sensor that provides an input to
calculate the sugar level has failed or because the
calculation of the blood sugar level has been
carried out incorrectly. The sugar level is calculated
from some measured parameter, such as the
conductivity of the skin. Incorrect computation can
result from either an incorrect algorithm or an
arithmetic error that results from the use of
floating-point numbers.

> The central branch of the tree is concerned with
timing problems and concludes that these can only
result from system timer failure. Incorrect sugar
level measured Incorrect insulin dose administered
or Correct dose delivered at wrong time Sensor
failure or Sugar computation error Timer failure
Pump signals incorrect or Insulin computation

incorrect

The right branch of the tree, concerned with

Y

delivery system failure, examines possible causes
of this failure. These could result from an incorrect
computation of the insulin requirement or from a
failure to send the correct signals to the pump that
delivers the insulin. Again, an incorrect
computation can result from algorithm failure or

arithmetic errors.

Safety Cases

This evidence is collected during the

development process. It may include information

systems

about hazard analysis and mitigation, test results, static

analyses, Iinformation about the development
processes used, records of review meetings, and so on.
It is assembled and organized into a safety case, a
detailed presentation of why the system owners and

developers believe that a system is safe.
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A safety case is a set of documents that includes a
description of the system to be certified, information
about the processes used to develop the system, and,
critically, logical arguments that demonstrate that the
system is likely to be safe. More succinctly, Bishop and
Bloomfield (Bishop and Bloomfield 1998) define a
safety case as: A documented body of evidence that
provides a convincing and valid argument that a
system is adequately safe for a given application in a
given environmentt. The organization and contents of
a safety case depend on the type of system that is to
be certified and its context of operation Safety case
structures vary, depending on the industry and the
maturity of the domain. For example, nuclear safety
cases have been required for many years,

A safety case refers to a system as a whole, and, as part
of that case, there may be a subsidiary software safety
case. When constructing a software safety case, you
have to relate software failures to wider system failures
and demonstrate either that these software failures will

not occur or that they will not be propagated in such a
way that dangerous system failures may occur.

Table 6.3: Safety Case
Chapter Description
System An overview of the system and a description of
description its critical components.
Safety The safety requirements taken from the system
requirements requirements specification. Details of other

relevant system requirements may also be
included.

Hazard and risk

Dacuments describing the hazards and risks

analysis that have been identified and the measures
taken to reduce risk. Hazard analyses and
hazard logs.

Design analysis | A set of structured arguments that justify why
the design is safe.

Verification and A description of the V & V procedures used

validation and, where appropriate, the test plans for the

syslem. Summaries of the lest results showing
defects that have been detected and corrected.

If formal methods have been used, a formal
system specification and any analyses of that
specification. Records of static analyses of the
source code.

Review reports Records of all design and safety reviews.

Team Evidence of the competence of all of the team

competences involved in safety-related systems development
and validation.

Process QA Records of the quality assurance processes
carried out during system development.

Change Records of all changes proposed, aclions

management laken, and, where appropriate, justification of

processes the safety of these changes. Information about
configuration procedures and configuration
management logs.

Associated safety | References to other safety cases that may

cases impact the safety case.

Safety cases are large and complex documents, and so
they are very expensive to produce and maintain.
Because of these high costs, safety-critical system
developers have to take the requirements of the safety
case into account in the development process: 1.
Graydon et al. (Graydon, Knight, and Strunk 2007)
argue that the development of a safety case should be
tightly integrated with system design and
implementation. This means that system design
decisions may be influenced by the requirements of

6.5 SECURITY

the safety case.

Given prominent security breaches in the news, we've
placed security at the top of the list. Security is a
property that denotes the ability for a system to shield
itself from attack. Today's systems are connected to
the Internet, which means the threat from external
attack is far greater. The highest risk to a given system,
however, is its users. Through social engineering, weak
passwords, and inadvertent or deliberate sharing of
system information, employees can be the breech in
the dam.
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When it comes to the security of a system, think of the
acronym CIA:

> C - Confidentiality: Access is only granted to
authorized users,

> - Integrity: You can't alter data if you are not the
owner.

> A - Availability: The data in the system s
consistently accessible,

Security is inexorably linked to the next three facets of
dependability. If a system is not secure, then
availability, reliability and safety measures go right out
the window.

When you have read this chapter, you will:

> understand the importance of security engineering
and the difference between application security
and infrastructure security;

Y

know how a risk-based approach can be used to
derive security requirements and analyze system
designs;

> know of software architectural patterns and design
guidelines for secure systems engineering;

Y

understand why security testing and assurance is
difficult and expensive.

You have to take three security dimensions into
account in secure systems engineering:

> Confidentiality Information in a system may be
disclosed or made accessible to people or
programs that are not authorized to have access to
that information, For example, the theft of credit

card data from an e-commerce system is a
confidentiality problem.

> Integrity Information in a system may be damaged
or corrupted, making it unusual or unreliable. For
example, a worm that deletes data in a system is
an integrity problem.

> Availability Access to a system or its data that is
normally available may not be possible.

A denial-of-service attack that overloads a server is an
example of a situation where the system availability is
compromised. These dimensions are closely related. If

SYSTEM DEPENDABILITY AND SECURITY

an attack makes the system unavailable, then you will
not be able to update information that changes with
time. This means that the integrity of the system may
be compromised. If an attack succeeds and the
integrity of the system is compromised, then it may
have to be taken down to repair the problem.
Therefore, the availability of the system is reduced.

From an organizational perspective, security has to be
considered at three levels:

L Infrastructure security, which is concerned with
maintaining the security of all systems and
networks that provide an infrastructure and a set
of shared services to the organization.

2. Application security, which is concerned with the
security of individual application systems or related
groups of systems,

3. Operational security, which is concerned with the

secure operation and use of the organization's
systems

Application

Reusable components and libraries

Middleware

Database management

Generic, shared applications (browsers, email, etc.)

Operating system

Network Computer hardware

Fig. 6.8 : System layers where security may be compromised

> an operating system platform, such as Linux or
Windows;

‘r-f

other generic applications that run on that system,
such as web browsers and email clients;

> adatabase management system;

> middleware that supports distributed computing
and database access; and

Y

libraries of reusable components that are used by
the application software

System vulnerabilities may arise because of
requirements, design, or implementation problems, or

they may stem from human, social, or organizational
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failings. People may choose easy-to-guess passwords
or write down their passwords in places where they can
be found. System administrators make errors in setting
up access control or configuration files, and users don't
install or use protection software. However, we cannot
simply class these problems as human errors. User
mistakes or omissions often reflect poor systems
design decisions that require, for example, frequent
password changes (so that users write down their

passwords) or complex configuration mechanisms.

Table 6.4 : Examples of Security Terminology

Term Example

Asset The record of each patient who is receiving or has

received treatment.

Aftack An impersonation of an authorized user,

Control A password checking system that disallows user
passwords that are proper names or words that are

normally included in a dictionary.

Potential financial loss from future patients who do
not seek treatment because they do not trust the
clinic to maintain their data. Financial loss from legal
action by the sports star. Loss of reputation,

Exposure

Treat An unauthorized user will access lo the system by
guessing the credentials (login name and password)

of an authorized user.

Vulnerability | Authentication is based on a password system that

does not require strong passwords. Users can then

set easily guessable passwords.

* Four types of security threats may arise:

1. Interception threats that allow an attacker to gain
access to an asset. So, a possible threat to the
Mentcare system might be a situation where an

attacker gains access to the records of an

individual patient.

2. Interruption threats that allow an attacker to make
part of the system unavailable. Therefore, a

possible threat might be a denial-of-service attack

on a system database server.

3. Modification threats that allow an attacker to
tamper with a system asset. In the Mentcare
system, a modification threat would be where an
attacker alters or destroys a patient record.

4. Fabrication threats that allow an attacker to insert
false information into a system.

This is perhaps not a credible threat in the Mentcare
system but would certainly be a threat in a banking
system, where false transactions might be added to the
system that transfers money to the perpetrator’'s bank
account.

The controls that you might put in place to enhance
system security are based on the fundamental notions
of avoidance, detection, and recovery:

> Vulnerability Avoidance : Controls that are
intended to ensure that attacks are unsuccessful.
The strategy here is to design the system so that
security problems are avoided. For example,
sensitive military systems are not connected to the
Internet so that external access is more difficult.
You should also think of encryption as a control
based on avoidance. Any unauthorized access to
encrypted data means that the attacker cannot
read the encrypted data. It is expensive and time

consuming to crack strong encryption.

> Attack Detection and Neutralization: Controls
that are intended to detect and repel attacks.
These controls involve including functionality in a
system that monitors its operation and checks for
unusual patterns of activity.

> Exposure Limitation and Recovery: Controls that
support recovery from problems. These can range
from  automated and

backup strategies

information “mirroring” through to insurance
policies that cover the costs associated with a

successful attack on the system.

Security is closely related to the other dependability
attributes of reliability, availability, safety, and
resilience:

> Security and Reliability: If a system is attacked
and the system or its data are corrupted as a
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consequence of that attack, then this may induce
system failures that compromise the reliability of
the system. Errors in the development of a system
can lead to security loopholes. If a system does not
reject unexpected inputs or if array bounds are not
checked, exploit
weaknesses to gain access to the system. For

then attackers can these
example, failure to check the validity of an input
may mean that an attacker can inject and execute
malicious code.

Security and Availability: A common attack on a
web-based system is a denial of-service attack,
where a web server is flooded with service requests
from a range of different sources. The aim of this
attack is to make the system unavailable. A variant
of this attack
threatened with this type of attack unless a ransom

is where a profitable site is

is paid to the attackers.

Security and Safety: Again, the key problem is an
attack that corrupts the system or its data. Safety
checks are based on the assumption that we can
analyze the source code of safety-critical software
and that the executing code is a completely
accurate translation of that source code. If this is
not the case, because an attacker has changed the
executing code, safety-related failures may be
induced and the safety case made for the software
is invalid. Like safety, we cannot assign a numeric
value to the security of a system, nor can we
exhaustively test the system for security. Both
safety and security can be thought of as “negative”
or "shall not” characteristics in that they are
concerned with things that should not happen. As
we can never prove a negatiue, We can never prove
that a system is safe or secure.

Security and Resilience: Resilience, covered in
system characteristic that reflects its ability to resist
and recover from damaging events. The most
probable damaging event on networked software
systems is a cyber attack of some kind, so most of
the work now done in resilience is aimed at

deterring, detecting, and recovering from such
attacks.

Security and Organizations:

Security risk management is therefore a business
rather than a technical issue. It has to take into account
the financial and reputational losses from a successful
system attack as well as the costs of security
procedures and technologies that may reduce these

losses.

For risk management to be effective, organizations
should have a documented information security policy
that sets out:

> The assets that must be protected It does not
necessarily make sense to apply stringent security
procedures to all organizational assets. Many
assets are not confidential, and a company can
improve its image by making these assets freely
available. The costs of maintaining the security of
information that is in the public domain are much
less than the costs of keeping confidential
information secure.

> The level of protection that is required for different
types of assets Not all assets need the same level
of protection. In some cases (e.q., for sensitive
personal information), a high level of security is
required; for other information, the consequences
of loss may be minor, so a lower level of security is
adequate. Therefore, some information may be
made available to any authorized and logged-in
user; other information may be much more
sensitive and only available to users in certain roles
or positions of responsibility.

> The responsibilities of individual users, managers,
and the organization The security policy should set
out what is expected of users for example, use
strong passwords, log out of computers, and lock
offices. It also defines what users can expect from
the company, such as backup and information-

archiving services, and equipment provision.

> Existing security procedures and technologies that
should be maintained For reasons of practicality
and cost, it may be essential to continue to use
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existing approaches to security even where these
have known limitations. For example, a company
may require the use of a login name/password for
authentication, simply because other approaches
are likely to be rejected by users.

Risk assessment and management is an organizational
activity rather than a technical activity that is part of
the software development life cycle. The reason for this
is that some types of attack are not technology-based
but rather rely on weaknesses in more general
organizational security. For example, an attacker may
gain access to equipment by pretending to be an
accredited engineer. If an organization has a process to
check with the equipment supplier that an engineer’s
visit is planned, this can deter this type of attack.

This approach is much simpler than trying to address
the problem using a technological solution. When a
new system is to be developed, security risk
assessment and management should be a continuing
process throughout the development life cycle from
initial specification to operational use.

The stages of risk assessment are:

> Preliminary Risk Assessment: The aim of this
initial risk assessment is to identify generic risks
that are applicable to the system and to decide if
an adequate level of security can be achieved at a
reasonable cost. At this stage, decisions on the
detailed system requirements, the system design,
or the implementation technology have not been
made. The risk assessment should therefore focus
on the identification and analysis of high-level risks
to the system. The outcomes of the risk
assessment process are used to help identify
security requirements.

> Design Risk Assessment: This risk assessment
takes place during the system development life
cycle and is informed by the technical system
design and implementation decisions. The results
of the assessment may lead to changes to the
security requirements and the addition of new
requirements. Known and potential vulnerabilities
are identified, and this knowledge is used to

inform decision making about the system
functionality and how it is to be implemented,
tested, and deployed.

> Operational Risk Assessment: This risk
assessment process focuses on the use of the
system and the possible risks that can arise. For
example, when a system is used in an environment
where interruptions are common, a security risk is
that a logged-in user leaves his or her computer
unattended to deal with a problem. To counter this
risk, a timeout requirement may be specified so
that a user is automatically logged out after a
period of inactivity. Operational risk assessment
should continue after a system has been installed
to take account of how the system is used and
proposals for new and changed requirements.

Organizational changes may mean that the system is
used in different ways from those originally planned.

The specification of security requirements for systems
has much in common with the specification of safety
requirements. You cannot specify safety or security
requirements as probabilities. Like safety requirements,
security requirements are often “shall not”
requirements that define unacceptable system
behavior rather than required system functionality.

However, security is a more challenging problem than
safety, for a number of reasons:

> When considering safety, you can assume that the
environment in which the system is installed is not
hostile. No one is trying to cause a safety-related
incident. When considering security, you have to
assume that attacks on the system are deliberate
and that the attacker may have knowledge of
system weaknesses.

> When system failures occur that pose a risk to
safety, you look for the errors or omissions that
have caused the failure. When deliberate attacks
cause system failure, finding the root cause may be
more difficult as the attacker may try to conceal
the cause of the failure.

> Itis usually acceptable to shut down a system or to
degrade system services to avoid a safety-related
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failure. However, attacks on a system may be
denial-of service attacks, which are intended to
compromise system availability. Shutting down the
system means that the attack has been successful.
Safety-related events are accidental and are not
created by an intelligent adversary. An attacker can
probe a system's defenses in a series of attacks,
modifying the attacks as he or she learns more
about the system and its responses. These
distinctions mean that security requirements have
to be more extensive than safety requirements.
Safety requirements lead to the generation of
functional system requirements that provide
protection against events and faults that could
cause safety-related failures.
These requirements are mostly concerned  with
checking for problems and taking actions if these
problems occur.
By contrast, many types of security requirements cover
the different threats faced by a system. Firesmith
(Firesmith  2003) identified 10 types of security
requirements that may be included in a system
specification:
> Identification requirements specify whether or not
a system should identify its users before
interacting with them.
Authentication requirements specify how users are
identified.
> Authorization requirements specify the privileges
and access permissions of identified users.

Y

\1"

Immunity requirements specify how a system

should protect itself against viruses, worms, and

similar threats.

> Integrity requirements specify how data corruption
can be avoided.

> Intrusion detection requirements specify what
mechanisms should be used to detect attacks on
the system.

> Non repudiation requirements specify that a party

in a transaction cannot deny its involvement in that

transaction.

s Privacy requirements specify how data privacy is to
be maintained.

> Security auditing requirements specify how system

use can be audited and checked.

System maintenance security requirements specify

how an application can prevent authorized

changes from accidentally defeating its security

Y

mechanisms.
Asseat
identification

Assel value Exposure

assessment assessment
Threat Altack

identification assessment
Control Feasibility Security req.

identification assessment definition

Fig. 6.9 : The preliminary risk assessment process for security

requirements

Risk detection requirements define mechanisms that

identify the risk if it arises and neutralize the risk

before losses occur.

Risk mitigation requirements set out how the system

should be designed so that it can recover from and

restore system assets after some loss has occurred.

A risk-driven security requirements process is shown in

Figure 6.9.

The process stages are:

> Asset identification, where the system assets that
may require protection are identified. The system
itself or particular system functions may be
identified as assets as well as the data associated
with the system.

> Asset value assessment, where you estimate the
value of the identified assets.

= Exposure assessment, where you assess the
potential losses associated with each asset. This

process should take into account direct losses such
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as the theft of information, the costs of recavery,
and the possible loss of reputation.

> Threat identification, where you identify the threats
to system assets.

> Attack assessment, where you decompose each
threat into attacks that might be made on the

system and the possible ways in which these
attacks may occur.

6.6 DESIGN GUIDELINES

* Some of the guidelines are as below:

Guideline 1: Base Security Decisions on an Explicit
Security Policy

Table 6.5: Design Guidelines for Secure Systems
Engineering

Design Guidelines for Security

1 | Base security decisions on an explicit security policy

2 | Use defense in depth

3 | Fail securely

4 | Balance security and usability

5 | Log user actions

6 | Use redundancy and diversity to reduce risk

7 | Specify the format of system inputs

8 | Compartmentalize your assets

9 | Design for development

10 | Design for recovery

Guideline 2: Use Defense in Depth

* In any critical system, it is good design practice to try
to avoid a single point of failure. That is, a single failure
in part of the system should not result in an overall
systems failure. In security terms, this means that you
should not rely on a single mechanism to ensure
security; rather, you should employ several different
techniques. This concept is sometimes called "defense
in depth.”

Guideline 3: Fail Securely

* System failures are inevitable in all systems, and, in the
same way that safety-critical systems should always
fail-safe; security-critical systems should always “fail-
secure.” When the system fails, you should not use
fallback procedures that are less secure than the
system itself. Nor should system failure mean that an

attacker can access data that would not normally be
allowed.

Guideline 4: Balance Security and Usability

* The demands of security and usability are often
contradictory. To make a system secure, you have to

introduce checks that users are authorized to use the
system.

Guideline 5: Log User Actions

* If it is practically possible to do so, you should always
maintain a log of user actions. This log should, at least,
record who did what, the assets used and the time and
date of the action. If you maintain this as a list of
executable commands, you can replay the log to
recover from failures. You also need tools that allow
you to analyze the log and detect potentially
anomalous actions. These tools can scan the log and
find anomalous actions, and thus help detect attacks
and trace how the attacker gained access to the system

Guideline 6: Use Redundancy and Diversity to Reduce
Risk

* Redundancy means that you maintain more than one
version of software or data in a system. Diversity, when
applied to software, means that the different versions
should not rely on the same platform or be
implemented using the same technologies. Therefore,
platform or technology vulnerabilities will not affect all
versions and so will lead to a common failure

Guideline 7: Specify the Format of System Inputs

* A common attack on a system involves providing the
system with unexpected inputs that cause it to behave
in an unanticipated way. These inputs may simply
cause a system crash, resulting in a loss of service, or
the inputs could be made up of malicious code that is
executed by the system. Buffer overflow vulnerabilities,
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first demonstrated in the Internet worm (Spafford failure could occur. Therefore, you should think about
1989) and commonly used by attackers, may be how to recover from possible failures and restore the
triggered using long input strings. So-called SQL system to a secure operational status.
poisoning, where a malicious user inputs an SQL | EXERCISE
fragment that is interpreted by a server, is another ] W ]
. 1. Explain Dependability properties.
fairly common attack.
- . 2. Explain
Guideline 8: Compartmentalize your Assets
. (a) Availability
* This means that the effects of an attack that
compromises an individual user account may be (B} Reliability
contained. Some information may be lost or damaged, (c) Safety
but it is unlikely that all of the information in the (d) Security
system will be affected. 3. Explain dependability properties.
Guideline 9: Design for Deployment 4. Explain Verification and validation processes.
* Many security problems arise because the system is 5. Explain in detail,
not configured correctly when it is deployed in its )
. g . d P y. . (a) Fault Avoidance
operational environment. Deployment means installing ) )
the software . computers where it will execute and (b) Fault Detection and Correction
setting software parameters to reflect the execution (c) Fault Tolerance.
environment and the preferences of the system user. 6. Explain Reliability Measurement.
Guideline 10: Design for Recovery 7. Explain Safety Terminology.
e Irrespective of how much effort you put into 8. Explain Safety Cases.
maintaining systems security, you should always 9. Explain Design Guidelines.
design your system with the assumption that a security
WO P
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Model Question Papers for
End-Semester Examination

Time : 3 Hours

Max. Marks : 60

Instructions to the candidates :

1. Each Question carries 12 Marks.
2. Attempt any five questions to the following.

3. lllustrate your answers with neat sketches, diagram etc,, wherever necessary.

4. If some part or parameter is noticed to be missing, you may appropriately assume it and should mention it clearly.

Attempt any Five Questions

1

Attempt any Two of the Following :

(a) What is software engineering? Briefly discuss the need for software engineering.

(b) What are attributes of good software? Explain the key challenges facing software engineering
(€) What is software engineering? Explain software engineering code of ethics.

Attempt any three of the following.

(a) With the help of diagram explain waterfall model. Also state its advantages and disadvantages.

(b) What is RAD model- advantages, disadvantages and when to use it?

(c) Explain agility and cost of change.

(d) State XP practice principles.

Attempt the following.

(a) What is requirement engineering. Distinguish functional and non functional requirements.
(b) Explain Layered information system architecture.

Attempt any two of the following.

(a) Explain different ways of writing a system requirements specification,

[6]
[6]
(6]

[4]
[4]
[4]
[4]

[6]
(6

[6]

(b) Draw a sequence diagram showing the interactions of objects in a group diary system when a group of people are

arranging a meeting.
(c) With the help of neat diagram explain six stages of Acceptance testing process.
Attempt any two of the following.

(6]
[6]

(a) Draw a UML state diagram showing the possible state changes in either the group diary or the filling station

system.

(b) What is the release testing? What are the differences between release testing and system testing?

(c) What is performance testing? Give examples of performance test cases.
Attempt the following.
(a) Explain in detail.

(i) Fault Avoidance (ii) Fault Detection and Correction

(b) Write a scenario that could be used to help design tests for the wilderness weather station system.

(6]
[6]
(6]
[6]

[6]

O R

(P.1)
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(P.2) MODEL QUESTION PAPERS

Time : 3 Hours

PAPER II

Max. Marks : 60

Instructions to the candidates :

1. Each Question carries 12 Marks.
2. Attempt any five questions to the following.

3. Illustrate your answers with neat sketches, diagram etc., wherever necessary.

4. If some part or parameter is noticed to be missing, you may appropriately assume it and should mention it clearly.

Attempt any Five Questions

1. Attempt any Two of the Following :

(a) What is ethics doing in a course for software engineers? Explain with the help of case study. [6]

(b) Explain model for Mental Health Care-Patient Management System. [6]

(¢) Design a model to help monitor climate change and to improve the accuracy of weather forecast. [6]
2. Attempt any two of the following.

(a) What is a software process model? Explain the types of software process models. [6]

(b) What are industrial XP practices? Explain. [6]

(€) Explain Scrum Process Flow with neat diagram. [6]
3. Attempt the following.

(a) How the agile methods are scaled? State the coping of agile methods for large system engineering. [6]

(b) Draw Sequence diagrams for ATM system. [6]
4. Attempt the following.

(a) Draw State transiton diagram for ATM system. (6]

(b) Explain different ways of writing a system requirements specification. [6]
5. Attempt any two of the following.

(a) Draw a UML state diagram showing the possible state changes in either the group diary or the filling station

system. [61

(b) Explain Test driven development with neat diagram. Also mention its advantages. [6]

() What is acceptance testing? Why it is important? [6]
6. Attempt the following.

(a) Explain (i) Availability (i) reliability (iii) Safety [6]

(b) Explain in detail,

(i) Fault Avoidance (ii) Fault Detection and Correction [6]
WOV PR
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